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Event Data Recorder - Retrieval Tool Protocol

RATIONALE

This SAE Recommended Practice is being revised in order to referance SAE J3197. This change was based on recent
discussions in the SAE EDR Committee.

1. SCOPE

This SAE Recommended Practice utilizes existing industry standards to identify a common physical interface and define
the protocols necessary to retrieve records stored by light duty vehicle event data recorders (EDRs). To accomplish this,
the SAE J1962 diagnostic connector is designated as the primary physical interface for EDR retrieval tools.

This SAE Recommended Practice is intended to be used for the development of EDR retrieval tools. Retrieval tools are
intended to interface with light duty vehicles and to produce EDR record reports with data element formats specified by
SAE J1698-1.

Limitations:

e This SAE Recommend Practice specifies how EDR records should be imaged, translated, and reported by EDR retrieval
tools. It does not specify how EDR records are recorded and stored by individual vehicles.

e This SAE Recommended Practice addresses EDR record retrieval (including imaging and translating) via the
connection to the vehicle’s SAE J1962 connector or via direct connection to an electronic control unit (ECU) containing
an EDR record. Direct connection to an ECU may require the use of specialized interface adapters.

1.1 Purpose
This SAE Recommended Practice defines a protocol for imaging, translating, and reporting EDR records from

EDR-equipped motor vehicles. It specifies the means of connecting the tool to the vehicle. It is intended for use by those
developing tools for the purpose of EDR record retrieval, as well as by those using such tools to retrieve EDR record reports.

SAE Executive Standards Committee Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is
entirely voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”
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suggestions.
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2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1698 Event Data Recorder
SAE J1698-1 Event Data Recorder - Output Data Definition
SAE J1962 Diagnostic Connector

| SAE J3197 Automated Driving System Data Logger

2.1.2 NIST Publications

Available from NIST, 100 Bureau Drive, Stop 1070, Gaithersburg, MD 20899-1070, Tel: 301-975-6478, www.nist.gov.
SP 800-38C Recommended for CCM mode for authentication and encryption

2.2 Related Publications

The following publications are provided for information purposes only and are not a required part of this SAE Technical
Report.

2.2.1  Code of Federal Regulations (CFR) Publications

Available from the United States Government Printing Office, 732 North Capitol Street, NW, Washington, DC 20401,
Tel: 202-512-1800, www.gpo.gov.

49 CFR Part 563  Event Data Recorders

3. DEFINITIONS

Refer to SAE J1698 for definitions.

4. DATA SECURITY

All imaged data retrieved from an EDR record and stored by or via an EDR retrieval tool shall be both authenticated and
encrypted according to National Institute of Standards and Technology (NIST) SP 800-38C for counter with cipher block
chaining message authentication code (CCM) mode for authentication and encryption or equivalent public authentication
and encryption standard.

5. DATAINTEGRITY

In order to ensure that an EDR record can be consistently imaged by an EDR retrieval tool, the tool shall automatically
image the EDR record at least three times and compare imaged records to ensure they are the same.

If the EDR records are not the same, the tool shall display a message to the user indicating an error and an explantation of
the nature of the error. If an error is detected, the EDR retrieval tool shall not save or translate the EDR record.
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6. DATA NEUTRALITY

The tool shall request data by such a way as to be as forensically neutral as possible. This practice recommends using
diagnostic services, if supported by the ECU, that only request data without activating system diagnostics to suppress
setting diagnostic trouble codes (DTCs) during the imaging process upon initial powering of the ECU.

7. PHYSICAL INTERFACE

7.1  On-Board EDR Record Retrieval

The SAE J1962 diagnostics connector shall be the designated interface to a vehicle for the purpose of EDR record retrieval.
The tool shall accomodate different manufacturer's use of discretionary pins on the SAE J1962 connector, the
vehicle-specific pin assignments and unique properties of differing electrical architectures (see Figure 1). For the purposes
of on-board EDR record retrieval, it is assumed that the ECU is powered by the vehicle.

7.2 Off-Board EDR Record Retrieval

In order to retrieve an EDR record report directly from an ECU, the tool must be capable of supplying sufficient power to the
ECU to enable EDR record retrieval. It is important to note that it is beyond the scope of this document to address all of the
specific factors that must be taken into account in order to directly communicate with every ECU that may contain EDR
records.

The following are some of the factors that may need to be taken into account when imaging EDR record(s) directly from an
ECU:

a. The physical connector and pin assignments utilized by the ECU supplier and the likely need for adaptive connectors.
b. The electrical requirements for imaging an ECU when not electrically connected to the vehicle during retrieval.

c. A different network protocol and/or baud rate than that required for imaging through the SAE J1962 connector may be
required to communicate directly with the ECU.

d. The data required to form a complete EDR record report may be distributed across multiple ECUs.

8. IN-VEHICLE EDR RETRIEVAL TOOL PROCESS OVERVIEW

See Figure 1.

8.1 EDR retrieval tool is connected to the vehicle’s SAE J1962 connector.

8.2 EDRretrieval tool reads the VIN and the tool user confirms that the VIN read matches that of the vehicle to which the
EDR retreival tool is connected. Alternatively, the tool user may enter the VIN manually in cases where the VIN is not

able to be read by the tool.

8.3 The EDR retrieval tool uses the VIN to help select the correct communication protocol, physical IDs and the correct
translation for the EDR record in question.

8.4 If the vehicle is supported by the EDR retrieval tool, it images and stores the data from the ECU(s).

8.5 If an error is encountered during the imaging process, the EDR retrieval tool displays an appropriate error message
to the user (for example, “the vehicle is not supported” or “a communication error has occurred”).
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