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Foreword—The ISO/CD 15764 – Road vehicles – Extended data link security International Standard requires
Security Services for all data transfer between a vehicle and a diagnostic scan tool. In summary, this standard
requires Authentication of the scan tool and the vehicle by a Certification Authority and all communication
interchange of data to use an encryption method for every instance or session of use.  The objective of this SAE
J1760 Recommended Practice is to require the use of these same Security Services modified by the Class of
Security required by the data to be exchanged as determined by the Resource Provider.  This document requires
only a one time Authentication of Security Services for the installation of an IDB Device.  For a background
discussion on the problem scenarios that require security, see Appendix A.
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1. Scope—The scope of this SAE Recommended Practice is to require the use of the same Security Services as
defined by the International Standard ISO/CD 15764, modified by the Class of Security as determined by the
resource provider and referenced in Table 1, Extended Data Link Security References.

TABLE 1—EXTENDED DATA LINK SECURITY INTERNATIONAL
STANDARD ISO/CD 15764 REFERENCES

Parameter References Values

Hashing Function ISO/IEC 9797-2
ISO/IEC 10118-3

Symmetric Key ANSI X 9.52 128 bits

Public Key ISO/IEC 11770-1
ISO/IEC 11770-3

1024 bits modulus
1024 bits exponent

Private Key ISO/IEC 11770-1 1024 bits modulus
1024 bits exponent
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1.1 The IDB Gateway—The IDB Gateway shall be considered an IDB Device operating on the IDB network. This
SAE J1760 Data Security Services Recommended Practice defines security, when deemed necessary,
between devices on the IDB, as granted by the resource providers.  The Security Services required between
the IDB Gateway and the vehicle are not within the scope of this document.

1.2 IDB Device Functions—The device functions may be represented by “proxy”. Therefore devices such as
those that are connected to the IDB may be a communication mechanism, external to the bounded vehicle
communication system and shall by “proxy” be protected by the Authentication of Security Services required by
this document.  The Security Services required between the IDB network and outside the bounded vehicle
communication system shall be within the scope of this document. (Reference Figure 1 for a data security
services system diagram.)

1.3 Classes of Security—Various capabilities (messages) shall be protected by different classes of security as
required by 6.1. Security Services, which involve the transmission and/or reception of only Class 0 resources,
are not within the scope of this document.

1.4 Theft Deterrent—The data security services shall provide a mechanism that will discourage the theft of IDB
Devices 

FIGURE 1—DATA SECURITY SERVICE SYSTEM DIAGRAM

1.5 Compatible IDB Devices—All IDB Devices operating on the IDB network that claim to be IDB compatible and
utilize resources from an IDB compatible device shall comply with the requirements set forth in this
Recommended Practice.

SAE INTERNATIONAL J1760™ OCT2019 3 OF 11

Full document details: SAE J1760_201910

http://avadocuments2026.com/doc/sae-j1760-201910
http://avadocuments2026.com/doc/sae-j1760-201910

