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This document has been updated to generalize comments related to SAE J1939 data link layer characteristics and behavior
so those comments are applicable to both the SAE J1939-21 or an SAE J1939-22 data link layer. Numerous edits to properly
use the term “PG data” instead of “data field” when referring to the data content for a PG. Numerous edits to properly
differentiate between an SAE J1939 message and an SAE J1939 data frame. Noted that a gateway NIECU is required
between an SAE J1939-21 network segment and an SAE J1939-22 network segment.

FOREWORD

The SAE J1939 communications network is defined using a collection of individual SAE J1939 documents based upon the
layers of the open system interconnect (OSI) model for computer communications architecture. The SAE J1939-31 network
layer document defines the OSI network layer requirements and services that enable electronic control units (ECUs) on one
network segment to intercommunicate with other ECUs on different network segments of the vehicle network.

The SAE J1939 communications network is a high-speed ISO 11898-1 CAN-based communications network that supports
real-time closed loop control functions, simple information exchanges, and diagnostic data exchanges between electronic
control units (ECUs) physically distributed throughout the vehicle.

The SAE J1939 communications network is developed for use in heavy-duty environments and suitable for horizontally
integrated vehicle industries. The SAE J1939 communications network is applicable for light-duty, medium-duty, and
heavy-duty vehicles used on-road or off-road, and for appropriate stationary applications which use vehicle derived
components (e.g., generator sets). Vehicles of interest include, but are not limited to, on-highway and off-highway trucks
and their trailers, construction equipment, and agricultural equipment and implements. The physical layer aspects of
SAE J1939 reflect its design goal for use in heavy-duty environments. Horizontally integrated vehicles involve the integration
of different combinations of loose package components, such as engines and transmissions, that are sourced from many
different component suppliers. The SAE J1939 common communication architecture strives to offer an open interconnect
system that allows the ECUs associated with different component manufacturers to communicate with each other.
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1. SCOPE

SAE J1939-31 network layer describes the requirements and services for network interconnection ECUs (NIECU) that
enable electronic control units (ECUs) on an SAE J1939 network segment to intercommunicate with other ECUs on different
network segments of the vehicle or system network. This document defines various types of NIECUs. The information in
this document applies only to ECUs that are intended to provide networking services. It is not necessary for an ECU to
provide any of these services in order to be compliant with the SAE J1939 protocol.

2. REFERENCES

2.1 Applicable Documents

General information regarding this series of documents is found in SAE J1939.

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1587 Electronic Data Interchange Between Microcomputer Systems in Heavy-Duty Vehicle
Applications
SAE J1922 Powertrain Control Interface for Electronic Controls Used in Medium- and Heavy-Duty Diesel

On-Highway Vehicle Applications

SAE J1939 Serial Control and Communications Heavy-Duty Vehicle Network - Top Level Document
SAE J1939-21 Data Link Layer

SAE J1939-22 CAN FD Data Link Layer

SAE J1939-71 Vehicle Application Layer

SAE J1939-81 Network Management

2.1.2 ISO Publications

Copies of these documents are available online at https://webstore.ansi.org/.

ISO 11783 Tractors and Machinery for Agriculture and Forestry - Serial Control and Communications Data
Network

ISO 11898-1 Road Vehicles - Controller Area Network (CAN) - Part 1: Data Link Layer and Physical Signalling

ISO 11992 Road Vehicles - Interchange of Digital Information on Electrical Connections between Towing

and Towed Vehicles

ISO 15765 Road Vehicles - Diagnostics on Controller Area Network (CAN)
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2.2 Related Publications

The following publications are provided for information purposes only and are not a required part of this SAE Technical
Report.

2.2.1 SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1939-1 On-Highway Equipment Control and Communication Network
SAE J1939-2 Agricultural and Forestry Off-Road Machinery Control and Communication Network
2.2.2 |IEEE Publications

Available from IEEE Operations Center, 445 and 501 Hoes Lane, Piscataway, NJ 08854-4141, Tel: 732-981-0060,
www.ieee.org.

ANSI/IEEE STD.802-1D Local Area Networks: Media Access Control (MAC) Bridges

3. DEFINITIONS AND ABBREVIATIONS

Refer to SAE J1939 for definitions that are not featured in this document.

3.1 Definitions

3.1.1 ADDRESS SPACE

The allowable range of addresses on a particular subnetwork. The address space is continuous for the set of network
segments when connected by a repeater or bridge. The address space is separate for each network segment when
connected by a router, which means the same address can be used by a different CA on each side of the router. When
network segments have separate address space, CAs on one network segment cannot directly address individual CAs on
the other network segment.

3.1.2 CLASSICAL BASE FRAME FORMAT (CBFF)

An ISO 11898-1 CAN data frame with an 11-bit identifier, a single bit rate, and a maximum data field length of 8 bytes.
3.1.3 CLASSICAL EXTENDED FRAME FORMAT (CEFF)

An ISO 11898-1 CAN data frame with a 29-bit identifier, a single bit rate, and a maximum data field length of 8 bytes.
3.1.4 DATABASE

A general reference to the collection of data in some NIECUs that defines the operation of the internetworking functions and
contains status and statistical data about the NIECU internetworking activity. Examples of operation data are a list of PGNs
for filtering messages forwarded between network segments or the filtering mode to apply. Examples of status and statistical
data are the maximum size for the filter database or the average number of messages forwarded per second. The term can
be used in reference to the data collection as a whole or in reference to a specific subset of the data collection, such as the
data governing the transfer of messages between a pair of ports on the NIECU.

3.1.5 FD BASE FRAME FORMAT (FBFF)

An ISO 11898-1 CAN data frame with an 11-bit identifier, a flexible bit rate, and a maximum data field length of 64 bytes.
3.1.6 FD EXTENDED FRAME FORMAT (FEFF)

Documents
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3.1.7 FOREIGN MESSAGE TRANSPORT

Foreign message transport describes the functionality for transferring non-SAE J1939 messages (i.e., foreign messages)
over an SAE J1939 network by encapsulating the foreign message as the message data in an SAE J1939 compatible PG.
The definition for how a foreign message is encapsulated into the PG data of these special SAE J1939 PGs is defined
elsewhere, typically within the industry standard documents associated with the special SAE J1939 PG, such as within
ISO 11992 or ISO 15765. The addresses associated with the SAE J1939 messaging and any addressing that is a part of
the foreign message are considered separate address spaces. Any addressing that is a part of the foreign message will
need to be included in the encapsulated PG data content if necessary.

3.1.8 MESSAGE

A message is a protocol data unit (PDU) at the highest originating or consuming OSlI layer, most commonly the application
layer. The PDU consists of the information identity, its entire data content, and any metadata. A message can be transmitted
over the data link layer in its entirety in a single message frame (single frame message) or it can be transmitted in its entirety
using multiple message frames (multiple frame message).

3.1.9 MESSAGE FRAME

A message frame (data frame) is the data link layer protocol data unit (D_PDU) transmitted over the physical layer. A
message frame can contain an entire message or a fragment of a message.

3.1.10 MESSAGE SEGMENT
The network layer PDU (N_PDU) for a data link layer message frame.
3.1.11 NETWORK

The complete collection of one or more physical communication links, or network segments, on a vehicle or system that are
connected together physically and/or virtually through network interconnection devices.

3.1.12 NETWORK INTERCONNECTION ECU (NIECU)

An ECU that provides interconnection of messages between one or more network segments. The standard types of NIECUs
are repeater, bridge, router, and gateway.

3.1.13 NETWORK SEGMENT

A physical section of a vehicle or system communications network. The physical section is bounded by the ECUs and any
NIECUs directly connected to it. Multiple network segments can be connected together by NIECUs.

3.1.14 PG DATA

A structured data object containing the parameter data for an SAE J1939 Parameter Group. The contents and structure of
the data is specified in the PG data definition. PG data should not be confused with the data field of a CAN data frame.

3.1.15 PG DATA DEFINITION

Specifies the content and structure of the data for a PG (PG data). The definition specifies the parameter data content (by
SP) and the position of the data for each parameter within the data object. Parameter data position is specified as either an
absolute position (specific byte and bits placement) or relative position (subsequent placement following data for another
parameter). The structured data object is defined with a fixed (non-variable) length or a variable length.

3.1.16 PORT

The connection point on a controller to the network. An NIECU has two or more ports connected to different network
segments.
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3.1.17 PORT PAIR
A specific set of two ports on an NIECU.
3.1.18 SAE J1939 MESSAGE

A message (see 3.1.8) for an SAE J1939 PG, consisting of the PGN (PG identifier), the entire PG data, and its metadata.
For SAE J1939, an SAE J1939 message refers to a PDU at the application layer; however, for some PGs, such as the
Transport Protocol PGs, an SAE J1939 message refers to PDUs at OSI layers between the application layer and data link
layer. An SAE J1939 message can be transmitted in its entirety in a single SAE J1939 message frame or it can be
transmitted in its entirety using multiple SAE J1939 message frames (multiple frame message).

3.1.19 SAE J1939 MESSAGE FRAME

A CEFF, FEFF, or FBFF CAN data frame (see 3.1.9) according to SAE J1939-21 or SAE J1939-22. An SAE J1939 message
frame can contain an SAE J1939 message in its entirety or an SAE J1939 message frame can contain a fragment of an
SAE J1939 message.

3.1.20 SAE J1939 MESSAGE SEGMENT

The network layer PDU for an SAE J1939 message frame.

3.1.21 SAE J1939 NETWORK

A vehicle or system network consisting of one or more connected SAE J1939 network segments.
3.1.22 SAE J1939 NETWORK SEGMENT

A network where the physical layer is according to SAE J1939-11, SAE J1939-14, SAE J1939-15, or SAE J1939-17, and
the data link layer is according to SAE J1939-21 or SAE J1939-22.

3.1.23 SUBNETWORK (SUBNET)

A subset of the vehicle or system network consisting of one or more network segments connected together. Subnetworks
can include tractor, trailer, implement, and braking system. Subnetworks are typically separated by a bridge, router, or
gateway to help minimize bus traffic on each network segment. Collectively, the subnetworks are the vehicle or system
network.

3.1.24 TRANSIT DELAY

The amount of time delay incurred when an NIECU forwards a received message, or message frame, from one network
onto another network. The time between the moment the message is received at an NIECU and the moment that same
message is transmitted out by that NIECU.

3.1.25 TRANSPARENT

The characteristic of an NIECU and its internetworking functions that are performed in such a way that the actions and
operations are not perceived by other ECUs on the vehicle network. If the NIECU is transparent, then the other devices on
the network do not need to know of the presence of the NIECU, and the NIECU network functions and services take place
without any visible effects (i.e., invisible). A bridge NIECU between a tractor subnet and trailer subnet is characterized as
transparent if ECUs on the tractor subnet and ECUs on the trailer subnet can communicate with one another without
knowledge of the bridge involvement in forwarding some messages between the network segments, filtering other
messages, and possibly changing the data rate between the networks.

3.1.26 TUNNELING
The networking function of encapsulating one network protocol’s message within messages of a second network protocol

and carried over the second network. The network message that is tunneled is all or part of the paylﬁmm‘nen!g

carried on the other network. ]
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3.2 Abbreviations

CA Controller application

ECU Electronic control unit

NIECU Network interconnection ECU
OEM Original equipment manufacturer
PG Parameter Group

PGN Parameter Group Number

SPN Suspect Parameter Number

4. NETWORK LAYER DESCRIPTION
4.1 General

SAE J1939 network layer defines the requirements and services for NIECUs that provide intercommunications between
different network segments of a vehicle or system SAE J1939 network. An NIECU is an ECU connected to more than one
port, or network connection, that transfers messages and information from one network segment to another network
segment. Most NIECUs have a controller application that performs the transfer of messages between ports. When a network
has multiple network segments and messages need to be transferred between devices on separate network segments,
then an NIECU is needed to provide for the transfer of messages from one network segment to another. The type of NIECU
required between two SAE J1939 network segments depends upon the needs of the system and the protocol of each
network segment. For example, a bridge can isolate the media and the bus traffic between two SAE J1939-21 network
segments, but the two SAE J1939-21 network segments are still considered a single network in terms of SAE J1939 address
space, SAE J1939 messages, and SAE J1939 message frames. There are several different types of NIECUs, each
providing different internetworking functions. The principal internetworking functions include:

e Message forwarding

e Message filtering

e Address translation of messages

e Message repackaging (as part of protocol translation)

An NIECU can also support database management to permit access and configuration of the internal databases for some
of these internetworking functions.

All network layer services are optional for any given NIECU, and the ability to supply any of these services is not a condition

of compliance to the SAE J1939 Recommended Practice. Section 5.3 of this document outlines the minimum requirements
for ECUs providing network layer services other than foreign message transport.
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4.2 Reasons for Multiple Networks

There are many different reasons for having a vehicle network with multiple network segments. Some common reasons
include:

1. Physical extension or separation of the network, such as a tractor-trailer configuration where the two networks aren’t
always physically connected.

2. Electrical extension of the network, such as too many node drops for a single network or backbone length of the network
segment exceeds allowed lengths.

3. Electrical interface conversion, allowing such things as impedance differences between the network segments. The
electrical interface conversion is, in general, built into the physical layer of each network segment. The design of the
ECU that has nodes for each of the network segments will already have compensated in any way necessary for the
electrical needs (such as signal rise time) of the networks.

4. Data rate compensation for cases where the network segments run at different rates.

5. Address extension of the network when the combined number of network addresses that are required exceeds the
number allowed by the protocol. Separating it into multiple networks allows each to have an address space as large as
the largest single network given the protocol.

6. Network traffic management, such as isolating high speed or time critical network segments from other network
segments to reduce the message loading on the individual network segments.

7. Protocol interface, to allow data to be shared between network segments using different protocols.
4.3 Network Topology

The topology of the vehicle or system network shall be constructed so there is at most one communication path between
any two ECUs for a given network. The OEM should therefore assure that no network loops exist on the vehicle. No special
provisions are made for NIECUs to detect network loops or to prevent duplicate messages from being generated or
replicated indefinitely. Redundant network segments can be provided for fault tolerance, but the mechanism to detect,
select, and auto-reconfigure the message routing path is the responsibility of the NIECU supplier and is not defined within
this document. Some examples of typical network topologies are shown in Figures 1 and 2.

4.3.1  Network Addressing

The SAE J1939 data link layers provides for the potential of up to 254 unique source addresses on an SAE J1939 network
containing SAE J1939 network segments connected only by repeaters or bridges. If this address space is insufficient for an
application, then a router can be used between SAE J1939 network segments to provide one or more separate subnetworks
of SAE J1939 network segments, each with their own address space. Each subnetwork can be arranged with ECUs and
messages related to a specific function (braking, suspension, trailer, implement, etc.) with a controller serving as the router
to move selected messages to and from other SAE J1939 network segments.

4.3.2 Off-Tractor Network Segment (Trailer or Implements)

In order to isolate and protect the tractor network segment, an NIECU shall exist between the tractor network segment and
any off-tractor network segment. The type of NIECU will depend upon the design requirements. For example, a bridge
permits the off-tractor network segment to run at a different data rate and with reduced traffic by performing message
filtering, while a router permits the off-tractor network segment to be developed independently, and optimized for specific
functions. For those agricultural systems following the 1ISO 11783 standard, a tractor ECU (TECU) is used to separate the
tractor from the implement bus. Refer to ISO 11783 Part 4 and ISO 11783 Part 9 for details. Refer to ISO 11992 for details
of a possible trailer subnetwork for highway vehicles.
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Figure 2 - Example of SAE J1939 vehicle network for agricultural applications
4.3.3 Proprietary Messages and Networks

SAE J1939 has provisions for communications with proprietary messages. If bus traffic and latency become an issue, a
separate network segment can be used to handle the proprietary messages. The supplier of this separate network segment
and its related devices shall also provide any router/gateway function needed to share data with the main network. This
document does not define any NIECU configuration, status, and statistics services for proprietary SABOJ Rsents
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4.3.4 CAN 11-Bit Identifier Network Interface

SAE J1939 network segments, per SAE J1939-21 and SAE J1939-22, specify an 8-bit SAE J1939 source address as part
of the 11-bit identifier of the ISO 11898-1 CBFF and FBFF data frames. This document does not define any NIECU
configuration, status, and statistics services for CBFF and FBFF data frames.

A gateway NIECU is required for internetwork communication of CBFF and FBFF data frames between an SAE J1939
network and a non-SAE J1939 network. Component suppliers and OEMs are responsible for the gateway translation of
11-bit identifiers since this document does not specify how to manage addresses or identifiers for those devices.

A gateway NIECU is required for internetwork communication between an SAE J1939 network based on SAE J1939-21
data link protocol and an SAE J1939 network based on the SAE J1939-22 data link protocol. Even though both are
SAE J1939 network segments, the SAE J1939 data link protocols are different and with different and incompatible definitions
for CBFF data frames.

A gateway NIECU is not required for internetwork communication of CBFF and FBFF data frames between two SAE J1939
networks as long as both SAE J1939 networks support the same data link protocol and are part of the same address space.

4.3.5 SAE J1587 Network Interface

Devices requiring SAE J1587 for information or diagnostics shall have a separate port to access that link. No provisions for
defining a gateway to SAE J1587 are planned for this document.

4.3.6 SAE J1922 Network Interface

Since SAE J1922 was intended to be an interim standard for drivetrain control, no specific support or gateway definition will
be included in this document.

5. NETWORK INTERCONNECTION ECUS
5.1  Types of Network Interconnection ECUs

There are four standard types of network interconnection ECUs for internetworking communications. The different types are
based upon the highest OSI layer where the NIECU performs its internetworking functions.

1. Repeater: A component used to extend the physical length of a network or increase the number of devices connected
to a network through physical segmentation of the network. A repeater is a physical layer NIECU device that regenerates
the digital signal from one network segment to another physical network segment, with no processing of the data in any
way. No changes in data rate, address space, or protocol are permitted for network segments that are joined by a
repeater. In general, these devices are specialized hardware that transfer the data with sub-bit time delays.

2. Bridge: A device used to transfer message frames between two or more network segments that have the same address
and data link protocol. A bridge permits changes in the media and data rate between network segments (i.e., physical
layer), but the network segments have the same address and data link protocol. A bridge is frequently used to connect
network segments with different data rates. A bridge is a data link layer NIECU device with a software application for
the message forwarding functions. In its simplest implementation, a bridge functions as a repeater with a software
application for filtering message frames going from one network to the other. In more advance implementations
(sometimes referred to as a switch), a bridge transfers message frames between the network segments by storing and
forwarding messages; however, it can simply transfer message frames from one network segment to another. A bridge
can provide error checking before forwarding message frames so message frames with errors are not forwarded. A
bridge permits changes in the media and data rate between network segments (i.e., physical layer), but the network
segments have the same address and data link protocol. A bridge is frequently used where data rate changes are
needed. A bridge does not perform address or protocol translation.
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3. Router: A device used to transfer message segments between two or more network segments where the protocol is the
same on the network segments but the networks have separate address spaces, so address translation shall be
performed as the message segment is transferred between network segments. A router is a network layer NIECU
device. A router also determines how to move the data from the source to the destination, i.e., how to route the message
through the network. The networks shall have the same transport layer, but can have different network layers. A router
can expand the address space of the network by connecting network segments and allowing communication between
separate address spaces. Protocol is the same on network segments connected by a router.

4. Gateway: The highest complexity NIECU, the gateway can exchange data across differing protocols in addition to
handling the other functions as needed. A gateway NIECU can make changes to the packaging and presentation of the
data, including combining data from multiple messages into one.

In the ordered listed above, an NIECU toward the bottom of the list can have any of the internetworking functions of the
NIECUs toward the top of the list. Thus, a router, although capable of doing address translation, can perform message
forwarding if it has a port pair that use the same address space on both network segments. In software terms, the NIECU
type is simply taken as that corresponding to the most complex function that the ECU is programmed to perform. In this
sense, a router does not forward message frames; the ECU that contains the “router” function of address translation also
contains an instance of the “bridge” function of message forwarding. It can use those two software functions on separate
port pairs, or (if there is an overlap in the address spaces) on the same port pair.

5.1.1 Repeater

Arepeater is a physical layer component that receives a digital signal from one network segment and regenerates the digital
signal on another network segment, with no processing of the data in any manner. The data rate, protocol (data link layer),
and address space shall be the same on both sides of the repeater. Only the physical media may differ between network
segments connected by a repeater. A repeater overcomes signal attenuation with electromagnetic media and removes
noise occurring on the received signal, providing a stronger and undistorted signal on the generated signal. A repeater is
commonly used to extend the network length to cover a greater distance (area), to connect more electrical loads (devices)
onto the network, or to connect to another type of media (physical layer expansion). A repeater implements message
forwarding at the signal bit level, without storing and forwarding, and therefore does no re-ordering of messages by priority.

The principal function provided by a repeater is signal regeneration between network segments running at the same data
rate. This is achieved by regenerating the digital signal from one network segment onto another at the physical layer of the
network, not by storing and forwarding complete message frames. Repeaters should incorporate an anti-loopback/lockout
function. Bitwise arbitration is also achieved across the repeater. The repeater is essentially transparent to any ECU on the
vehicle network. All messages are forwarded as there is no message filtering capability. If fault isolation is provided, the
repeater has the ability to disable one or more of its transmitters if a bus fault is detected on one of the network segments.
No management function is defined for a repeater, so an address is not required.

5.1.1.1 Repeater Networking Functions
5.1.1.1.1 Forwarding

A repeater performs forwarding by regenerating the digital signal from one network segment to another network segment.
Each digital signal bit is regenerated between network segments with sub-bit-time delay. There are no changes in data rate,
address space, or protocol when a repeater forwards the digital signal onto another network segment. Forwarding is
discussed in more detail in 6.1.

5.1.2 Bridge

A bridge is a data link layer NIECU device with a software application for message forwarding functions. The media and
data rate (i.e., physical layer) may differ between network segments, but data link protocol and address space shall be the
same on both network segments. A bridge can selectively filter message frames going across it so that the bus load is
minimized on both network segments. In its simplest implementation, a bridge functions as a repeater with a software
application for filtering message frames going from one network to the other. In more advanced implementations (sometimes
referred to as a switch), a bridge transfers message frames between the network segments by storing and forwarding
message frames; however, it can simply transfer message frames from one network segment to another. A bridge can
provide error checking before forwarding message frames so message frames with errors are not fONDr&e&U ments
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