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Token Slot Network for Automotive Control

Foreword—Data Links in Vehicle Control

Introducing the Token Slot Network Protocol (TSN)—This document describes a network protocol called
the Token Slot Network that has been developed by General Motors for use in real-time vehicle control
applications. This protocol offers a number of technical advantages such as controllable maximum
latency, efficiency, and reliability. In addition, it is cost competitive with other protocols which lack these
advantages.

Token Slot Protocol Background—The need exists for data links to be used in real-time control of vehicle
systems. These systems require message delivery capabilities beyond those of the SAE Class B protocol
that is now known as the SAE J1850 protocol. After examining the communications requirements of the
real-time control domain, no existing protocol was found that would completely meet those needs.
Therefore, a new protocol was developed with the basic features of token passing schemes, but which
included a time slot scheme for performing the token pass.

The following sections will first discuss the application needs that drove the protocol development, then
describe the protocol itself, and finally present methods for time analyses of systems which use the
protocol.

Token Slot Network Application Characteristics—The Token Slot Network is intended for use in
distributed, real-time control applications in land-based vehicles. The network nodes are typically
intelligent (i.e., microprocessor based) components that cooperate in order to perform some control task.
They may be functionally independent nodes, such as an engine control module and a transmission
control module, that each have relatively autonomous functions that need to be coordinated for better total
vehicle behavior.  Alternatively, there may be a hierarchical control structure where some nodes
implement a local low-level control algorithm, but are subservient to a higher level control running in
another node. In either case, rapid and predictable communication is needed.

Real-time control communication systems must provide:

— Rapid control loop feedback via data link

— Regular data updates for periodic or event driven data

— Minimal, predictably bounded message delays (latencies)
— System specified and limited transmit privilege hold time
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Data transfer efficiency requirements:
—Low message overhead
—No physical limits to higher data rates

Fault tolerance requirements:

—Rapid fault detection and data error rejection
—Quick initialization and recovery from bus errors
—Masterless—unaffected by node drop-off

Token Slot Network Design Philosophy—The need for bounded latency characteristics in applications with
both bursty and periodic traffic require us to reject all protocols that use a contention mechanism for media
access control (such as SAE J1850 and CAN). While such protocols can be fashioned to provide
statistical “guarantees” that message latency will not exceed required limits, there can always be cases
where traffic loading will cause latencies to grow beyond any predefined limit. This is unacceptable for
applications controlling real-time physical processes.

For this reason, it was decided to pursue protocols with more deterministic media access methods. A
token passing scheme was chosen because it offers determinable and bounded latencies and it can be
implemented efficiently with low data overhead.

In token passing protocols, the single node in possession of the token is a temporary bus master and can
broadcast messages or initiate message transmission to other nodes as it chooses. When ths node either
finishes sending its messages or approaches its token hold (transmit privilege) time limit, it passes the
token to another node which then becomes the master and the process repeats. The network can be
configured so as to guarantee orderly access to the data link by all nodes.

One problem area in such schemes has to do with the token passing mechanism itself. Typically, the
current token owner has a “next” node in a logical sequence order. When the token is passed, it is to be
explicitly passed to the “next” node. If that node has no network traffic to send, it must still accept the
token, and then pass it on to its successor. This procedure can lead to substantial inefficiencies especially
if the “next” node has dropped off the bus. In this case, the current node must follow an exception
procedure for determining to which node it is to pass the token. This usually involves polling to determine
which nodes are still active, building an “active node” list, and broadcasting the list to all nodes. This total
procedure is often complicated and is always time-consuming.

Similarly, following system power-up initialization or if noise causes the corruption of the token message,
the token may become lost. This also requires a time-consuming reinitialization process for reorganization
of the virtual node sequence ring formed by each node’s idea of the logical “next” node in the sequence.

To solve this problem, it was decided to use a different token passing method based on rotating time slots.
This allows transparent skipping of nodes which have no pending traffic or which are inactive. This
protocol also provides for quick system initialization and for error recovery. The details of this method will
be described in the following sections.
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1. Scope—The Token Slot Data Link is intended to provide periodic, broadcast communications (communication

that must occur on a regular, predetermined basis) within a vehicle system.
The Token Slot protocol achieves this by implementing a masterless, deterministic, non-contention Token Slot
sequence which is designed to offer a transmit token to all devices (or nodes) without requiring that they
respond. After acquiring the token, messages may be sent and verified using a variety of built-in techniques.
The token passing slot sequence is then reinitiated by the current token holder.

1.1 Purpose—This SAE Information Report describes the Token Slot Data Link Communication Protocol. It is
intended to cover the attributes of the network structure, network management, bus access procedures,
message framing, bit encoding, and message delimiting required to communicate on the Token Slot Data Link.
These aspects relate to those items that must be standardized excluding the physical implementation. The
physical details of the network such as media, line driver/receivers, and semiconductor implementation are
discussed generally but are not specified by this document.
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1.2 Background—In recent years it has become apparent that future electronic applications within vehicles will
need to communicate critical control information among distributed controllers. This control information to be
transmitted is typically periodic in nature and must arrive on a regular, predetermined basis. In many cases, it
is changing at rapid rates and only sampled information is provided at appropriate intervals (rather than
updating the information only when it changes). This must be done at speeds that are sufficiently fast to meet
the requirements of the interactive control applications. The Token Slot Network Data Link is designed to
provide this capability.

1.3 Design Objectives—The Token Slot Network was defined with the following goals in mind:

a. It must meet the needs for on-vehicle, rapid, periodic communication between computer assemblies.

b. Target applications for this link will be higher speed control applications (typically above 1 Mbit/s).

c. Message maximum latency time delays must be minimal and bounded to assure stability in closed
loop control applications. See Appendix A for methods of calculating and predicting message
latencies.

d. There must be an open data rate growth path to accommodate future media technologies and
demands for increased data traffic.

e. The architecture must be an open system to allow for the addition and deletion of nodes (devices) both
in new designs and during dynamic operation. Note that open architecture does not mean that devices
can be added to the data link without regard to their affect on message latency times.

It is intended that this link will be used primarily in vehicle applications requiring feedback and control data to
be shared among various distributed devices. For example, the link could be used between distributed engine,
transmission, anti-lock braking, and power steering controllers. Flexibility has been built into the protocol to
also include event driven and block memory transfer data types. This allows vehicles to be equipped with a
single data link to cover all communications to avoid gateways and reduce costs, when system and reliability
conditions permit.

2. References

2.1 Applicable Publications—The following publications form a part of this specification to the extent specified
herein. The latest issue of SAE publications shall apply.

2.1.1 SAE PusLIcAaTIONS—AVvailable from SAE, 400 Commonwealth Drive, Warrendale, PA 15096-0001.

SAE J1850—Road Vehicles—Serial Data Communication
SAE J2056/1—Class C Application Requirements

SAE J2056/2—Survey of Known Protocols

SAE J2056/3—Selection of Transmission Media

2.1.2 OTHER PUBLICATIONS
82527 Serial Communications Controller Architectural Overview—INTEL Corporation
“Data Transmission Over the Telephone Network: Series V Recommendations” Section V41, The Orange
Book VIII.1, International Telecommunications Union, Geneva (1977)
3. Technical Requirements
3.1 Bus Access Procedure—This section describes the token slot bus access method of providing transmit

privileges to devices communicating on the Token Slot Data Link. It is the primary difference between Token
Slot and contention protocols (e.g., SAE J1850, CAN, etc.).
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The intent of this bus access protocol is to guarantee periodic opportunities for message transmission by each
node on the bus. It is to ensure that the bus remains operational when devices are dynamically added or
deleted and it must provide for quick recovery from error conditions.

The token passing bus protocol is open, peer oriented, and multimaster. It is non-contention and uses a time
slot token passing technique. The bus access procedure is performed on a distributed, masterless basis, with
all devices behaving identically to maintain an orderly rotation of transmit privileges.

The token slot method described here has several features which help achieve the goals of a deterministic
data link. The principal advantage of this method of bus access is that the worst-case delay of information
exchange due to the data link can be determined and bounded. Requirements for line driver/receiver circuitry
are less stringent than would be required with a contention based system since only one transmitter is normally
on at a time and since the protocol is not data rate limited by signal propagation delay. The protocol has
provisions for rapid initialization of the link and for handling cases in which the number of devices on the bus
changes during operation (due to power moding sequences, failure or power loss of individual devices, or
intermittent software operation of devices on the bus). Fast error recovery is a primary feature of this
approach.

3.1.1 TokeN SLoT OPERATION—The token slot method offers transmit privileges to all devices on the bus in an
orderly manner. After a node has completed sending its message traffic, a sequenced scan of short, equal
time intervals (slots) offer bus transmit privileges to the node slot owners as follows: A token pass message
(see Figure 1) instructs all nodes to begin the token slot timing mode. Each slot interval following a token
pass message has a sequential Slot Number (SLN). Control is offered to the slot owning node devices by
time progressing through successively higher Slot Numbers. Each node is assigned one or more specific
time slots (Slot Numbers) and will activate its transmitter to send a message during its slot only if it is
operational and has message traffic to send. Otherwise the token slot interval is allowed to pass. When the
transmitter is activated, all other nodes recognize that the token has been taken and they enter the receive
mode. See Appendix B for a summary of token pass messages. See Appendices C and D for a comparison
with contention based protocols.

time

r————— Token Slots with relative slot numbers shown
>

T T T 17 T T 17T T 1 T T 1 T T 1 (L T T 1 L
_] p|slot#(sn)|0}1 l sn + 1I sn + 2| sn + 3| sn + 4| 8n + 5| sn + ?}
I 1 111 111 [ 11| L1 L1 1

idle
L————— even parity

FIGURE 1—TOKEN PASS MESSAGE FORMAT

The token slot method differs from time-division multiplexing, which provides a “time slot” wide enough for an
entire message, to each device on the bus. If the device is not present on the bus or has no message to
transmit, the bus must remain inactive during that entire time slot.

The Token Slot protocol does not send a directly addressed token pass message to hand off control of the
bus to a specific device which may or may not be active. This avoids the requirement that all devices must
maintain a prioritized list of all currently active nodes to which the token must be passed.

Figure 2 depicts the bus waveform of a token message sent by the device which owns SLN 5, followed by
the owner of time slot 1 (SLN1) taking the token, sending two messages, and then initiating its own token
pass message.
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|1

1
token SLN [SLN SLN |SLN |SLN msg 1 m8g 2 token
pass |idle 6 7 31 0 1 idle idle pass |......
SLN 5 SLN 1

node takes token here —I

FIGURE 2—TYPICAL TOKEN PASS SEQUENCE

In this example, the devices holding slot numbers 6, 7, ... through 31 and O were either not present or did not
have a data message ready for transmission. Thus, the bus remained in the idle state during those time
slots.

As shown, when the maximum slot number is reached, the sequence wraps around to slot 0 and continues
until the slot is picked up or until the original token passer sees its slot, at which time a new token pass
message is generated and the token slot cycle begins again.

Once a device takes the token, it proceeds to send its message traffic. Token hold times are individually
assigned to each node by the system designer and are strictly limited to assure a system maximum message
latency limit. Individual message transmit priorities are determined by each node’s application and are not
restricted by the communications data link.

3.1.2 TotAL NUMBER OF SLOTS AVAILABLE—AII applications of the Token Slot bus have thirty-two time slots
available. Thus, there can be a maximum of thirty-two transmitting type devices present on the bus in any
particular application.

3.1.3 NuMBER OF SLOTS PER NODE—A patrticular device may have zero (for a “receive only” device), one, two, or
more Slot Numbers, depending on how often that device needs to transmit messages compared to the other
devices on the bus. A device which owns multiple Slot Numbers must take care to include the Slot Number
for the time slot it actually took during that token possession in any token messages it sends. The number of
time slots that a particular device may occupy is to be defined by the system application designer who is
responsible for message latency assurance.

3.1.4 INSTRUMENTATION SLoT NumMBER—SLN O is ideally reserved for use by instrumentation in all applications to
provide an external access by standard test equipment. It may be prudent to require that the vehicle be
placed in a special instrumentation interactive mode before SLN 0 be allowed to take the token.

3.1.5 TiME SLOT SEQUENCE DELAY CALcULATION—AIl devices use the Slot Number contained in a received token
message to determine how long they must wait until they should take control of the bus if no other node
intervenes. When a token message is received, each device, including the one that sent the token,
calculates its delay using Equation 1:

Transmit Delay Time (TDT) = {[(A-B)-1]} modulo32*T (Eq. 1)
where:

A = Slot Number of calculating device

B = Slot Number in last received token message

T = Time Slot Width, expressed as an integral number of bit times (bt)
Modulo32 means that:

If [(A-B)-1]<0
then TDT { = [A-B)-1] + 32} * T
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Else TDT =[(A-B)-1]*T
Therefore: 0 < TDT < 32*T

Any device holding multiple Slot Numbers will need to calculate a transmit delay time for each of its Slot
Numbers, then take the token on the earliest TDT.

If another device begins a transmission in an earlier slot before this transmit delay time has elapsed, the bus
access calculation must be restarted by waiting for a new token message to be received. However, if the
bus remains inactive for this calculated transmit delay time following a token message, it means that this
device’s token slot interval has arrived. If the node has messages to send, it may begin a transmission at
this point and thus take control of the token and the bus.

The transmit delay time begins immediately following the 8 bit time (bt) idle line delimiting the token
message. This means that the transmit delay time counter should begin counting at the beginning of the 9th
bit time following a token message. Figure 3 illustrates this situation.

<-———— Transmit Delay Time —7mM@8 >
T T T T T T 11 T T 1 L T T 1 [N ﬂ' !Tl 1T 1T 171111
—l p|slot#(sny|O|1 idle sn + 1| sn + 2| sn + 3| sn + 4I sn + 20 ms? ......
| 1 111 11 1 1 1 1 L1 1 _H_Ll L1 | -
L begin counting bt’s —_— \
even parity bit SN+20 Node takes token here

FIGURE 3—TOKEN PASS MESSAGE FORMAT

3.1.6 TiME SLoT WIiDTH—The time slot width is determined by a timing analysis of the system bus propagation
delay and is shown as an integral number of bit times (bt). The time slot must be long enough to allow a
device to start a transmission and for all other devices to recognize that event. Its width must also take into
account the accumulated time base drifts that occur as each device is counting and waiting for its time slot to
occur. A typical slot width might be 1 to 5 bit times when operating at 1 Mb/s for propagation delay
characteristics on the order of 5 ns/m for either a properly terminated electrical or a plastic fiber optic
medium.

3.1.7 TOKEN POSSESSION GUIDELINES

3.1.7.1 Decision to Transmit—When the bus remains inactive for a device’s transmit delay time following a token
message, all devices except the one that sent the last token message have two choices. These devices
have the option of taking possession of the token and beginning transmission of a message or of
remaining silent. A device may send one or more messages once it takes token possession, and it then
relinquishes control of the bus by sending a token pass as its last message.

3.1.7.2 Maintaining Synchronization—The device that sent the last token has the duty to maintain a minimum level
of activity on the bus. In the event that no other device initiates a transmission during the thirty-one slots
following a token, the device that sent the last token must take the token and send either a data message
if one is ready or only a token message if no data message is ready. The purpose of this is to maintain
synchronization of the time slots during periods of low bus utilization. Accumulated time base differences
among all the devices causes blurring of the time slot boundaries as the time since the last token message
increases. This explains the need for periodic synchronization. Figure 4 illustrates the case where no
device takes the token and the original token passer must re-take it.
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Original token passer’s
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FIGURE 4—TOKEN PASS MESSAGE FORMAT

3.1.7.3 Maximum Token Possession Time—Each device on the bus is assigned a maximum time that it may hold
the token on any individual possession. This maximum token possession time helps to bound the token
rotation time for the system and is used to avoid continuous transmission caused by a device failure. A
device must not begin transmission of a particular data message unless completion of the message can be
accomplished without exceeding its maximum token possession time. If that message is too long to be
sent during the present token possession, the device must send a token message, then cease
transmission. The time that the token has been held and time required to send the next message may be
calculated by the message lengths + bit insertions + message acknowledges + idle lines between
messages. There are various methods of calculating and/or estimating the maximum token possession
time. See the section on Maximum Token Possession Time Rationale for further discussion. See
Appendix A for Methods of calculating and predicting message latencies.

The system designer may assign different maximum token possession times to different devices in a
particular application.

3.1.8 TokEN SLoT Bus ExcepTiON CONDITIONS—This section describes exception conditions that may occur on
the bus and how these conditions should be handled.

3.1.8.1 Initialization—When a device requires initialization following a power up or internal reset condition, it
monitors the bus for a token message or for a Bus Time Out to occur. The Bus Time Out (BTO) occurs
when the bus is idle for thirty-two time slots (see 3.1.8.5). If a token message is received, the device
calculates its transmit delay time and begins normal operation.

3.1.8.2 BusJam Signal—The Bus Jam is defined as the receipt of six or more consecutive logic zeros by a
receiving device. A transmitter communicates error situations to all devices on the bus with the Bus Jam.
It is intended to cause all devices on the bus to cancel any current message and begin recovery
procedures.

The bus jam must be a dominant signal level and must last at least 6 bit times which is longer than any
normal data signal condition. This will prevent a legal bit stuffing signal from causing a bus jam. The bus
jam signal must be started before a post-message 8 bit time idle line is allowed to occur on the bus. This
ensures that the jam signal causes all devices to discard the corrupted message. If a complete idle line
were allowed to occur, then devices receiving the subsequent bus jam would not necessarily reject the
corrupted message.

3.1.8.3 Response to Bus Jam—When a device recognizes a bus jam condition, it rejects the message in progress
(if any) as invalid and calculated a transmit delay time as if a token message containing a Slot Number of
thirty-one was just received. This results in slots for devices beginning with SLN 0, 1, 2, ... etc., to take the
token following a bus jam. Once the jam condition ends and an 8 bit time (bt) idle line is detected, all
devices begin waiting for their time slot to occur. If a device finds that the bus remains idle for its transmit
delay time following any jam, it is to transmit either a data message or a token message if it has no data
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