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Pass-Thru Extended Feature - Fault-Tolerant CAN 

RATIONALE 

Each of the features contained in the original SAE J2534-2 document (API version 04.04) is being published as a 
separate document for ease of maintenance and extensibility. At the same time, these features are being updated to be 
compatible with SAE J2534-1_0500 (API version 05.00) and to address feedback from the field. 
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1. SCOPE  

This SAE Recommended Practice is part of the SAE J2534-2/X_0500 set of documents that extends the 
SAE J2534-1_0500 API (version 05.00) specification, and defines how to implement fault-tolerant CAN (FT CAN) within 
the SAE J2534 API framework. This document details only the changes from SAE J2534-1_0500 and items not 
specifically detailed in this document are assumed to have not changed. 

An SAE J2534-2/8_0500 interface shall be compliant to fault-tolerant CAN (FT CAN) feature only when all the required 
functionality in this SAE Recommended Practice is implemented. Any functionality not required for compliance will be 
specifically marked as “optional” in this document.  

This document must be used in conjunction with the SAE J2534-2/BA_0500 and SAE J2534-2/RE_0500 documents. 

2. REFERENCES  

2.1 Applicable Documents 

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the 
latest issue of SAE publications shall apply. 

2.1.1 SAE Publications 

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA 
and Canada) or +1 724-776-4970 (outside USA), www.sae.org. 

SAE J2534-1_0500 Recommended Practice for Pass-Thru Vehicle Programming (API version 05.00) 

SAE J2534-2/BA_0500 Pass-Thru Extended Features - Base Document (API version 05.00) 

SAE J2534-2/RE_0500 Pass-Thru Extended Features - Resource Document (API version 05.00) 

SAE J1962 Diagnostic Connector 

2.1.2 ISO Publications 

Copies of these documents are available online at http://webstore.ansi.org/.  

ISO 11898-3:2006 Road Vehicles - Controller Area Network (CAN) - Part 3: Low-Speed, Fault-Tolerant, 
Medium-Dependent Interface 

3. DEFINITIONS 

ACTIVE MESSAGE: Refers to a message that has started the transmission process on the physical vehicle bus but has 
not completed it. 

LOGICAL COMMUNICATION CHANNEL: A specific path through the pass-thru interface to the physical vehicle bus that 
uses an existing physical communication channel but adds the network and transport layers (as defined by OSI). 

PASS-THRU DEVICE: Refers only to the hardware portion of the SAE J2534 interface. 

PASS-THRU INTERFACE: Refers to all components of a SAE J2534 interface, including both physical hardware and 
software. 

PHYSICAL COMMUNICATION CHANNEL: A specific path through the pass-thru interface to the physical vehicle bus that 
encompasses the physical layer and data link layer (as defined by OSI) and includes all the associated physical resources 
(such as the data link controller, connector, pins, etc.) in the pass-thru device. 
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QUEUED MESSAGE: Refers to a full message from the application that has been accepted by the pass-thru interface (via 
the API) for transmission, which is intended to become an active message at some point in the future. 

TERMINATE A MESSAGE: Refers to the process of stopping reception or transmission of a message by the pass-thru 
interface. 

TRANSMITTED MESSAGE: Refers to a previously active message that has been successfully transmitted on the physical 
vehicle bus. 

4. ACRONYMS 

API Application Programming Interface  

CAN Controller Area Network (2.0b) 

CAN ID Controller Area Network Message Identifier (11 or 29 bit) 

CRC Cyclic Redundancy Check 

DLL Dynamic Link Library 

FT CAN Fault-Tolerant CAN 

IOCTL Input/Output Control 

IOCTLID Identifier Assigned to a Specific IOCTL 

OSI Open Systems Interconnection Model (as defined in ISO/IEC 7498-1) 

5. DOCUMENTATIONS CONVENTIONS 

In the document body and in tables: 

• All SAE J2534 API functions shall be in bold print (for example, PassThruOpen). 

• All SAE J2534 API variables shall be enclosed in “<>“ (for example, <DeviceID>). 

• All SAE J2534 API DEFINES shall be in upper-case print (for example, STATUS_NOERROR). 

• All numbers shall be in decimal unless otherwise indicated. (Hexadecimal values have a leading “0x”; for example, 
0x7AF or 0x800 are hexadecimal values.) 

6. PASS-THRU INTERFACE REQUIREMENTS 

The FT CAN feature shall be implemented as a physical communication channel and cannot be implemented on a logical 
communication channel.  

6.1 Specific Protocol Requirements 

A pass-thru interface that supports the FT CAN feature shall: 

• Use a fault-tolerant CAN transceiver. 

• Support CAN data rates of 50000 bps and 125000 bps (±2%). 

• Support 11 bit and 29 bit CAN identifiers. 

• Support a minimum of 64 logical communication channels per physical communication channels. 
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A pass-thru interface that supports the FT CAN feature may also: 

• Optionally support listen only mode. 

6.2 Pin Usage 

When the pass-thru interface is initially powered or when the FT CAN feature is no longer in use, the pins shall default to 
high impedance. High impedance is defined as greater than 500 kΩ impedance relative to both signal ground and chassis 
ground. 

Table 1 defines the required connector/pin usage for the FT CAN feature as they appear in the structure 
RESOURCE_STRUCT, where the order of elements in the array ResourceListPrt defines its purpose. Other connector/pin 
combinations may optionally be supported by the pass-thru interface and must be queried the using the discovery 
mechanism. 

Table 1 - Required connector/pin combinations 

RESOURCE_STRUCT Contents 
<ResourceList.Connector> = J1962_CONNECTOR; 
<ResourceList.NumOfResources>  = 2; 
<ResourceList.ResourceListPtr[0]> = 1;     // CAN_H 
<ResourceList.ResourceListPtr[1]> = 9;     // CAN_L 
<ResourceList.Connector> = J1962_CONNECTOR; 
<ResourceList.NumOfResources>  = 2; 
<ResourceList.ResourceListPtr[0]> = 3;       // CAN_H 
<ResourceList.ResourceListPtr[1]> = 11;     // CAN_L 

6.3 Data Buffering 

6.3.1 Message Reception 

The FT CAN feature shall provide a receive buffer as specified in Table 2 and shall be capable of receiving and buffering 
messages while the receive buffer is not full. The number of messages buffered will depend on the size of the messages 
received. This capability shall be available on each channel at all specified baud rates. 

Table 2 - Minimum receive buffer size 

Maximum Size of Each Message Minimum Receive Buffer Size 
12 bytes 4128 bytes 

6.3.2 Message Transmission 

The FT CAN feature shall provide a transmit buffer as specified in Table 3 for individual messages (using 
PassThruQueueMsgs) and shall be capable of buffering messages while the transmit buffer is not full. The number of 
messages buffered will depend on the size of the messages to be transmitted. This capability shall be available on each 
channel at all specified baud rates. 

Table 3 - Minimum transmit buffer size 

Maximum Size of Each Message Minimum Transmit Buffer Size 
12 bytes 4128 bytes 

NOTE: This buffer is only for messages filled using PassThruQueueMsgs. 
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6.4 Error Handling    

6.4.1 Device Not Connected 

As defined in SAE J2534-1_0500. 

6.4.2 Receive Buffer Overflow 

As defined by CAN in SAE J2534-1_0500. 

6.4.3 Message Termination 

As defined for CAN in SAE J2534-1_0500. The message termination boundary is a CAN frame. 

6.4.4 Network Errors 

The pass-thru interface shall be capable of detecting transmit and receive errors. To deal with these errors, generic 
recovery strategies have been defined in SAE J2534-1_0500. Table 4 details the types of errors to be detected and the 
associated recovery strategy, as well as the required Application Notification Mechanism that shall occur at the end of the 
designated recovery strategy. 

Table 4 - Network errors 

Error Application Notification Mechanism Recovery Strategy 

Acknowledgement error or Loss of 
arbitration 

NONE or TxFailed indication (if a 
TxDone was requested) 

Controller retry strategy as defined in 
SAE J2534-1_0500 

Bus warning NONE Controller retry strategy as defined in 
SAE J2534-1_0500 

Overrun error Set BUFFER_OVERFLOW in 
<RxStatus> 

Drop strategy as defined in SAE J2534-
1_0500 

During message reception: form error, 
stuff error, CRC error, bit 0 error, bit 1 
error 

NONE NONE 

During message transmission: form 
error, stuff error, CRC error, bit 0 error, 
bit 1 error 

NONE or TxFailed indication (if a 
TxDone was requested) 

Controller retry strategy as defined in 
SAE J2534-1_0500 

BUS OFF Generate LINK_DOWN ErrInd 
indication 

Passive operation strategy as defined in 
SAE J2534-1_0500 

During message reception: a network 
error occurred but message reception is 
successful. 

Set LINK_FAULT in <RxStatus> NONE 
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