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1. SCOPE

The scope of this Recommended Practice encompasses the following objectives:

Concentrate on general best practices for vehicular embedded software design.
Establish programming language-independent best practices.

Establish hardware/software interface best practices.

Establish multi-threaded system best practices.

Provide verification criteria to evaluate product compliance with this best practice.

2. REFERENCES

There are no referenced publications specified herein.

3. DEFINITIONS

3.1 Automotive Embedded Software

A set of instructions that controls special purpose hardware residing in a vehicle.
3.2 Corner Frequency

The corner frequency is defined as the frequency at which the output is attenuated by 3 decibels (1/2 the power) of the
input signal for a single pole filter. Half the power is 1/Sqrt(2) or 0.707 gain.

3.3 Customer

The company that requested the embedded software.
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3.4 Embedded Software Anomaly

Any unexpected behavior exhibited by the software regardless of whether the anomaly is induced by external module
conditions (for example an electrical transient or a gamma ray that flips a bit in a control register) or internally caused by a
hardware anomaly (for example, the watchdog timer fails to initialize) or internally caused by a software problem (for
example, a stack overflow is not detected).

3.5 Embedded Software Robustness
A measure of the predictability of software's response to:

Unusual and unexpected inputs and loads (CPU, interrupts, network...)
Unanticipated events

Hardware and software defects

Hardware failures

Errors introduced during system maintenance.

3.6 Hard Real-Time

A real-time system can be classified as either hard or soft. The distinction, however, is somewhat fuzzy. As illustrated in
Figure 1 - Real-Time Spectrum, the meaning of real-time spans a spectrum. At one end of the spectrum is non-real-time,
where there are no important deadlines (meaning all deadlines can be missed). The other end is hard real-time, where no
deadlines can be missed. Every application falls somewhere between the two endpoints.

Non- < . Soft > Hard
real time real time real time
:
[ E )
Computer User Internet Cruise Tele- Flight Electronic
simulation interface video control communications  control engine

B04052116

FIGURE 1 - REAL-TIME SPECTRUM

A hard real-time system is one in which one or more activities must never miss a deadline or timing constraint, otherwise
the system fails. Failure includes damage to the equipment, major loss in revenues, or even injury or death.

3.7 LOS (Limited Operating Strategy)

Strategy for providing limited functionality under failure conditions.

3.8  Multi-Threading (Multi-Tasking)

Method whereby multiple tasks (or processes/threads) run on a single CPU. Only one tasks/process/threads is “running”
at any one time. A “scheduler” switches between threads in order to simulate simultaneous thread execution. There are

two basic types of multi-threading: cooperative and preemptive.

o Cooperative: the threads voluntarily give up control at thread defined points.
o Preemptive: control is taken from a thread at any time.

NOTE: The difference between task, processes and threads is not pertinent to this discussion.
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3.9 Non-Preemptive System

A system where none of the tasks can preempt the execution of the current task and take control of the processor. A
non-preemptive system doesn’t use interrupts and relies entirely on polling. Any system that uses interrupts is preemptive
system.

3.10 NVM (Non-Volatile Memory)
Programmatically alterable memory used to store data values when power is removed.
3.11 Overlapping Interrupts

An overlapping interrupt occurs when an interrupt is asserted prior to completion of processing of the previous assertion
of the same interrupt. An overlapping interrupt can be caused by any of the following items:

e Processing of the interrupt takes longer than the minimum possible time between interrupts

e Processing of higher-priority interrupts causes the first interrupt assertion to experience latency greater than the
minimum possible time between interrupts. Many advanced 32-bit CPU architectures have multiple levels of
interrupts.

e Critical sections of software inhibit interrupts such that an interrupt can be asserted twice between the beginning of
the critical section and the completion of processing the first assertion. This includes any latency issues caused by
higher-priority interrupts.

e Poor filtering of the signal causing spurious interrupts (ringing, noise...)

e A combination of any or all the above issues.

Overlapping interrupts are a system issue and require good system design practices to ensure that they can never occur.
Since interrupts are by nature asynchronous, they cannot be anticipated and worst-case analysis is usually required.

3.12 Preemptive System

A system where one or more tasks or interrupts can preempt the current task and take control of the processor. A
preemptive system uses a preemptive operating system with multiple tasks or interrupts or both. A simple round-robin
scheduler with interrupts is a preemptive system.

3.13 Resource Sharing

A resource is defined as any component within a computer based system that is used by the application to accomplish a
task. Examples include the processor, memory, /O, etc. Resources may be dedicated or shared. For example, the
memory in which the application is running is typically dedicated, while global memory is shared. As soon as any resource
is shared, the application must provide a means to manage this sharing. Resource sharing is the management of
resources that are shared between different areas of the application to ensure data consistency, system integrity, and
resource availability. Typically, the Operating System or Kernel has resource sharing management services, but it is left
to the developer to determine when to use these services. In embedded systems, typical shared resources that must be
managed include Non-Volatile RAM or EEPROM, communications channels (SAE J1850, CAN, LIN), global variables
used by interrupts or multiple tasks, and I/O. Often overlooked resources are data items shared between tasks that take
multiple memory cycles to access (bit-fields, large memory blocks...).

3.14 Sleep Mode

A special module-operating mode that uses a low quiescent current but is still able to respond to a limited set of inputs.
Usually this only occurs when the ignition is off.

3.15 Soft Real-Time

A soft real-time system is one that has timing requirements, but occasionally missing them has negligible effects, as
application requirements as a whole continue to be met. Documents
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3.16 Stop-Band Frequency

The frequency above which the attenuation of the signal could exceed a specified value. Typically, this is specified to
guarantee that the signal does not produce a response. For example, TTLs would use an attenuation of 0.9 — for a 5 volt
signal, this attenuation would guarantee the filter response in the Stop-Band frequency to be 0-0.5V.

3.17 Supplier
The company that provided the embedded software to the Customer.
3.18 Watchdog

A watchdog is a device that is used to protect a system from lockup causing the system to stop responding. Software
errors are one of the major contributors to lockup, but other issues can also cause it. Normally the system must
periodically send information to the watchdog (pet the dog) to keep it from rebooting/restarting the microcontroller or
system.

4. OVERVIEW
4.1 Elements of a Requirement
Each requirement is composed of the following elements (some of which are optional):

e Requirement Title (m-n) — where m-n is the traceable requirement number.
o “m”is the requirement category...
1 is Interrupts
2 is Timing Consistency
3 is Data Consistency
4 is Watchdog
= 5is Memory
REQUIREMENT - Describes the requirement.
CATEGORY - Type of requirements
JUSTIFICATION — Supports the reasons why the requirement is needed.
EXCEPTIONS - Lists any acceptable exceptions to the requirement.
REVIEW QUESTIONS — These are typical questions that will be asked at the design review.

4.2 Requirement Heuristics

Embedded software is not robust when the software design and implementation have not addressed all conditions that
might introduce an anomaly. The requirements in this document will reduce the incidence of these anomalies.

5. FUNDAMENTAL REQUIREMENTS

5.1 Interrupt Requirements

5.1.1  Use of Interrupts (1-1)

5.1.1.1 Requirement

Use of interrupts must be limited to the absolute minimal set needed to perform the required task(s).
5.1.1.2  Justification

Interrupts introduce preemptive resource sharing issues. The history of module development has demonstrated that
preemptive resource sharing anomalies are a leading cause of recalls, product introduction delays, and slow product

update turnarounds. Documents
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5.1.1.3 Review Question(s)

Are any interrupts used by the software?

What is the design of the interrupt structure?

If interrupts are disabled or masked, can events be lost? If yes, explain what events are lost.

Is interrupt overload behavior completely defined and fully understood?

What is the expected subsystem behavior if the interrupt rate is exceeded?

What is the worst-case CPU load due to all interrupts running at their worst possible frequency including the
maximum latency and Interrupt working time (interrupt timing analysis)?

How many milliseconds of the basic scheduler loop time can be consumed by these worst-case interrupts?

e For all external interrupts prove the design compensates for expected sources of input signal degradation. Sources of
degradation include: time/usage, operational temperature range, mechanical vibration environment, EMC, harness
routing, connectors, daughter cards, in-module jumpers, water, dust, salt, fretting corrosion, etc.

5.1.1.4 Recommendations and Suggestions

Additional hardware must be seriously considered to reduce the number of interrupts.

Polling should be used for event detection whenever possible.

Interrupt Service Routines should be as small and fast as possible.

Using Polling versus Interrupts is a hardware/software/complexity/cost issue and must be considered when designing
a system and selecting a microcontroller.

5.1.2 Use of Interrupts Caused by Module Input Signals (1-2)

5.1.2.1 Requirement

Interrupts triggered by module input signals shall be used only when they are essential to satisfy hard real-time
requirements, unless otherwise required by the Customer. All use of interrupts triggered by module input signals must be
fully documented by the supplier and approved by the Customer.

5.1.2.2  Justification

Experience has shown that microcontroller interrupts can potentially consume 100% of the microcontroller processing
bandwidth, producing software control anomalies, and cause unstable behavior. When the microcontroller interrupts
come from a source external to the module, wire harness crosstalk, EMC, chassis vibration... can produce extraneous
interrupts exacerbating the problem.

5.1.2.3 Review Question(s)

e Demonstrate how the microcontroller is protected from excessive interrupts caused by noise. Proof include:
worst-case voltage analysis, worst-case filter corner frequency, and worst-case stop-band frequency.

5.1.2.4 Recommendations and Suggestions

If external interrupts are needed, then the microcontroller must be protected from excessive (noise) interrupts.

External interrupts can be used to wake the module from the Sleep mode. However, the input should be configured as a
non-interrupt digital input once the module is out of Sleep mode. (i.e., Door Ajar switch is used to wake the module up,

then it is configured to a digital input and the signal is debounced).

Failure Mode and Effects Analysis (FMEA) may indicate that a LOS is needed to accommodate overlapping interrupts
(refer to 3.11 Definitions for the definition). LOS may be as simple as masking the interrupt for a limited time.
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5.1.3 Bounding Interrupt Overhead (1-3)

5.1.3.1 Requirement

All source(s) of interrupts shall be bounded and accounted for during worst-case software analysis.

Interrupts occurring at the worst-case frequency must not exceed the CPU load design margin. These types of interrupts
may include: Clock timers, Input captures, Output compares, CAN controller, SAE J1850 controller, UARTs, SPI
communication, PCB mounted Hall-effect sensors,...

5.1.3.2 Justification

Experience with some module software implementations that use interrupts has demonstrated unstable and incorrect
module behavior.

5.1.3.3 Review Question(s)

e List each interrupt. Include nominal frequency and worst-case frequency

o Describe the interrupt handling behavior for each internal module interrupt?

e For all interrupts running at their worst-case frequency, what is the CPU load?

5.1.4 Use of Nested Interrupts (1-4)

5141 Requirement

Hierarchically prioritized pre-emptive (nested) interrupts shall be used only when they are essential to satisfy hard
real-time requirements (refer to EXCEPTIONS below), unless otherwise required by the Customer. All use of nested
interrupts must be fully documented by the supplier and approved by the Customer.

An ISR must not be interrupted and serviced by the same ISR.

5.1.4.2 Justification

Use of nested interrupts: increases complexity, reduces robustness, introduces more resource sharing issues, and it is
more difficult to prove determinism.

5.1.4.3 Exception

The use of nested interrupts will be allowed only when;

1. The execution time of one interrupt is longer than the duration of an event handled by a different interrupt.
2. The data handled by the second IRS is unrecoverable,

For example, the CAN receive ISR execution time is longer that an RF (Radio Frequency) signal event duration.
5.1.4.4 Review Question(s)

e How are nested interrupts avoided?

e Prove that the system won't run out of resources (stack space...)
¢ Prove that the level of nesting is bounded and that the CPU load is bounded.
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5.2 Timing Consistency Requirements
5.2.1 Worst-Case CPU Load Measurement (2-1)
5.21.1 Requirement

The system must continuously measure and report (via a diagnostic service) the worst-case CPU load over a Customer
approved period.

5.2.1.2 Justification

This requirement is just one part of a set of requirements designed to guarantee execution deadline margin. Helps to
identify when excessive noise (out of design) affects CPU load. Also, this measurement verifies the worst-case CPU load
analysis.

5.2.1.3 Exception
None.
5.2.1.4 Review Question(s)

e |s the system event driven or priority based?

¢ Does the system have access to a diagnostic link? Was the worst-case analysis performed assuming that the link
was active?

e What actions does the system take when idle time drops too low?

5.21.5 Recommendations and Suggestions

e The developer can create an idle task or instrument the operating system scheduler/idle loop.

o Either a network test tool or emulator (or even toggling a microcontroller output) can be used to read the actual worst-
case measurement.

¢ Do not disable the measurement code for production release. Modifying the code after it was tested could have
undesired side effects.

o |f system is event driven or priority based, investigate deadline monotonic analysis.

5.2.2 Worst-Case CPU Load Margin (2-2)
5221 Requirement

Supplier must prove that the software meets all Customer defined CPU load margins using worst-case (as defined by the
Customer) analysis and empirically measuring the margin as required in requirement 2-1.

5.2.2.2 Justification

Prevents CPU overload from adversely impacting temporal determinism (necessary but not sufficient), accommodates
feature creep, and ensures that most deadlines will be met, even under worst case loading.

Also allows each Customer to establish independent target levels for CPU load margins based on their own business
needs should an Customer choose to do so.

5.2.2.3 Exceptions

e System initialization and shutdown.
e Special modes of operation such as: programming, diagnostics, manufacturing end-of-line...
e  Other Customer approved exceptions.
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5.2.2.4 Review Question(s)
e Are the timing requirements for all tasks and interrupts clearly defined in the requirements and design
documentation?

¢ Have the worst-case load requirements been clearly documented by the Customer?
e Provide the worst-case CPU load margin analysis (analytical and empirical).

5.2.2.5 Recommendations and Suggestions

Load margins may be calculated in many ways based upon actual implementation. For a simple round robin loop or time
sliced executive, this is a measurement of idle time divided by execution period.

For priority based scheduling (RTOS), use a methodology such as Rate Monotonic Analysis (RMA) or Deadline
Monotonic Analysis (DMA). DMA is ideal where the deadline of a task execution is shorter than the task period. To prove
the margin analytically, a dummy task representing the margin requirement must be assumed to occur at the Customer
approved period (refer to requirement 2-1).

For example: a customer may require Pre-production CPU Load Margin >= 20% at sixteen months before production or
first prototype before production and Production CPU Load Margin >= 10% at product launch

5.2.3 Software Measuring Timing (2-3)

5.2.3.1 Requirement

Counting instructions for timing purposes must only be used under these conditions:

1. Used for low-level hardware interfacing.

2. Used for very short times that are not effectively measured using normal software timers.

3. The reason must be clearly documented and code must be thoroughly commented. List all assumptions.

4. Must be clearly tagged in the code so that a file search will produce all instances of these low-level timing
assumptions.

5. Reason must be presented in the design review. Include timing calculation and basis for calculation, microcontroller
type, and clock speed...

5.2.3.2 Justification

The practice of timing by instruction counting makes the subsystem sensitive to hardware and software changes.
5.2.3.3 Exception

None.

5.2.3.4 Review Question(s)

e Describe all instances where you have used counting instructions for timing purposes.

5.2.4 Use of Software Wait Loops (2-4)

5.24.1 Requirement

Each software loop waiting for an event must have an alternate escape mechanism other than the watchdog timer reset.
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