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1. SCOPE

This SAE Technical Information Report SAE J2931/4 establishes the specifications for physical and data-link layer
communications using broadband Power Line Communications (PLC) between the plug-In electric vehicle (PEV) and the
electric vehicle supply equipment (EVSE) DC off-board-charger. This document deals with the specific modifications or
selection of optional features in HomePlug Green PHY v1.1 (HomePlug GP1.1) necessary to support the automotive
charging application over Control Pilot lines as described in SAE J1772™. PLC may also be used to connect directly to the
Utility smart meter or home area network (HAN), and may technically be applied to the AC mains, both of which are outside
the scope of this document.

1.1 Purpose

The purpose of SAE J2931/4 is to describe the broadband PLC communications component to complement SAE J1772™,
Specifically, it provides context for HomePlug GP1.1 PLC technology and specifies specific parameters and methods
required to use HomePlug GP1.1 PHY for the automotive charging applications.

The use cases for communications between a PEV and the utility are described in SAE J2836/1™ with the message details
included in SAE J2847/1. The PEV may also interface with an off-board charger in the EVSE as described in SAE J2836/2™
with the messages defined in SAE J2847/2. SAE J2931/1 describes OSl-layers 3 through 6 to interface between the
application messages and SAE J2931/4.

It is an objective of this document to be harmonized with DIN 70121 and also with ISO/IEC 15118 and IEC 61851 series
documents.

2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

DIN, Specification 70121", Electromobility - Digital communication between a d.c. PEV charging station and an electric
vehicle for control of d.c. charging in the Combined Charging System, December 10, 2013.

HomePlug Powerline Alliance, HomePlug Green PHY™ Specification, Release Version 1.1.1, 2013.
(Version 1.1.1 is an errata version of Green PHY 1.1 that is consistent with SAE and ISO/IEC documents.
The term Green PHY 1.1 is used in this document to represent all subsequent document versions of Green PHY 1.1.)
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2.1.1  SAE International

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or 724-776-4970 (outside USA), www.sae.org.

SAE J1772™ SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler (Surface Vehicle
Recommended Practice).

SAE J2836/1™  Use Cases for Communication between Plug-in Vehicles and the Ultility Grid (Surface Vehicle Information
Report

2.2 Related Publications (Informative)

The following publications are provided for information purposes only and are not a required part of this SAE Technical
Report.

IEC, IEC 61581, Electric vehicle conductive charging system, Part 3. (Modes 3 and 4).

ISO/IEC, ISO/IEC 15118, Road Vehicles- Vehicle to grid communication interface - Part 3: Physical layer and Data Link
layer requirements

2.2.1  SAE International

The following publications are provided for information purposes only and are not a required part of this SAE Technical
Report.

SAE J2836/2™ Use Cases for Communication between Plug-in Vehicles and the Supply Equipment (EVSE) (Surface
Vehicle Information Report).

SAE J2836/3™ Use Cases for Communication between Plug-in Vehicles and the Utility Grid for Reverse Power Flow
(Surface Vehicle Information Report).

SAE J2836/4™ Use Cases for Diagnostic Communication for Plug-in Vehicles (Surface Vehicle Information Report).

SAE J2836/5™ Use Cases for Communication between Plug-in Vehicles and their customers (Surface Vehicle
Information Report).

SAE J2847/1 Communication for Smart Charging of Plug-in Electric Vehicles using Smart Energy Profile (Surface
Vehicle Recommended Practice).

SAE J2847/2 Communication Between Plug-In Vehicles and Off-Board DC Chargers (Surface Vehicle Recommended

Practice).

SAE J2847/3 Communication for Plug-in Vehicles as a Distributed Energy Resource (Surface Vehicle Recommended
Practice).

SAE J2894 Power Quality Requirements for Plug-In Electric Vehicle Chargers (Surface Vehicle Recommended
Practice).

SAE J2931/1 Digital communications for Plug-in Electric Vehicles, (Surface Vehicle Information Report).

Documents

Document Sharing Hub

Full document details: SAE J2931_4_202305


http://www.sae.org/
http://www.avadocuments.com/doc/sae-j2931-4-202305
http://www.avadocuments.com/doc/sae-j2931-4-202305

SAE INTERNATIONAL J2931™/4 MAY2023 Page 7 of 78

2.3  Other Publications
HomePlug Powerline Alliance, HomePlug Green PHY Compliance Test Plan, 2012
HomePlug Powerline Alliance, HomePlug Green PHY Interoperability Test Plan, 2013.

OpenHAN Task Force of the UtilityAMI Working Group under the OpenSG Subcommittee of the UCA® International Users
Group

IEEE Communications Society, IEEE Std 1901-2010™ - IEEE Standard for Broadband over Power Line Networks: Medium
Access Control and Physical, Dec. 2010.

3. DEFINITIONS

3.1  AMPLITUDE MAP

Specifies a transmit power-reduction factor for each subcarrier related to the Tone Map.

3.2 ASSOCIATED

In the automotive case, the logical state where an EVSE and a PEV are determined to be physically paired and ready for
I(ca)gi;:.a‘lllpairing. It is equivalent to “Matched” and opposite of “Unmatched” or “unAssociated” states used by HomePlug
3.3 CENTRAL COORDINATOR (CCo)

Master (manager) of a HomePlug Green PHY network.

3.4 CHANNEL ACCESS PRIORITY (CAP)

Method to prioritize the channel access (see HomePlug GP1.1 Specification)

3.5 CHARGING SESSION

Time between the beginning (connection of the charging cable) and the end (disconnecting of the charging cable) of a
charging process.

3.6 COEXISTENCE

Ability of different HomePlug Green PHY systems to share the same physical media and to function simultaneously.

3.7 COMMUNICATION CHANNEL

Medium over which the communication is transported. In this document, the Control Pilot wire as defined in J1772™,

3.8 COMMUNICATION SETUP TIMER

Timer that monitors the time from plug-in until reception of the SessionSetupRes message by the PEV.

3.9 CONNECTION COORDINATION

The entity which provides the whole functionality for EV to EVSE Matching and initialization, via the Data Link Control SAP.
This entity also controls the relationships between the Basic Signaling and the upper layers. The entity indicates link status

and error information to higher layers. The control of the low-layer communication Network Management parameters is
handled over the Data Link Control SAP.
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3.10 CONTROL PILOT WIRE

Wire pair in the charging cord that is used to control charging. See Control Pilot Line Transmission (CPLT) in IEC 61851-1
and SAE J1772. Also Control Pilot Line (CPL).

3.11 CROSSTALK

Capacitive or inductive coupling between two individual electric circuits, each providing a media for a Green PHY network,
in a way that the two networks are influenced by each other.

3.12 DATALINK LAYER

Protocol abstract layer of the OSI model used to link the physical layer to the network layer. It encapsulates the MAC sub-
layer.

3.13 ELECTRIC VEHICLE COMMUNICATIONS CONTROLLER (EVCC)
The entity which implements the communication to one or multiple SECCs.
3.14 INTER-SYSTEM PROTOCOL (ISP)

Coexistence mechanism that allows various broadband power line communications (PLC) systems to share power line
communication resources in time (time domain multiplex), in frequency (frequency domain multiplex), or both. For more
information, refer to IEEE Std 1901-2010™,

3.15 LOGICAL NETWORK
Set of PLC stations that possess the same Network Management Key (NMK). Only members of the same logical network

are able to exchange encrypted data and are visible for each other on higher layers. Different logical networks may exist on
the same physical media at the same time and are typically used for network segmentation.

3.16 MATCHED

The logical state where an EVSE and a PEV are determined to be physically paired and ready for logical pairing. Equivalent
to “Associated” and opposite of “Unassociated” states used in ISO/IEC 15118-3.

3.17 MEDIUM ACCESS CONTROL (MAC)

Sub-layer of the data link layer, the MAC is a set of algorithms used for managing the access to the communication channel
and mechanics to protect the integrity of transferred data.

3.18 ORTHOGONAL FREQUENCY DIVISION MULTIPLEXING (OFDM)

Modulation technique that efficiently utilizes the frequency band of operation by using equally spaced orthogonal carriers
over smaller increments of the frequency band of operation. The data rate for each carrier is smaller than it would be if the
entire frequency band of operation were used but using smaller bands at lower data rates allows better operation over the
entire frequency band and reduces inter-symbol interference due to delay spread.

3.19 PHYSICAL LAYER (PHY)

Set of specifications for the electrical signals used to convey information over a physical medium. It defines the frequencies,
signal amplitudes, bit rate and synchronization methods supported by a transmitter and receiver.

3.20 PLUG-IN ELECTRIC VEHICLE

Automobile containing a battery for its primary energy source which needs to be plugged into an external power source for
charging. Also used as the generic term “Electric Vehicle” (EV). An EV may have multiple sources of propulsion energy.
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3.21 RECEIVER

In this document, the set of circuits and algorithms used for demodulation and data decoding.
3.22 RECEIVING NODE

A remote transceiver node that is in the receive mode.

3.23 ROBO MODE

A communication mode which uses 3 robust orthogonal frequency division multiplexing (OFDM) modes (Mini-ROBO,
Standard ROBO and High Speed ROBO) to achieve higher transmission robustness.

3.24 SIGNAL LEVEL ATTENUATION CHARACTERIZATION (SLAC)

Protocol to measure the attenuation of a signal between Green PHY stations acting as PEVs and EVSEs. It is used for
Matching.

3.25 SERVICE ACCESS POINT (SAP)

Port or logical connection point to a network protocol layer.

3.26 SIGNAL COUPLING

Circuit that describes the method of coupling the Green PHY signal to the communications media.
3.27 SUPPLY EQUIPMENT COMMUNICATIONS CONTROLLER (SECC)

The entity which implements the communication to one or multiple EVCCs and which may be able to interact with secondary
actors.

3.28 TONE MASK

Set of carriers that are not used for OFDM transmissions in order to facilitate regulatory and band-usage constraints.

3.29 TONE MAP

List of the Modulation Types for all unmasked (used) carriers (or tones) that are to be used on a particular unicast
communication link between two stations. For example, carriers that are experiencing fades may be avoided, and no
information may be transmitted on those carriers. The Tone Map is obeyed by the data modulation modes and ignored
when transmitting Frame Control, ROBO_AV, Preamble, and Priority Resolution Symbols.

3.30 TRANSMITTER

In this document, the set of circuits and algorithms used for data modulation and transmission.

4. CONVENTIONS

The conventions described in the following sections are applied in this document.

41 Units

4.1.1 Binary representation

Binary fields are used with a prefix of “Ob” to indicate the binary (or base-2) nature of the data. The field starts (left justified)
with the most significant bit (MSB). For example, decimal 16 can be written in binary as 0b00010000.
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4.1.2 Hexadecimal representation

Hexadecimal fields are used with a prefix of “0x” to indicate the hexadecimal (or base-16) nature of the data. The field starts
(left justified) with the most significant nibble of the fields. For example, 255 can be written as a hex 0x00FF.

4.2 Definition of Open systems interconnection (OSI) based services

This document is based on the conventions discussed in the OSI Service Conventions (refer to ISO 10731) as they apply
for the individual layers specified in this document.

This document describes requirements applicable to layer 1 to 7 according to the OSI layered architecture.
4.3 Requirement structure

The requirements upon which this document is based are identified with a specific format and structure as defined in this
section.

4.3.1 Requirement format
This document uses a requirement structure i.e., a unique number identifies each individual requirement included in this
clause. This requirement structure allows for easier requirement tracking and test case specification. The following format
is used:
“[V2G-DC-xyz] requirement text’ where:
"V2G-DC" represents the DIN SPEC 70121 standard;
e “xyz” represents the individual requirement number and;

e "requirement text" represents the actual text of the requirement which may start on the same or following line.

For example:
“IV2G-DC-001]

This is an example.”
4.3.2 Applicability
This section specifies the requirements to be implemented by the PEV and the EVSE in order to allow communication
between both entities. Usually the requirements of this standard are implemented by one vehicle entity and at least by one

EVSE entity depending on the EVSE network architecture.

The requirements of this document will indicate “The PEV shall implement...” if the electric vehicle communication entity is
required to implement the functionality, unless explicitly stated otherwise.

The requirements of this document will indicate “The EVSE shall implement...” if at least one EVSE entity is required to
implement the required functionality, unless explicitly stated otherwise.

The requirements of this document will indicate “The V2G entities shall implement...” if all V2G entities involved in the V2G
communication shall implement the required functionality, unless explicitly stated otherwise.

[V2G-DC-001]
The PEV shall implement all mandatory requirements defined in this document for a PEV.
[V2G-DC-002]

The EVSE shall implement all mandatory requirements defined in this document for an EVSE.
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4.3.3 Usage of Request for Comments (RFC) references

When RFCs are referenced all of its normative requirements are mandatory.

[V2G-DC-003]

If a referenced RFC has been updated by one or several RFC, the update is fully applicable for this standard.
[V2G-DC-004]

If an update or part of an update applicable to an RFC referenced herein is not compatible with the original RFC or the
implementation described by this standard the update shall not apply.

434 Terms

Several terms are used differently in the related standards and recommended practices. In this document, the following are
equivalent unless explained otherwise as they are used:

e PEV-EV
e Association — Match
e HomePlug Green PHY™ - Green PHY — HPGP - GP

Note that if EV is part of a title, message or command, (not part of the body text) it may be left as EV (not converted to PEV)
so it is harmonized with normative and informative references.

Green PHY 1.0 and Green PHY 1.1 are not equivalent when the reference is specific to Green PHY 1.1 (or its errata version
Green PHY 1.1.1).

5. SAE TECHNICAL REQUIREMENTS

The purpose of these SAE technical requirements documents is to provide SAE members (vehicle and EVSE
manufacturers, HAN providers and utilities) with relevant information on smart energy technology.

Powerline communication (PLC) over the Control Pilot circuit is described in SAE J1772™. The architecture is shown in
SAE J2836/2™ with the connector variations and control both within the PEV and EVSE. The communications messages
for DC energy transfer between the PEV and the off-board charger in the EVSE are described in SAE J2847/2. The
association of the PEV to the End Use Measurement device (EUMD) is described in SAE J2931/1. Utility program use cases
are described in SAE J2836/1™ with the messages in SAE J2847/1.

In general J2836 is the document series for use cases and general info, J2847 is the corresponding document series
message details and the J2931 document series describes requirements and protocol.

This Recommended Practice specifies how to set the HomePlug GP 1.1 broadband PLC communications options and how
to apply to DC charging communications on the Control Pilot line.

6. HOMEPLUG GREEN PHY
6.1 General Overview

HomePlug Green PHY v1.1 (“HomePlug GP1.1”) protocol is used for the PEV-EVSE charging communications over the
control pilot wires. HomePlug GP1.1 (and any of its errata versions such as HomePlug GP1.1.1) contains specific features
designed for the electric vehicle application, such as Signal Level Attenuation Characterization (SLAC), tone mask
negotiation between the PEV and the EVSE, and advanced power management. Note that Green PHY1.0 is designed for
the Smart Grid. Devices that are certified only as HomePlug Green PHY1.0 are not certified to be compatible with this
recommended practice. Devices certified as HomePlug GP1.1 (or newer) are compatible with this recommended practice
and with HomePlug GP1.0 applications. Either protocol (generically referred to as “HomePlug GP”) is suitable for
communications from the EVSE towards the Utility, or for entertainment communications.
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HomePlug GP was design for Smart Grid applications and is compatible and interoperable with HomePlug AV and AV2
networks that are often found in the home.

6.2 HomePlug Green PHY architecture overview
Figure 1 illustrates the control and data plane architecture defined by the HomePlug GP1.1 specification.

e The Data Link Control SAP (“Control SAP” in Figure 1)
e The Data SAP is the interface between the Green PHY technology and the layer 3 (e.g., IPv6)

The Control SAP allows the Higher layer entity (HLE) to control and exchange information with the Data Link layer, such
as:

error information

status and statistics, including SLAC and link status

vendor-specific primitives

initialize the station (STA)

support Security functions - obtain or set network encryption keys

The EVSE assumes the central coordinator (CCo) role for electric vehicle applications.

The PHY layer connects to the Control Pilot wire.

Higher Layer Entity (HLE)

A /K H1 Interface
Control SAP Data SAP

a

Control Plane \T/ Data Plane \T/

> Convergence (CL)
______ 5 A
I 3 M1 Interface
, Central : Connection
 Coordinator <> Manager |« Media Access Control (MAC)
I (CCo) I (Cm) =
4 PHY Interface

«t» Physical (PHY)

A

Control Pilot wire

FIGURE 1 - HOMEPLUG GREEN PHY ARCHITECTURE
6.3 Data Link Control service access point (SAP) to layer 3

The higher layer entity (HLE) of the device supporting EVSE-PEV applications (layer 3 and above) and HomePlug Green
PHY 1.1 communicate control data through the Data Link Control SAP.

The Data Link Control Service Access Primitives shall be supported to provide methods for indicating the Green PHY Link
status, the status of Matching and error messages to higher layers.
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[V2G-DC-542]

The D-LINK_READY .indication shall be used to inform higher layers about a change of the Green PHY link status. This
indication shall be sent upon any change of the link status. The values of the DLINKSTATUS are independent of the states
of the Control Pilot.

Primitive: D-LINK_READY.indication

Entity to support: EV, EVSE

Parameter Name Description

DLINKSTATUS Status of Green PHY communication Link
- no Link
- Link established

[V2G-DC-543]

The D-LINK_TERMINATE.request shall force lower layers to terminate the Data Link.

Primitive: D-LINK_TERMINATE.request
Entity to support: EV, EVSE

6.4 DATA SAP

The higher layer entity (HLE) of the device supporting EVSE-PEV applications (layer 3 and above) and HomePlug Green
PHY 1.1 communicate data through the Data SAP.

The Data SAP at the Host (H1) interface can implement a generic interface and/or an Ethernet ll-class SAP (ETH SAP)
interfaces within the convergence/adaptation layer (CL). The Host interface used in this document is the ETH SAP, which
is completely covered by the HomePlug Green PHY specification.

This SAP supports applications using Ethernet Il class packets, including IEEE 802.3 with or without IEEE 802.2 (BS), IEEE
802.1H (SNAO) extensions, and/or virtual local area network (VLAN) tagging.

The Ethernet ll-class SAP includes following service primitives, defined in the HomePlug Green PHY v1.1 specification:

e ETH_SEND.REQ
e ETH_SEND.CNF
e ETH_RECEIVE.IND

7. CONFIGURATION OF A GREEN PHY NODE

This section summarizes key points of the HomePlug Green PHY technology according to the HomePlug Green PHY v1.1
specification which this standard requires.

The Physical Layer of the HomePlug Green PHY technology is fully described in the HomePlug Green PHY v1.1
specification.

7.1 ROBO Modes and Data Rate
The HomePlug Green PHY Technology uses three Robust OFDM (“ROBQO”) modes of communication for:

Beacon, data broadcast, and multicast communication
Session setup

Exchange of Management Messages

Data messages
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All ROBO Modes use quadrature phase shift keying (QPSK) modulation. This mechanism introduces redundancy by a
factor that depends on the type of ROBO Mode.

TABLE 1 - ROBO MODES AND PHY DATA RATE

PHY RATE
ROBO MODE NUMBER OF COPIES | =\ e Mask)
MINI-ROBO_AV 5 3.7716 Mbps
STD-ROBO_AV 4 4.9226 Mbps
HS-ROBO_AV 2 9.8452 Mbps

The Green PHY device should use as small a MAC Protocol Data Unit (MPDU) packet size as practical to optimize
transmission effectiveness and low latency.

7.2 Shared Bandwidth Mechanisms

Coexistence mechanisms with other HomePlug and IEEE PLC technologies are addressed in the specifications HomePlug
Green PHY v1.1 and IEEE 1901.

7.2.1  Inter System Protocol (ISP)

HomePlug Green PHY implements the ISP as a coexistence mechanism. The ISP, defined by IEEE 1901, allows
coexistence between devices that implement non-interoperable protocols. Using ISP, 1901 access, 1901 wavelet, 1901
FFT, LRWBS and ITU-T G.hn devices are able to coexist.

[V2G-DC-021]

The Green PHY node on the EVSE side shall be capable to detect the zero cross of the AC line cycle to support coexistence
functionality. Zero cross detection is optional for the Green PHY node on the PEV side.

7.2.2 Coexistence with HomePlug AV Technologies

In addition to the coexistence mechanisms with other HomePlug technologies, there is a specification regarding the
HomePlug AV technology.

In some cases with a fully loaded HomePlug AV network, the HomePlug Green PHY network may be limited to 7% of the
available communications time. This might affect the average data rate.

8. CONNECTION COORDINATION
The following sections specify the coordination of several connection steps (phases).

NOTE: The validation process and messages referred to in these tables and drawings are not used in this recommended
practice. For more information refer to DIN 70121 or ISO/IEC 15118-3.

8.1  Plug-In Phase
The Plug-in phase covers the period of time after the charging cable assembly is plugged into the PEV.
[V2G-DC-507]

After the EVSE detects CP State B, the EVSE’'s Green PHY node shall be ready for communication in less than
T_conn_max_comm.
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[V2G-DC-564]

An EVSE that supports only DC charging according to DIN SPEC 70121 on a connector shall apply a CP duty cycle of 5%
on this connector no later than 1s after its Green PHY node is ready for communication.

[V2G-DC-733]

An EVSE that supports only DC charging according to DIN SPEC 70121 on a connector shall apply a CP duty cycle of
100% (with Vg = 12 V constant voltage, according to IEC 61851-1) on this connector if its Green PHY node is not ready for
communication, unless an error condition requires applying a different CP duty cycle or CP voltage.

9. PEV-EVSE MATCHING PROCESS (ASSOCIATION)

9.1 Overview

To ensure billing accuracy and proper charging control, it is important that the PEV associate with the correct EVSE in

environments where cross-talk between charging cables may occur and where many EVSE’s are present. These
environments include apartment buildings and public parking facilities, offices, and shopping areas.

The Matching process is also called “PEV-EVSE Association” which uses the HomePlug GP SLAC feature to first match
and then bind the correct PEV and EVSE. (Note: PEV-EVSE Association is differentiated from network “association” which
deals with joining a network.)

In order to improve SLAC performance the HomePlug GP station on the EVSE-side shall respond to SLAC requests from
the PEV if and only if:

e The EVSE is connected to a PEV as indicated by the completion of the Control Pilot circuit (i.e., the charge cable
is plugged in).
e The EVSE or PEV are not already “matched” (i.e., in an “Unassociated” or “Unmatched” state).

When the charging connector is being plugged into the PEV’s inlet, the electric vehicle communications controller (EVCC)
and supply equipment communications controller (SECC) are initially in the "Unmatched” state.

The HomePlug GP1.1 station on the PEV-side shall never answer a SLAC request.

The following section uses the term “matching” to refer to Layer 2 matching; however matching also requires support (e.g.
interpretation of the data) in the HLE.

9.2 Initialization of the Matching Process

The first phase of the Association process is called “Initialization of the matching process”. During this phase, the HomePlug
GP node is configured in order to enhance the matching process.

[V2G-DC-014]

Each HomePlug Green PHY node shall provide a method to exchange authorized frequencies to be used for the
communication in order to be in line with frequency restrictions. A Green PHY node shall respect the spectrum limitation
sent by the counterpart node.

NOTE: All EVSEs should be able to update the set of frequencies to be used according to future legislative regulations.
[V2G-DC-018]

The Green PHY node on the PEV side shall be configured to never become the CCo.

NOTE: This could be done with the APCM_SET_CCo.REQ primitive as defined in the HomePlug Green PHY v1.1
specification.
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[V2G-DC-019]
The Green PHY node on the EVSE side shall be configured to always be the CCo.

NOTE: This could be done with the APCM_SET_CCo.REQ primitive as defined in the HomePlug Green PHY v1.1
specification.

[V2G-DC-020]

Any SLAC related message transmitted shall be sent with CAP3 priority to speed up the Matching process.
[V2G-DC-024]

A SLAC request shall only be responded by an EVSE's Green PHY node if all of the following conditions are fulfilled:

e the EVSE is connected to a PEV, detected by the CP state
e the EVSE is in “Unmatched” state

9.3 Discovery of the Connected Green PHY Node on EVSE Side

The discovery process used by the PEV to determine which EVSE is directly connected to its charge cord is the HomePlug
Green PHY Signal Level Attenuation Characterization (SLAC) method. The PEV will discover all the EVSE Green PHY
nodes in range. On the basis of a signal strength measurement for each Green PHY node, the PEV decides to which node
it is directly connected.

[V2G-DC-029]

The Green PHY nodes on EVSE and PEV side shall be compliant with the unsecured SLAC protocol defined in the
HomePlug Green PHY v1.1 specification.

[V2G-DC-030]

Measurement of the signal strength on EVSE side shall be done according to the HomePlug Green PHY v1.1 Signal Level
Attenuation Characterization (SLAC).

[V2G-DC-031]

Only the PEV shall send SLAC requests.

[V2G-DC-032]

Only the EVSE shall answer to SLAC requests. (See also 9.2, requirement [V2G-DC-024]

In case two or more PEVs are plugged in at the same time and experience crosstalk, the EVSEs must answer all SLAC
requests. Not only the first one.

[V2G-DC-568]

The SECC shall be able to process and answer five (5) SLAC requests in parallel.
[V2G-DC-034]

The SLAC method shall be concluded by the following possible states:

e EVSE_FOUND,
e EVSE_POTENTIALLY_FOUND, or
e EVSE_NOT_FOUND.
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[V2G-DC-035]

Each PEV Green PHY node shall consider the status “EVSE_POTENTIALLY_FOUND” as “EVSE_FOUND” or as
“EVSE_NOT_FOUND".

[V2G-DC-569]

The ATTEN_PROFILE within the message CM_ATTEN_CHAR.IND shall be calculated by arithmetic mean of the
ATTEN_PROFILE of the CM_ATTEN_PROFILE.IND of previous M-SOUNDS corrected by the attenuation of the receive
path AttnRxEVSE as described in section 10.4.1 Typical transmission path.

[V2G-DC-570]

The Average_Attenuation used for the Matching decision shall be calculated by the arithmetic mean of all groups in the
CM_ATTEN_CHAR.IND.

[V2G-DC-038]

According to the result of the SLAC process, the Green PHY node on the PEV side shall send its decision using the
respective messages:

o If EV_Discovering_Status = EVSE_FOUND, the PEV Green PHY node shall inform the EVSE that they are
connected, and shall start to set up the Logical Network. The PEV Green PHY node shall use the
CM_SLAC_MATCH message.

e If EV_Discovering_Status = EVSE_NOT_FOUND, the Green PHY node shall inform HLE that Matching is not
possible using the primitive D-LINK_READY .indication (DLINKSTATUS = no Link) and keep the Green PHY node
in the "Unmatched” state.

NOTE: Attenuation measurement is based on the power spectral density (PSD) values of the North American Carrier and
Spectral Mask of the Green PHY specification. A -50dBm/Hz PSD level will be interpreted as 0dB of attenuation
during SLAC measurement.

As soon as the Green PHY node on the PEV side is active, it may start to discover its connected EVSE.

During this process, the PEV shall send broadcast requests. The EVSE measures the attenuation of this signal for different
groups of frequencies, and responds to the PEV. When the PEV receives the results, it decides whether or not the received
message was sent by a physically connected EVSE. The closest EVSE is assumed to be the correct device.

In case of doubt (insignificant attenuation difference between multiple EVSEs) the Green PHY node on PEV side may re-
launch a SLAC process.

Figure 2 shows a high-level overview of the matching process which involved layers 1, 2 and the HLE. The default state of
a Green PHY node at plug-in is "Unmatched". A CP State change from CP State A, B with 100% CP duty cycle, E or F to
B with 5% CP duty cycle triggers the matching process (state "Matching" in Figure 2) which determines the correct PEV-
EVSE pairing by a signal strength measurement. The matching process may also start at different times (not shown in
Figure 3). A successful matching process leads to the state "Matched".

[V2G-DC-751]

Any transition from the state “Matching” to state “Matched” or “Unmatched” shall trigger a call of the primitive D-
LINK_READY .indication to indicate a successful or failed Data-Link setup.
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[V2G-DC-752]

A failure during the Matching process, a loss of the Control Pilot or a request from HLE shall lead to a reset to state
"Unmatched".

[{Transition from CP state [A, B (100%), E or F} to
state [B (5%} ]
fEnter Matching process

i 5 [Matching process exits with
lu: mate. ==£§’;‘ failure] \ 1
CP state == f P
/D-LINK_READY .indication -
GF state = F OR No Lind Attt

D-LINK,_TERMINATE REQ]
[Matching process exits with success]

/leave logical
network and

JD-LINK_READY .indicaticn {Link
established)

D-LINK_READY .indication

{No Link)
[ Matched ]

FIGURE 2 - MATCHING STATE MACHINE

9.3.1  Matching Process Sequence Diagram with SLAC Messages

[V2G-DC-571]

The Matching process is based on the messages defined in the HomePlug Green PHY v1.1 specification.

Figure 3 gives the complete sequence chart of the Matching process. It shows the sequence to follow, from the discovery

of the other Green PHY nodes to the start of the communication. The Validation process is not used in this recommended
practice.
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EPY
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FIGURE 3 - SEQUENCE CHART OF HOMEPLUG GREEN PHY MATCHING PROCESS
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9.3.2 MME Content for SLAC

HomePlug Green PHY provides management messages for data exchange between the central coordinator (CCo in the
EVSE) and Stations (in the PEV).

[V2G-DC-042]

For the SLAC process, the Green PHY nodes shall use the following set of MMEs of the HomePlug Green PHY v1.1
specification. The parameters to be used within the MMEs are defined in Table 2.

[V2G-DC-572]
The Ethernet Destination MAC Address field shall be filled either as Broadcast or Unicast, as defined in Table 2.

NOTE: All SLAC Messages are sent in multi-network broadcast (MNBC) even if the destination MAC address is unicast.
See Annex B for details.

[V2G-DC-573]

The EVCC and SECC shall check the destination MAC address for received SLAC messages. Messages that are defined
as Unicast according to Table 2, Table 4, Table 5, Table 6 and Table 7 shall only be accepted if the destination MAC address
equals the entities address. Messages that are defined as Broadcast according to Table 2, Table 4 Table 5, Table 6 and
Table 7 shall also be accepted as Unicast messages.

[V2G-DC-574]

The EVSE shall generate a random network management key (NMK) after Power-on and after every Plug-Out of an EV,
and it shall use this random NMK for setting up a Logical Network.

NOTE: NMK and network identification (NID) should be generated after Plug-Out instead of Plug-In to save time for Data
Link setup.

[V2G-DC-575]

The EVSE shall generate the NID out of the NMK as defined in the HomePlug Green PHY v1.1 specification and shall use
it for setting up a Logical Network.

[V2G-DC-734]

For setting up a Logical Network the message CM_SET_KEY.REQ shall be used with the generated NMK and NID.
[V2G-DC-735]

On EVSE side, the message CM_SET_KEY shall be send after Power On and after every Plug Out.

[V2G-DC-576]

For NID generation, Security Level = 0b00 shall be used.

Table 2 recites the SLAC MME parameters that have specific parameters to be used for automotive DC charging

applications. Additional MMEs are found in HomePlug GP1.1, sections 11.5.44 through 11.5.60, and 12.2.2.53 through
12.2.2.60.
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TABLE 2 - SLAC MME PARAMETER VALUES

Full document details: SAE J2931_4_202305

FIELD
MME FIELD OﬁTET SIZE VALUE DEFINITIONS
0.
(Octets)
CM_MNBC_SOUND.IND | APPLICATION_ 0 1 0x00 PEV-EVSE Association
Ethernet Broadcast TYPE X (matching)
EECUR'TY—TY 1 1 0x00 No Security

, M-Sound Variable Field

MSVarField - - -

See definition below
MSVarField of Because the
CM_MNBC_SOUND.IND . SECURITY_TYPE=0x00

SenderlD 0-16 17 Variable the Sender ID bits should
be set to zeros.
Countdown counter for

Cnt 17 1 Variable number of Sounds
remaining
Random identifier
created by the PEV
which initiates the SLAC
process.

RunID 18-25 8 - This value shall be the
same as the one sent in
the
CM_SLAC PRAM.REQ
message by this sender.

RSVD 26-33 8 Filled with 0x00 Reserved-

Rnd 34-49 16 Variable Random Value

CM_SLAC_PARMREQ | APPLICATION. 0 1 0x00 PEV-EVSE Matching
Ethernet Broadcast

gECUR'TY—TY 1 1 0x00 No Security

RuniD 2.9 8 Variable Random Run ldentifier of
sender

CM_SLAC_PARM.CNF M- :
— — Request sent in
Ethernet Unicast E?UND_TARG 0-5 6 OxFFFFFFFFFFFF broi doast
Number of M-Sounds to
be transmitted by the

NUM_SOUNDS | 6 1 0x0A PEV GP station during
the SLAC process
Timeout for transmission
of M-Sound MPDUs in
multiple of 100ms

Time_Out 7 1 0x06 0x00 = Oms
0x01 =100ms
0x02 = 200ms
and so on
HLE usage (0x01).

RESP_TYPE 8 1 0x01

(Send to ammmneﬂ\ts
STA (PEV i
e ing Hub
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FORWARDING
_STA

9-14

MAC address of
the PEV HLE

Station to which the
measurement results
shall be sent.

APPLICATION_
TYPE

15

0x00

Application Type
0x00 : PEV-EVSE
Association

0x01-0xFF: Reserved

SECURITY_TY
PE

16

0x00

Security in M-Sound
Messages

0x00: No Security

0x01: Public Key
Signature

0x02-0xFF: Reserved

RunID

17-24

variable

Run identifier of sender.
Same as in

CM_SLAC PRAM.REQ
message.

CipherSuite

0x00

Value not used. No
security

CM_START_ATTEN_CH
AR.IND

Ethernet Broadcast

APPLICATION_
TYPE

0x00

PEV-EVSE Association
(matching)

SECURITY_TY
PE

0x00

No security

ACVarField

Attenuation
Characteristics Variable
Fields

See definition below

ACVarField of

CM_START_ATTEN_CH
AR.IND

NUM_SOUNDS

0x0A
(same as in

CM_SLAC_PARM.

CNF message)

Number of M-Sounds
transmitted by the GP
station during the SLAC
process.

Time_Out

0x06
(same as in

CM_SLAC_PARM.

CNF message)

Timeout for transmission
of M-Sound MPDUs in
multiple of 100ms

0x00 = 0ms
0x01 =100ms
0x02 = 200ms...

RESP_TYPE

0x01

Transmitted to another
GP STA’'s HLE

FORWARDING
_STA

3-8

MAC address of
the PEV HLE

Station to which the
measurement results
shall be sent.

RunID

9-16

variable

Random identifier
created by the PEV
which initiates the SLAC
process
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SM_ATTEN_PROFILE.IN EV MAC 0-5 6 variable EV MAC Address
Number of Groups (=N)
NUMGrouos 6 1 variable 0x00=0 Octets
P 0x01=1 Octet
and so on
RSVD 7 1 - Reserved
Average Attenuation of
Group -1
AAG[1] 8 1 variable 0x00=0dB
0x01=1dB
and so on
Average Attenuation of
Group - N
AAGIN] - 1 Variable 0x00=0 Octets
0x01=1 Octet
and so on
CM_ATTEN_CHAR.IND APPLICATION_ 0 1 0x00 EV-EVSE Matching
Ethernet Unicast TYPE
SECURITY_TY 1 1 0x00 No Security
Attenuation
] Characteristics Variable
ACVarField - - - Fields
See definition below
ACVarField of SOURCE ADD MAC Address of the PEV
CM_ATTEN_CHARIND | BEee ™ 0-5 6 Variable which initiates the SLAC
process
Random identifier
. created by the PEV
RuniD 6-13 8 Variable which initiates the SLAC
process
SOURCE_ID 14-30 17 0x00 -
RESP_ID 31-47 17 0x00 -
Number of M-Sounds
NumSounds 48 1 Variable used to generate the
ATTEN_PROFILE
ATTEN_PROFI ) ) ) Signal Level Attenuation.
LE See definition below
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ATTEN_PROFILE of
CM_ATTEN_CHAR.IND

NumGroups

Variable

Number of Groups (=N)
0x00 = 0 Octets

0x01 =1 Octet

and so on

AAGI1]

Variable

Average Attenuation of
Group 1

0x00=0dB
0x01=1dB
0x02=2dB
and so on

AAGIN]

Variable

Average Attenuation of
Group N

0x00=0dB
0x01=1dB
0x02=2dB
and so on

CM_ATTEN_CHAR.RSP
Ethernet Unicast

APPLICATION_
TYPE

0x00

PEV-EVSE Association
(matching)

SECURITY_TY
PE

0x00

No Security

ACVarField

Attenuation
Characteristics Variable
Fields

See definition below

ACVarField of
CM_ATTEN_CHAR.RSP

SOURCE_ADD
RESS

6 Bytes

MAC Address of the PEV
which initiates the SLAC
process

RunID

6-13

8 Bytes

Random identifier
created by the PEV
which initiates the SLAC
process. Same as
CM_SLAC _PARM.REQ
message

SOURCE_ID

14-30

17

0x00

Unique identifier of the
station that sent the M-
Sounds

RESP_ID

31-47

17

0x00

Unique identifier of the
station that is sending
this message.

Result

48

0x00

0x00 = Success
(0x01-0xFF) are
reserved
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