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(R) Considerations for ISO 26262 ASIL Hazard Classification

RATIONALE

Additions and modifications have been made to SAE J2980 to include ISO 26262 commercial truck considerations.
Modifications focus on diesel powertrain functions, trucks (does not include buses), and autonomy levels 0 through 2 (does
not include levels 3 through 5).

SAE J2980 is intended to provide guidance for identifying and classifying hazardous events, which are defined at the vehicle
level utilizing the ISO 26262 Hazard Analysis and Risk Assessment (HARA) method.

These additions to SAE J2980 are intended to provide guidance for Class 6 through 8 diesel truck powertrains in accordance
with changes incorporated in ISO 26262. Guidance is provided for identifying and classifying hazardous events, defined at
the vehicle level utilizing the ISO 26262 HARA method.
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1. SCOPE

This SAE Recommended Practice presents a method and example results for determining the Automotive Safety Integrity
Level (ASIL) for automotive motion control electrical and/or electronic (E/E) systems. The ASIL determination activity is
required by ISO 26262-3, and it is intended that the process and results herein are consistent with ISO 26262. The technical
focus of this document is on vehicle motion control systems. The scope of this SAE Recommended Practice is limited to
collision-related hazards associated with motion control systems. This SAE Recommended Practice focuses on motion
control systems since the hazards they can create generally have higher ASIL ratings, as compared to the hazards
non-motion control systems can create. Because of this, the Functional Safety Committee decided to give motion control
systems a higher priority and focus exclusively on them in this SAE Recommended Practice. ISO 26262 has a wider scope
than SAE J2980, covering other functions and accidents (not just motion control or collisions as in SAE J2980).

1.1 Purpose

This SAE Recommended Practice is intended to provide guidance for identifying and classifying hazardous events, which
are defined at the vehicle level utilizing the 1ISO 26262 Hazard Analysis and Risk Assessment (HARA) method. This
SAE Recommended Practice is intended as a guide toward standard practice and is subject to change to keep pace with
experience and technical advances. It is not intended to be a substitute for the concept phase activities of ISO 26262. All
the examples and samples contained in this document are intended to aid the reader in understanding the guidance
provided in this document and are not intended to be exhaustive or complete references. Therefore, they do not substitute
for a corresponding analysis of the specific item to which the reader is attempting to apply ISO 26262.

1.2 Background

ASIL classification is a result of the HARA which is initiated during the concept phase of the item development. The HARA
is conducted to identify vehicle-level hazards and evaluate the ASIL of each hazardous event. The ASIL classification is
determined by assessing the parameters Severity (S), Exposure (E), and Controllability (C) associated with each hazardous
event. Guidelines for determining the hazards at the vehicle level and, once determined, the Exposure, Severity and
Controllability for a given hazardous event in accordance with ISO 26262 are provided in this document. In case of conflicts
between SAE J2980 and ISO 26262, ISO 26262 has precedence. This SAE Recommended Practice uses terminology
consistent with ISO 26262 when discussing vehicle-level hazards and HARA development.

The intended user of this SAE Recommended Practice is a functional safety analyst complying with requirements in
ISO 26262-3, 6.4. Therefore, this SAE Recommended Practice does not intend to provide further necessary knowledge or
guidelines in related fields including, but not limited to, item specific knowledge, user and road profiling, medicine, statistics,
accident research and human factors. Instead, it is intended to be related to the field of functional safety with the focus on
the HARA method only.

In the examples and appendices, the values shown are for reference only. Any new HARA can use the latest relevant data
and analyses. The values shown in this document were created based on some, but not all segments of information
expected within an item definition (refer to 1ISO 26262-3, 6.4), and thus should not be considered as an item definition.
ISO 26262 requires that a HARA be based on a specific item definition. This document is not to be construed to suggest
that creating a HARA without a specific item definition is acceptable—such a practice is not recommended. The scope of
ISO 26262 is limited to functional safety which is one aspect of the overall system safety assessment in safety risk
management.

1.3 Limitations

As for any risk assessment method, the methods mentioned in this document have inherent limitations. The HARA describes
a simplified model of the real world, which is neither complete nor fully accurate. Although each assessment is based on
available or applicable data as well as on expert judgment, the interpretation of such data can vary among analyses. For
these reasons, the user of this document should bear in mind these limitations and judge the applicability of SAE J2980 in
any particular case.
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2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1 ISO Publications

Copies of these documents are available online at https://webstore.ansi.org/.
ISO 26262 Road vehicles - Functional safety
2.1.2 UK Ministry of Defence Publications

Copies of these documents are available online at https://www.gov.uk/.

DEF STAN-00-58 A Guideline for HAZOP Studies on Systems which Include a Programmable Electronic System
2.1.3 Other Publications

ACEA. (2009). Code of practice for the design and evaluation of ADAS. The European Automoible Manufacturer’s
Association. Available at https://www.acea.auto/publication/code-of-practice-for-the-design-and-evaluation-of-adas/.

ITARDA. (n.d.). Introduction. Institute for Traffic Accident Research and Data Analysis. Available at
https://www.itarda.or.jp/english/.

NHTSA. (n.d.). National automotive sampling system. National Highway Traffic Safety Administration. Available at
https://www.nhtsa.gov/crash-data-systems/national-automotive-sampling-system.

VUFO GmbH. (n.d.). GIDAS PCM. TU Dresden GmbH (VUFO). Available at http:/www.vufo.de/forschung-und-
entwicklung/gidas/?L=1.

3. DEFINITIONS
3.1  AUTOMOTIVE SAFETY INTEGRITY LEVEL

One of four levels to specify the item’s or element’s necessary requirements of ISO 26262, and safety measures to apply
for avoiding an unreasonable residual risk, with D representing the most stringent, and A the least stringent level.

3.2 CONTROLLABILITY

Ability to avoid a specified harm or damage through the timely reactions of the persons involved, possibly with support from
external measures.

NOTE: All uses of Controllability are capitalized in this document where such uses are intended to denote the meaning
above.

3.3 EXPOSURE

State of being in an operational situation that can be hazardous if coincident with the failure mode under analysis.

NOTE: All uses of Exposure are capitalized in this document where such uses are intended to denote the meaning above.
3.4 EXTERNAL MEASURES

Measure that is separate and distinct from the item, which reduces or mitigates the risks resulting from the item.
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3.5 HARM

Physical injury or damage to the health of persons.

3.6 HAZARD

Potential source of harm caused by the hazardous behavior at the vehicle level.
3.7 HAZARDOUS EVENT

Combination of a hazard and an operational situation.

3.8 ITEM

System or combination of systems, to which ISO 26262 is applied, that implements a function or part of a function at the
vehicle level.

3.9 MALFUNCTIONING BEHAVIOR

Failure or unintended behavior of an item with respect to its design intent.

3.10 SAFE STATE

Operating mode of an item without an unreasonable level of risk.

3.11 SEVERITY

Estimate of the extent of harm to one or more individuals that can occur in a potentially hazardous situation.

NOTE: All uses of Severity are capitalized in this document where such uses are intended to denote the meaning above.
3.12 SYSTEM

Set of elements that relate at least a sensor, a controller, and an actuator with one another.

4. ACRONYMS

ABS Anti-Lock Braking System

AIS Abbreviated Injury Scale

ASIL Automotive Safety Integrity Level

C Controllability

E Exposure

E/E Electrical and/or Electronic

EPS Electric Power Steering

ESC Electronic Stability Control

GIDAS German In-Depth Accident Study
HARA Hazard Analysis And Risk Assessment
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HAZOP Hazard and Operability Analysis
ISO International Standards Organization
ITARDA Institute for Traffic Accident Research and Data Analysis

NASS/CDS National Automotive Sampling System Crashworthiness Data System
S Severity

5. HAZARD ANALYSIS AND RISK ASSESSMENT (HARA)

5.1 Identification of Hazards

HARA is an analysis procedure that identifies potential hazards, develops a set of specific hazardous events, and assesses
the risk of each hazardous event to determine the ASIL and the safety goal. Functional safety requirements are derived
from the safety goals.

The item definition is a prerequisite for the HARA. Hazard identification can be accomplished through various hazard
analysis techniques. A functional hazard and operability analysis (HAZOP) is used in this SAE Recommended Practice as
an example (refer to DEF STAN-0058 and VUFO GmbH, n.d.). HAZOP is an explorative analysis that postulates
vehicle-level hazardous behaviors by applying appropriate guidewords to the vehicle-level functions that are influenced by
the item under consideration. HAZOP facilitates a structured and systematic examination of the vehicle behaviors affected
by the item. It may be used to identify and evaluate hazardous vehicle behaviors that could lead to hazardous events that
create the potential for harm to the occupants of the subject vehicle, to other vehicles and their occupants, or other persons
at risk such as pedestrians, pedal cyclists in the vicinity of the subject vehicle or maintenance personnel.

There are also other valid methods that are equally suitable for identifying relevant hazards. SAE does not recommend or
endorse a particular method for identifying hazards as part of generating a HARA.

Explained below is a simplified example application of a HAZOP approach that is used to identify potential malfunctioning

item behaviors that could lead to vehicle-level hazardous behavior. For example, start with the functions described in the

item definition, consider the authority of the actuators of the item, and postulate the following malfunctioning behaviors of
the item:

a. Loss of function: Function not provided when intended.

b. Function provided incorrectly when intended.

1. Incorrect function: More than intended.
2. Incorrect function: Less than intended.
3. Incorrect function: Wrong direction.

c. Unintended activation of function: Function provided when not intended.

d. Output stuck at a value: Failure of the function to update as intended.

NOTE 1: Maintenance personnel may be considered for tasks that are not related to the repair of an item that is
malfunctioning. However, for items that are assumed to be malfunctioning, damaged or disassembled as a
prerequisite to performing repairs, a HARA is not applicable. For example, consider an electric power steering
system that includes a safety mechanism to switch “off” assist for a malfunction of oscillations. When a system
with this malfunction is presented for maintenance, the maintenance personnel may force assist “on” in order to
identify the cause of the malfunction. Such a case cannot be analyzed in a HARA, since it is intentionally caused

in order to perform a repair.

NOTE 2: According to ISO 26262-3, 6.4.2.1, the vehicle-level hazards in scope are limited to those B‘@mﬂﬂ@mg

the malfunctioning behavior of the item. )
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NOTE 3: Not all HAZOP guidewords (refer to DEF STAN-0058) are applicable to all analyses uniformly and as such
guidewords are to be tailored according to the scope and context of the analysis. The reader may adopt a
particular set of HAZOP guidewords that is applicable to the analysis.

Table 1 provides an example of the HAZOP approach to identify malfunctioning behaviors for two vehicle functions: steering
assist and brake control.

Table 1 - Example of HAZOP application

Function Provided Incorrectly When Intended Unintended
Activation of Output Stuck at
Incorrect Function a Value (Failure
Function Incorrect Incorrect Function (Function of Function to
Versus Loss of Function (More | Function (Less (Wrong Provided when Update as
Guidewords Function than Intended) | than Intended) Direction) Not Intended) Intended)
Steering Loss of Excessive Reduced Stee”'ﬁg in the Unintended Locke'd steering
. . . . . . . . opposite . . (steering output
assist function | steering assist | steering assist steering assist . . steering assist
direction stuck at value)
Brake control Locked brakin
function Loss of Excessive Insufficient Unintended 9
. . : . - . (brake output
(conventional | braking braking braking braking
stuck at value)
brake control)

NOTE 4: Potential interactions between different functions in a vehicle should be considered. This can be done either
during compilation of an item’s safety concept or later during its validation. For example, loss of an item function
can be a specified degraded mode in isolation, but when considering the interactions and dependencies between
items, it may not be a safe state at a vehicle level.

Once the potential malfunctioning behaviors for a function are identified, the hazard analysis activity is continued to
understand and analyze the vehicle-level hazards that are manifested by each malfunctioning behavior. During this step of
the analysis, the operating situations of the vehicle are considered including the life cycle phases of the item (i.e., operation,
service, and disposal phase).

It should be noted that the same malfunctioning behavior could produce more than one vehicle hazard depending upon the
resultant vehicle behavior under different vehicle operating scenarios. For example, unintended or excessive brake apply
could produce both unintended vehicle deceleration and unintended lateral motion depending upon the driving condition.

Additionally, multiple malfunctioning behaviors of an item could produce the same vehicle hazard. HARA is an iterative
process. Considering the different vehicle operating scenarios and item life cycle phases, it is possible that additional
malfunctioning behaviors of an item and associated vehicle hazards are identified as the HARA progresses.

As an example, the malfunctioning behaviors identified for the vehicle function in Table 1 are mapped to vehicle hazards in
Tables 2 and 3, respectively. The mapping varies with the considered driving situations for the various malfunctioning
behaviors (e.g., loss of brakes could lead to loss of deceleration, vehicle roll away).

Table 2 - Sample mapping of malfunctioning behaviors
of steering assist function to vehicle hazards

Malfunctioning Behaviors Vehicle Hazards
Unintended steering assist

Excessive steering assist

Steering in the opposite direction

Locked steering (steering output stuck at value)
Reduced steering assist

Loss of steering assist

Unintended vehicle lateral motion/unintended
yaw

Loss of vehicle lateral motion control

Increased manual effort to steer
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Table 3 - Sample mapping of malfunctioning behaviors
of brake control function to vehicle hazards

Malfunctioning Behaviors Vehicle Hazards
Unintended braking
Excessive braking Unintended vehicle longitudinal deceleration

Locked braking (brake output stuck at value)
Loss of braking

Insufficient braking

Unintended braking

Excessive braking Unintended vehicle lateral motion
Locked braking (brake output stuck at value)

Unintended reduction in vehicle deceleration

5.2 Risk Assessment

In the risk assessment process, it is assumed that a malfunctioning behavior of an item is causing a hazard. A hazard is
defined as a potential source of harm, which is highly dependent on the driving situation at the time that the malfunction
occurs. Therefore, the first step can be to postulate a vehicle driving or operating scenario in order to specify the harm.
Based on the operating scenario, the likelihood of Exposure to that scenario is determined following guidelines provided in
5.2.1 of this document. For the hazardous event, the Severity and the Controllability are each assigned following the
guidelines provided in 5.2.2 and 5.2.3, respectively. For a given hazardous event, this procedure is repeated for reasonable
and foreseeable operating scenarios of the vehicle containing the item.

The results of the risk assessment are dependent upon the item, the vehicle and the availability of data. Functional design
of an item and vehicle characteristics will affect the specification of the resulting harm scenarios, as well as the class and
rationale for the E, S, and C parameters. The analyst takes these factors into account and bases the rationale in the analysis
on the specific characteristics of the system that is to be developed.

For each of the analyzed hazardous events the highest ASIL along with the rationale for the assigned Exposure, Severity,
and Controllability should be documented (for example in a HARA template).

NOTE: The order of determining Exposure, Severity, and Controllability can be permuted (i.e., reordered). This document
presumes that Exposure, Severity and Controllability are determined in the order as given in Figure 1.

f Risk Risk Risk Risk
:e}“d: Assessment A ment Assessment Assessment
azan Step 1 Step 2 Step 3 Step 4
Occurred
Exposure Severity Controllability
Determination Determination Determination ASIL Determination

Figure 1 - Example of risk assessment process
5.2.1 Step 1—Exposure Determination
5.2.1.1  General Information

In accordance with ISO 26262-3, the Exposure to a vehicle operational situation is assigned to one of five levels as shown
in Table 4. Table 4 summarizes examples from Tables 2, B.2, and B.3 of ISO 26262-3 for the various Exposure classes
both in terms of frequency of exposure and duration of exposure to the vehicle operational situation. Per Figure 1, the first
step in the risk assessment is to evaluate the probability of Exposure to a specific vehicle operationasituation. This can
involve several conditions being required simultaneously. The objective in the Exposure detarminati me%i@
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realistic situations including normal driving conditions and adverse driving conditions. However, it should be noted that
different traffic rules, environmental conditions, etc. influence the situations under consideration and may lead to a different

Exposure.
Table 4 - Exposure class description per ISO 26262
Informative Criteria for Informative Criteria for
Exposure Based on Frequency Exposure Based on Duration

Class Description (refer to 1ISO 26262-3, Table B.3) (refer to ISO 26262-3,Table B.2)
EO@ Incredible Not specified Not specified

Very low Occurs less often than once a year for the o
E1 o e ; Not specified

probability great majority of drivers

. Occurs a few times a year for the great o .

E2 Low probability majority of drivers <1% of average operating time
E3 Medlum_ Occurs once a month or more often for an 1to 10% of average operating time

probability average driver
E4 High probability g\f:rl;rgedurmg almost every drive on >10% of average operating time

@ No ASIL is assigned for EO.
5.2.1.2 Exposure Based on Duration

An Exposure class is selected based on the duration of a vehicle operational situation for cases where the malfunctioning
behavior directly causes the hazardous event.

EXAMPLE: Consider an erroneously applied steering torque by an electric power steering assist system. While the vehicle
is at a standstill this may be of minor consequence to the driver, but if the vehicle is driving along a highway it
is likely that the driver will leave the intended path. For driving along a highway E4 is specified based on duration
for this vehicle operational situation as it occurs >10% of the overall operation time.

NOTE: The potential for harm associated with the hazard may subsequently arise depending on the actions of those people
at risk or events in the environment.

5.2.1.3 Exposure Based on Frequency

An Exposure class is specified not only for vehicle operational situations in which a considered malfunctioning behavior can
directly cause the hazardous event (duration of the situation is relevant), but also for those situations where the situation or
condition can initiate the hazardous event, as a result of a fault in the system that has already occurred at an earlier point
of time and remained latent. Thus, the occurrence of such a situation will directly initiate the hazardous event because of
its combination with the pre-existing fault regardless of its duration.

EXAMPLE: Frequency of Exposure may be selected for the activation of the reverse lights at the back of the vehicle. For
this example, the vehicle operational situation “vehicle in reverse” can be expected to occur often, so E4 is
selected. Frequency is selected because no matter when the fault in the lights occurred, the hazard is likely to
be triggered once the gears are shifted to reverse.

5.2.1.4 Vehicle Operational Situation
Figure 2 provides a list of vehicle operational situations that can be used as a starting reference. This example list should

not be considered exhaustive and in many cases the situations can and should be combined to reduce and simplify the list
of situations considered in the HARA (refer to ISO 26262-3, 6.4.2.1 and Tables B.2 through B.5).
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Vehicle
Operational
Situations
| | [ [ | |
Location Road Conditions Driving Vehicle State cher . Other Vet.m:.le
Maneuvers Considerations Characteristics
Highway Road Friction Start-up/Shut-off Coasting Wind Direction State of other vehicle
Country Road - Dry Parking Creeping Fog/Rain/Snow systems: fault codes
City Road - lce Drive Forward Accellerating Time of Day Trailer Towing
Intersection - Snow Drive Reverse Decelerating Oncoming Traffic  Heavily Laden
Dirt Road - Wet Straight Parked Construction Zone High Center of Gravity
Off-Road - Split Friction Surface  Turning Stopped Accident Scenario  Ignition on/off
Parking Lot Inclined/Level Evasive Maneuver Collision Traffic Jam Remote Starting
Driveway Narrow/Wide Lane Change Pedestrians Presence of Other
Service Garage Rutted/Smooth Cyclists Technologies
Bridge Pot Holes
Tunnel
Figure 2 - Potential vehicle operational situations (example)

5.2.1.5 Guidelines for Exposure Class Assignment

a. Exposure assignment in risk assessment is based on expert evaluation of applicable and available data and information
considering the traffic profiles, cultures, road conditions and driving styles in different geographical locations or target
markets. When in doubt, an estimate may be used.

b. Assignment of Exposure can consider either frequency of exposure to the vehicle operational situation or the probability
of overall duration of exposure to the vehicle operational situation. In some cases, both exposure criteria may apply, in
which the most appropriate exposure ranking is selected for the analysis of the considered operational situation.
EXAMPLE: Exposure to a “car wash” scenario can yield E3 based on frequency of Exposure and E2 based on duration

of Exposure.

c. The assessment of the Exposure can be done by considering situations occurring in real-world usage of a certain
vehicle. If appropriate, target market-specific exposure can be taken into account. However, this should not be used to
artificially increase or decrease the Exposure factor.

d. Examples of vehicle operational situations for exposure that are provided in ISO 26262-3 can be used as a reference
for Exposure assignment.

e. When evaluating certain vehicle operational situations, multiple contributing factors may be required for the hazard to

progress to the point which results in a specified harm. In addition to several factors potentially contributing to a vehicle
operational situation, some of the factors may be closely correlated. The correct Exposure factor for any combination
of factors prerequisite to a hazardous event is calculated recognizing the correlation between factors.

EXAMPLE: If snow and ice are present, there is a high correlation with reduced friction on the roadway. If the presence
of snow/ice and reduced roadway friction are each individually considered an E2 class of Exposure, then
requiring two E2 rated Exposure factors should not be expected to result in the equivalent of an Exposure
that is less than E2. Indeed, erroneously treating these contributing factors as independent would result in
an understated class of Exposure.
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f. Hazards that are covered by common workplace safety obligations as well as all hazards caused by an item under
repair are not to be evaluated for maintenance personnel in a HARA (see 5.1, NOTE 1).

g. The defined hazardous event must be specific enough to allow for the harm to be specified and the Controllability to be
determined consistently.

1. A situation may be divided into additional specific situations (which could result in different S and/or C classes).
2. Multiple situations related to the same hazard should be combined if their outcomes are similar or the same.
3. The above guidance is not to be used to artificially increase or decrease the Exposure factor.

4. This is not intended to require an exhaustive examination of all possible combinations; it is enough to consider
vehicle operational situations that are representative and include those that lead to the highest ASIL.

5.2.2 Step 2—Severity Determination

5.2.2.1  General Information

In accordance with 1ISO 26262, the Severity class of the potential harm caused by a particular hazardous event is assigned
to one of four levels as shown in Table 5. These Severity classes are general categories presented for guidance in assigning

the ASIL for a given hazardous event.

A Severity class cannot in general be assigned deterministically because the severity of outcome for any actual collision is
dependent on a number of factors, many of which cannot be determined in advance. Factors affecting severity may include:

a. Type of collision, such as planar (for example head on, rear end, side impacts).

b. Relative speed between collision participants or at the time of single vehicle events.

c. Relative size, height, and structural integrity of the vehicle(s) involved (i.e., crash compatibility).

d. Health and age of vehicle occupants and non-occupants exposed to collision forces.

e. Use or not by vehicle occupants of safety protection equipment (e.g., seat belts, child restraints).

f.  Availability and response of qualified, rapid emergency assistance (first aid teams).

Of these factors, it may be possible to project some collision characteristics and, in some cases, to project an estimated
relative speed of collision. Most of the other factors that may influence the severity of injury outcome cannot be reasonably
predicted in advance for a postulated hazardous event. The factors above are considered to the extent practical as a part
of determining the Exposure and the Controllability factors used during risk assessment.

In all but the most negligible collisions, the possibility of injury, including fatality, is never equal to zero. The characteristics
that may influence injury potential are extremely diverse for all road users, which include both motorists (motorized vehicle
drivers and passengers) and non-motorists (e.g., pedestrians and pedal cyclists). Persons involved in traffic collisions range
from young, healthy individuals that may be able to tolerate considerable collision force without sustaining significant injuries
to elderly, infirm individuals who may be susceptible to major injuries even in minor, low speed collisions. As a result, the
outcome of almost any collision type consists of a distribution of outcome likelihoods ranging from property damage without

injuries to fatalities.

Table 5 provides the ISO 26262 description of the SO through S3 Severity classes.
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Table 5 - Severity class description per ISO 26262

Severity Class Description

S0@ No injuries

S1 Light and moderate injuries

S2 Severe and life-threatening injuries, survival probable
S3 Life threatening injuries (survival uncertain), fatal injuries

@ No ASIL is assigned for S0.
NOTE: The reader is referred to ISO 26262-3, Table B1 for examples of Severity classification.

The Severity class will be assigned to a given hazardous event based on a representative hazardous event scenario.
Developing this hypothetical scenario will involve drawing from multiple sources of information including, but not required
or limited to, expert analysis and judgment, technical reports analyzing specifically-relevant crashes or tests, simulation
experiments, and historical crash data. Appendix B provides some general information that may be used to assign the
appropriate Severity class for a given vehicle-level motion control hazard.

5.2.2.2 Guidelines for Severity Class Assignment for Collision-Related Hazards

a. Severity class assignment in the HARA necessitates expert evaluation and consideration of a representative sample of
relevant traffic profiles, vehicle speeds and road conditions. Analysis of historical accident data tends to overestimate
future measures of injury risk due to continuous improvements over time in roadway and vehicle technology (both
crashworthiness and crash avoidance), as well as education and law enforcement efforts to improve road user
behaviors, but also may not include data appropriate for a different scenario relevant to a new capability. In such cases
a model may be used to insert new scenarios into the context of the historical data in order to better project the
outcomes.

b. In general, road user injury risk increases as collision speeds increase. For planar collisions, post-crash estimates of
delta velocity (delta v) available in some historic accident databases may aid in accident severity assessment. Other
post-crash estimates may be considered in place of delta v (e.g., energy-equivalent speed, relative speed between
vehicles/objects), and other crash characteristics such as vehicle overlap and crush/intrusion may be considered.
Appendix B provides some general guidance that may aid in Severity classification. For non-planar collisions, such as
a vehicle rollover, other available criteria depending upon the hazard scenario may be considered for Severity
estimation. Examples for Severity that are provided in ISO 26262-3 can also be considered as a reference for Severity
assignment.

c. When determining a likely Severity classification of collision outcome from historic data, the relevance of available data
should be considered with respect to the system being developed. For example, as new active safety features are
introduced that automatically intervene to control vehicle dynamics under certain crash-imminent circumstances, the
balance between driver and vehicle control is changing. As a result, current data may not always reflect likely outcomes
with the application of new functionality. The vehicle or system manufacturer should consider all technologies being
applied to its specific vehicle when determining Severity and ASILs for that product.

d. The Severity class of the representative scenarios that are being considered is documented in the HARA.

NOTE 1: The assignment of the Severity class should also be considered relative to the Exposure. If the Severity is chosen
higher than indicated by the traffic data for the general driving situation, then the Exposure should be chosen to
be consistent with the probability of being in that driving situation and being exposed to situations where a failure
would lead to a hazardous event resulting in harm at that higher severity.

NOTE 2: Historical crash data do not necessarily predict injury outcomes for future crash types. Due to the fact that
vehicles, roadways and road user behavior undergo continuous changes intended to improve traffic safety over
time, historical crash data tend to overestimate future crash risk and injury severity. For this reason, simplistic
application of historical crash data to project injury outcomes and assign a Severity class to a particular
vehicle-level hazard is not recommended.
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5.2.3 Step 3—Controllability Determination
5.2.3.1  General Information

In accordance with ISO 26262-3, the Controllability of a hazardous event is assigned to one of four levels as shown in
Table 6.

Table 6 - Controllability class description per ISO 26262

Controllability
Class Title Description
If dedicated regulations exist for a particular hazard, Controllability may be
co® Controllable in rated CO when it is consistent with the corresponding existing experience
general concerning sufficient Controllability. For use of CO, refer to ISO 26262-3,
6.4.3.9.
o . - — -
c1 Simply controllable 99% or more of all cinvers or other traffic participants are usually able to avoid
the specified harm.®
Normally 90% or more of all drivers or other traffic participants are usually able to avoid
C2 o b
controllable the specified harm. ®
Difficult to control or | Less than 90% of all drivers or other traffic participants are usually able to
C3 ) - b
uncontrollable avoid the specified harm. ®

@ No ASIL is assigned for CO.
®)  Description of “specified harm” is based on 1SO 26262-3, 6.4.3.8, Note 2.

5.2.3.2  Guidelines for Controllability Class Assignment

a. The Controllability class can be determined by using available data, by performing tests in a simulator or a vehicle or
by consulting a team of interdisciplinary experts (e.g., human factors).

b. Examples for Controllability that are provided in ISO 26262-3, Annex B.4, can also be considered as a reference for
Controllability assignment.

c. The adverse effects of the hazard on involved persons (refer to ISO 26262-3, 7.4.2.7) may be taken into account during
the Controllability determination whenever such driver reactions are likely to be caused by the failure of the E/E system.
In order to assess such potential adverse effects, the methodology of ACEA (2009) may be employed. This was drafted
by the Response 3 project and has been endorsed by the European Automobile Manufacturers’ Association (ACEA).

d. Extended response times caused by driver impairment (i.e., driver use of drugs, alcohol or sleep deprivation) or by
driver inattention or distraction are excluded from Controllability consideration (refer to ISO 26262-3, 6.4.3.8, Note 2).

e. Reasonably foreseeable misuse should be taken into consideration when applicable to a particular analysis.

f. Relevant environmental features (for example guard rails on roads), and driver experience/behavior/training may be
taken into account. Relevant in-vehicle systems can be considered in the HARA if they are able to mitigate the hazard
during the hazardous event, given sufficient independence exists between the item and the other in-vehicle systems
(ISO 26262-3, 6.4.1.2, Note 1).

g. Safety or driver assistance systems, which are optional (e.g., lane keeping assistance systems) should not be
considered as risk reduction measures when a Controllability class needs to be set for a specific vehicle platform.
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5.2.4 Step 4—ASIL Determination
5241 Combining S, E, and C to Determine ASIL
In accordance with ISO 26262-3, 6.4.3.10, an ASIL is determined for each hazardous event using the parameters Severity,

probability of Exposure, and Controllability. Referring to ISO 26262-3, Table 4 (Table 7 in this SAE Recommended Practice),
ASIL determination is based on relevant scenarios where S, E, and C are consistent.

NOTE: If a resultant ASIL for a new system is inconsistent with the hazard experience of similar, existing systems with
extensive field history, it may indicate that the field and traffic data used to derive S, E, and C classes for the new
system need to be re-examined. This also correlates with the iterative nature of the HARA process.

Table 7 - Criteria for determining ASIL per ISO 26262-3

Severity Exposure Controllability Class
Class Class C1 C2 C3
E1 QM QM QM
S E2 QM QM QM
E3 QM QM A
E4 QM A B
E1 QM QM QM
S2 E2 QM QM A
E3 QM A B
E4 A B C
E1 QM QM Az
E2 QM A B
S3 E3 A B C
E4 B C D

A? [f several unlikely situations are combined that result in a lower probability of exposure
than E1, QM may be argued for S3, C3 based on this combination.

When determining an ASIL for a new system, the Severity and occurrence of accidents of that Severity that may result from
malfunctioning behavior of the new system can be compared, when appropriate, to existing relevant accident data. The
hazard response behavior of test subjects can then be evaluated to derive an initial Controllability class.

The evaluator should avoid overestimating the Severity, Exposure, and Controllability classes and resultant ASIL, which
could otherwise result in reduced functionality, or even cancellation, of a beneficial feature that may improve the overall
safety of the vehicle. Similarly, the evaluator should also avoid underestimating the Severity, Exposure, and Controllability
classes and resultant ASIL, which may otherwise lead to insufficient safety requirements.

5.3 Relationship Between Safety Goals and Safe States

In performing the HARA, the output is a set of safety goals to assure safe operation. These are derived from potential
hazards that may result from malfunctioning behaviors of the item. Safe states and related safety measures are specified
in the functional or technical safety concept, as appropriate, to achieve the safety goals in case of faults within the item. A
HARA is not always required for safe states, although a hazard referring to a safe state condition may result from a HARA
as a matter of course in cases where a safe state is identical to a particular failure at the item level. Therefore, because
both safety goals and safe states result from consideration of malfunctioning behaviors at different points in the safety
lifecycle, inconsistency may result. For consistency of the safety case, it is recommended that care be taken that the safe
state does not violate a safety goal. This recommendation can be achieved by different formulations of the safety goal and
safe states. For example, the safety goal may be to “avoid loss of crash imminent braking functionality without warning” and
the safe state may be to “disable the function and notify the driver that the function is unavailable.” In this safe state, the
warning mitigates the results of a loss of function as the driver gets aware of the fact that they cannot rely on it. The safety
concept and HARA must be consistent otherwise this adversely affects the safety case. If the safe state for a safety goal
leads to the violation of a different, less critical, safety goal, then care must be taken that their respective safety requirements
stay consistent. A rationale supporting this strategy is recommended.
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EXAMPLE: Consider a system where avoiding a malfunction is specified as a safety goal with a high, vehicle dependent
ASIL. Then the analyst also mistakenly specifies this malfunction as the “safe state” during the concept phase
of the development as had been done in previous applications where the malfunction was assigned a lower
ASIL. Then later, in the hardware design phase, when the effect of component failures are analyzed in the
determination of the single point failure metric, measures such as safety mechanisms are specified that lead to
the malfunction. However, this violates a safety goal requiring a safety mechanism to lead to a safe state. The
technical safety concept now has a contradiction. To resolve this, a different safe state could be specified, or
the malfunction condition could be redesigned, and the HARA can be repeated.

6. NOTES

6.1 Revision Indicator

A change bar (1) located in the left margin is for the convenience of the user in locating areas where technical revisions, not
editorial changes, have been made to the previous issue of this document. An (R) symbol to the left of the document title

indicates a complete revision of the document, including technical revisions. Change bars and (R) are not used in original
publications, nor in documents that contain editorial changes only.

PREPARED BY SAE FUNCTIONAL SAFETY COMMITTEE

Documents

Document Sharing Hub

Full document details: SAE J2980_202310


http://www.avadocuments.com/doc/sae-j2980-202310
http://www.avadocuments.com/doc/sae-j2980-202310

SAE INTERNATIONAL J2980™ OCT2023 Page 16 of 60

APPENDIX A - VEHICLE LEVEL MOTIONS

This appendix briefly discusses the possible vehicle level motions along the different vehicle axes. Figure A1 illustrates the
vehicle axis item with 6 degrees of freedom. The three linear motions are the longitudinal, lateral, and the vertical motions
and the rotational moments along these axes are roll, pitch, and yaw, respectively. Unintended item behaviors could
potentially impact vehicle motion along one or more axes.

Vertical

Figure A1 - Vehicle motion axes
Source: SAE Vehicle Axis Reference

Table A1 provides guidelines for systematic consideration of item malfunctions that potentially cause motions along or
around the vehicle axes. Table A1 is intended to be used during the item HARA to map item hazard states to vehicle-level
hazardous events.

Table A1 - Example list of potential malfunctioning behaviors along the vehicle axes

Vehicle Motion Potential Malfunctioning Vehicle Behaviors
Unintended acceleration

Unintended loss of acceleration

Unintended deceleration

Longitudinal motion (linear) Unintended loss of deceleration

Unintended longitudinal motion

Unintended loss of longitudinal motion

Unintended longitudinal motion in the incorrect direction
Unintended lateral motion

Unintended loss of lateral motion

Lateral motion (linear)

Vertical motion (linear) Unintended vertical motion
Pitch (rotational) Unintended rotational motion (lateral axis)
Roll (rotational) Unintended rotational motion (longitudinal axis)

Unintended rotational motion (vertical axis)
Unintended loss of rotational motion (vertical axis)

Yaw (rotational)
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APPENDIX B - SEVERITY CLASSIFICATION GUIDANCE
B.1 INTRODUCTION

This informative appendix contains general information for assigning a Severity class to a given vehicle-level motion control
hazard as part of generating a HARA. However, it is neither exhaustive nor definitive, and should therefore be applied with
caution.

The development of a Severity classification assignment may involve multiple sources of information including, but not
required or limited to, expert analysis and judgment, technical reports analyzing specifically relevant crashes or crash tests,
simulation experiments, or historical crash data. Crash, laboratory, track, and other testing data may provide objective,
reliable, and repeatable results. Simulation experiments may provide direction on the relative contributions of some of the
many factors and interactions typically present in pre-crash scenarios and crash events. Analysis of historic accident data
may provide general direction on the relative frequency and historic injury potential for various crash circumstances;
however, inherent limitations preclude precise projections relevant to future experience.

For vehicle crash-based scenarios, ISO 26262-3 uses a Severity classification based on injuries to crash-involved persons
(see Table B1). The Abbreviated Injury Scale (AlS), which assigns a Severity score from 1 through 6 to an individual injury,
is referenced and a “probability of injury” at certain AIS levels. It was conceptualized (in ISO 26262-3, Annex B) as an
illustration for assigning the SO through S3 Severity classes in ISO 26262-3. The AIS for injuries sustained by some or all
road users involved in traffic crashes within a defined geographic location is available in some historic accident databases.
These collections of accident data are typically small samples with case selection criteria that vary by location.

Appropriate use of injury rates from available accident database(s) must account for the inherent limitations of the data
source; use of accident data to support a Severity class assignment requires an adequate understanding of the collection
practices and limitations of the available data to ensure that suitable methodologies are employed and that the results are
appropriately interpreted.

Generally, literature reviews and analyses of various global real-world crash databases illustrate the principle that crash
severity generally increases as delta v increases. As such, higher travel speeds might increase the likelihood for collisions
at higher delta v resulting in an elevated injury potential. However, there may be a wide variation in any consideration of
speed ranges for the SO through S3 assignment based on different historic accident data sources and the specific crash
selection criteria. These variations may be attributed to regional differences in the traffic environment, variations in the
accident sampling criteria for the historic data, as well as consideration of available collision characteristics, collision partner,
occupant restraint fitted or used, and other factors.

Technical and practical considerations for the use of historic accident data, available through literature reviews or specifically
developed analyses, to support Severity class assignment include:

e Case sampling criteria and data collected vary globally for in-depth accident databases. Differences in analytic findings
from different databases may be attributed, in part, to variations in the sampling criteria.

¢ Sample sizes should be considered to better understand the uncertainty based on the accident sampling process, which
varies for each available database. In particular, the low frequency of the highest injury severity crashes in available
in-depth accident databases may constrain any injury classification developed to support a Severity assignment.

e Selection of the population of interest (level of analysis). For a given set of crashes, injury rates based on the highest
recorded injury severity for the crashes, for the involved vehicles, for the involved road users, and for the involved
vehicle occupants will likely be different. That is injury rates of a particular severity computed at the crash, vehicle, or
occupant level typically are different for any specific set of crashes.

e According to ISO 26262-3, 6.4.3.2, Note 1, the Severity classification should consider the injuries potentially sustained
by all involved participants in an accident.

e Many data elements collected post-crash that may correlate with injury risk are not available pre-crash, so the
applicability of these elements in a pre-crash environment is limited. Examples include occupant characteristics
(e.g., the oldest occupants will generally have higher injury risk than younger occupants in similar crashes) and collision
partner characteristics (e.g., crash energy potential will vary for an un-laden, large commercial v@@umemg
the same vehicle with maximum load).
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e Post-crash estimates of crash energy (e.g., delta v, barrier-equivalent speed) are:

o Not necessarily computed for every vehicle (e.g., no delta v estimate is available in the current sample of U.S. tow
away crashes if the collision partner is a medium/heavy truck).

o Not necessarily the same as occupant crash pulse, which may be affected by specific collision characteristics,
vehicle structure and interior, occupant kinematics, the restraint system, etc.

o Not necessarily the same as or even close to, the pre-crash travel speeds.

If a user of this SAE Recommended Practice has access to specific data or information (for example, data/information that
is vehicle-specific or specifically relevant to a future application), perhaps derived from simulation or testing or another
method of estimating severity associated with a particular hazard, such data/information could be used. In addition, the
presence of another safety system(s) on a vehicle (i.e., in addition to the system that is the subject of the HARA in question)
can reduce the potential for harm, and thus may also be factored into a particular Severity class assignment, as well as the
related Controllability class. Therefore, the general guidance provided in this informative appendix is intended to support
the user to understand the complexity of the topic and make an appropriate decision where further expert analysis is needed.
SAE J2980 does not recommend or endorse a specific method for assigning a Severity class as part of generating a HARA.

In the absence of specific, implementable direction from ISO 26262, literature reviews and analyses of historic accident
databases that include post-crash reconstructed delta v and injury coded to the AIS were conducted. For Table B1,
information such as the following was taken into account: plane of damage, Abbreviated Injury Scale (AIS) of injured
participants, direction of the impact force, collision partners, and use of occupant restraints.

General guidance for review of the injury rates was interpreted from 1SO 26262-3, Annex B, Table B.1. A summary of the
speed ranges based on post-crash delta v estimates from these various analyses and reviews are provided in Table B1.
Although injury rates generally increase as impact speed increases, there is a wide variation in the speed ranges for the SO
through S3 assignment depending on the data source and crashes considered. Although the speed ranges from these
analyses were based on delta v from post-crash reconstruction, these ranges may provide some general initial guidance
for SO-S3 assignment; however, use of Table B1 is not required as part of this SAE Recommended Practice.

To obtain a set of discrete ranges, the analyst may select only one source of data, and apply interpretation including
appropriate selection criteria and Severity criteria. Following this procedure, the resulting speed ranges to assign the
Severity classes will not overlap.

Table B1 - Minimum and maximum speed ranges (delta v)
from various analyses of global accident databases

S0 S1 S2 S3
Collision Type Range for (km/h)(@) (km/h)@) (km/h)(@) (km/h)(@)
Front Minimum speed >4 t0 10 >20to 50 >40 to 65
Maximum speed <4 to 10 <20 to 50 <40 to 65
Back Minimum speed >4 t0 10 >20to 50 >40 to 60
Maximum speed <4 to 10 <20 to 50 <40 to 60
Side Minimum speed >2t0 10 =8 to 30 >16 to 40
Maximum speed <2to 30 <8t0 30 <16 to 40

@  km/h = kilometer per hour.

®)  Not specified in some analyses.
NOTE: The above list is not exhaustive. When determining the Severity classification of a hazardous event, the participants

potentially at risk should be considered. This includes pedestrians, pedal cyclists, and occupants of other vehicles
whether on or off public roads.

Documents

Document Sharing Hub

Full document details: SAE J2980_202310


http://www.avadocuments.com/doc/sae-j2980-202310
http://www.avadocuments.com/doc/sae-j2980-202310

