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Hardware Protected Security Environment —
Trusted Application Isolation Security Models

RATIONALE

A vehicle could contain two types of Trusted Applications (TAs) for deployment within a Hardware Protected Security
Environment (HPSE): TAs developed by the OEM and TAs developed by third-party suppliers. The TAs may require varying
strength of isolation mechanisms depending on the source of TAs within the HPSE. We build on SAE J3101 requirements
for sandboxing of TAs and secure communication between TAs by providing stakeholders with more technical guidance on
sandboxing security model mechanisms. This information report is required to support the TA security requirements within
SAE J3101.

INTRODUCTION

The HPSE establishes a hardware root of trust and hardware-based security primitives to provide trust and resilience in
vehicle computer system. The HPSE security is proportional to the trusted computing base (TCB) of the HPSE
implementation and its internal execution environment. The TCB as defined by NISTINSTTCBL “Totality of protection
mechanisms within a computer system, including hardware, firmware, and software, the combination responsible for
enforcing a security policy.” The HPSE has been designed to contain a minimal TCB to provide the hardware security
building blocks specified in SAE J3101. TAs are also part of the HPSE TCB as they are deployed and executed within the
HPSE environment. OEMs must carefully balance the risk of increasing the HPSE TCB by introducing multiple TAs from
different trusted sources (referred to from hereafter as TA Multitenancy) within the sandbox effectiveness within the HPSE.

TA Multitenancy in the context of an automotive HPSE refers to the ability to deploy TAs from multiple vendors into a trusted
HPSE environment. Multitenancy implies the TA owner inherently trusts the HPSE. Increasing the number of TAs within the
HPSE increases the TCB and the attack surface; therefore, a separate risk profile must be considered for TAs developed
by the OEM and TAs from third-party suppliers. For a secure HPSE deployment with TA multitenancy, isolation building
blocks must be defined to provide an effective sandbox model so that these TAs can execute within their own trust domain
to prevent compromise of the HPSE.
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1. SCOPE

1.1 Objective

This information report identifies and evaluates isolation building blocks applicable to TA sandboxing within a HPSE. These
building blocks can be used to support SAE J3101 TA requirements for sandboxing of TAs and secure communication
between TAs. TAs must execute within their own trust domain to prevent compromise of the HPSE and other TAs. TA trust
domain isolation strength may vary depending on the risk profile of the TA deployed, hence the requirement for isolation
building blocks to match the risk profile. A multitenancy TA HPSE has a higher risk profile than multiple TAs from the same

source (e.g., OEM). TA multitenancy must not compromise the security properties of the HPSE (the secure integration and
execution of trusted multi-vendor code). In this report, we provide information on the following:

e HPSE TA use cases and risk profiles
e HPSE TA isolation building blocks for manufacturers
e Threat analysis to determine the effectiveness of isolation security models

As the ECU E/E architecture continues to evolve, we must consider the following classification of ECUs and System on
Chips (SoCs) for which isolation building blocks apply:

e Application Processor Core(s)

e Realtime Processor Core(s)

e Microcontroller Core(s)

An ECU can be composed of a Normal Environment and Protected Environment (HPSE). Normal Environment is typically
separated into user and kernel level privileges, with applications executing at the user privilege level. TAs only execute
within the HPSE, and the HPSE is typically divided into user and kernel level privileges which are orthogonal to Normal
Environment privileges. The TAs will execute at the same user privilege level within the HPSE; therefore, the isolation
building blocks must be implemented at a higher privilege level, such as the HPSE kernel, to ensure that the sandboxing
policy can be enforced. The TAs access to HPSE resources is restricted at load time by the sandbox policy which operates
at a higher privilege level to the TAs.

This report also differentiates between isolation methods which are applied within the HPSE and isolation methods applied
at the ECU level when there is consolidation of ECUs into domain controller or HPC, i.e., isolation abstraction.

1.2 Audience

This information report is written from the perspective of vehicle OEMs and their suppliers of HPSE TAs.
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3. DEFINITIONS

The following provides further refinement of definitions of terms for the purpose of SAE J3101-2.

TRUSTED APPLICATION: A TA is one which has been authenticated and validated before being authorized to execute
within the HPSE “protected environment” and is isolated from the “normal environment” as well as from other “TAs” within

the “protected environment.”

SANDBOX: A system that allows an untrusted application to run in a highly controlled environment where the application’s
permissions are restricted to an essential set of computer permissions [NISTSand].

TRUSTED APPLICATION SECURE COMMUNICATIONS: An authenticated privileged communication mechanism
between TAs.

TRUSTED APPLICATION DOMAIN ISOLATOR: The hardware enforced security boundary for a single TA or a group of
mutually trusted TAs [GPD_SPE_009].

HPSE TRUST APPLICATION PROVISIONING MANAGER (HPM): A Trust Application provisioning manager (HPM) which
is operated by the OEM.

HPSE AGENT (HA): A software component in the HPSE which manages the installation and updating of TAs.
HPSE BROKER (HB): A software component to relay or proxy trusted communication between the HPM and HA.

HPSE TRUST ANCHOR (HTA): An Authoritative entity which establishes a chain of trust between the HPM and HA
[NISTTrustA].

TRUST DOMAIN (TD): The TA boundary and associated privileges for a single TA or a group of mutually trusted TAs.
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4. SAE INFORMATION REPORTS MAPPING

The documents in Figure 1 provide information to support requirements within SAE J3101.

13101-1
Application Programming Interface Analysis

13101-3 J3101-2 J3101-4 (WP}
Management of Confidential Data Trusted Applications Isolation Side Channel Attacks
13101-5

GlobalPlatform Technologies

Figure 1 - SAE J3101 hardware protected security for ground vehicles information reports
4.1 Management of Confidential Data

The Hardware Protected Security Environment Management of Confidential Data information report SAE J3101-3 identifies
a taxonomy and types of confidential data which must be protected. This data may be an asset of a TA or maybe an asset
of the Secure Execution Environment. The TA and Secure Execution Environment assets must be protected from a
confidentiality, integrity perspective and access to the assets authenticated. Identifying the assets and assessing the TA
risk profile are critical to secure isolation of TAs and protection of the Secure Execution Environment. The Hardware
Protected Security Environment Management of Confidential Data information report can be used to identify the assets to
be protected when it is used, at rest, and in transit in the context of TA Isolation within a HPSE. An example of an HPSE
asset is the keystore which must ensure strong isolation and access control to each TAs cryptographic keys and certificates.

4.2 Side Channel Attacks Resistance

The Side Channel Attacks Resistance information report SAE J3101-4, which is a work in progress (WIP), provides a survey
and taxonomy of side channel and fault injection attacks which impact the automotive industry. It also provides a taxonomy
of countermeasures and guidance on appropriate mitigation techniques to be considered by manufacturers.

4.3 Application Programming Interface Analysis

The Application Programming Interface Analysis information report SAE J3101-1 gives an understanding of the software
Application Programming Interface (API) landscape for SAE J3101 devices in relation to automotive-relevant crypto APIs.
This report can be used to understand the APlIs relevant to TAs access external and internal to the HPSE.

4.4 Global Platform Technologies

The Global Platform Technologies information report SAE J3101-5 provides a coverage of existing Global Platform Secure

Element (SE) and Trusted Execution Environment (TEE) technologies APIls for implementing requirements within
SAE J3101.

Documents

Document Sharing Hub

Full document details: SAE J3101-2_202511


http://avadocuments2026.com/doc/sae-j3101-2-202511
http://avadocuments2026.com/doc/sae-j3101-2-202511

