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Side Channel and Fault Injection Attack Resistance

RATIONALE

Side channel and fault injection attacks have become increasingly relevant to embedded systems in recent years, with tools
and technical know-how becoming more affordable and accessible. Guidance is needed on how these attacks apply to
automotive embedded systems taking into account in their operational environment, as well as appropriate mitigation
techniques. This information report is intended to complement the requirements and use cases for hardware protected
security environments that are already defined in SAE J3101, enabling the specification of requirements for side channel

and fault injection attack resistance in a consistent way throughout the automotive supply chain.

TABLE OF CONTENTS
1 T 0 | PR
2. REFERENGES . ...ttt ettt e e e ettt e e e sat e e e s eate e e e e snteeeeesnteeeeeantaeaeeansanaenans
2.1 Applicable DOCUMENES ........oooiiiiiiiiee e
211 YN = 0] o)1= i o] o - PRSPPI
21.2 SO I U] o] 171 (7] LSRR
21.3 NIST PUDICAIIONS.....cciiiiiie ettt e e ettt e e e st e e e e anbeeeeeanteeaeeans
21.4 L@ 11 g 1= U] o] o= 1 1 o] o 1= OO RER
3. DEFINITIONS ...ttt et e et e e e et e e e e et e e e s eaba e e e e sabaeeesaabeeeesastaeeesanseeaennns
4, ABBREVIATIONS ...ttt e et e e et e e e e et e e e e e abe e e e esbeeesenreaeeennees
5. INTRODUGCTION. ...ttt ettt ettt e e et e e e et e e e e st e e e e e eabe e e e eaateeeeasaeeesasreeeeennnes
6. SURVEY OF ATTACKS AND COUNTERMEASURES. ..ottt
6.1 Side Channel AttaCKS ... ..o et e e e e e e e e e ae e e e e e e e aaanes
6.1.1 Type Of Side ChaNNEL.........eiiiieee e e
6.1.2 TYPE Of ANAIYSIS ...ciiiiiiiee ittt e e et e e st ee e e s abae e e s sseeeeeansteeeeanneeeeeannaeeeeannees
6.1.3 LeVel Of INVASIVENESS ......coiiiiiii ettt e e e st e e e st e e e e snteeeessntaeaesanseeaenans
6.2 Fault INJECHION AttACKS ... ... e e e e e
6.2.1 FAUIE SOUICE ...ttt e et e e e et e e e ettt e e e enbeeeeeanbeeeeeanteeaanans
6.2.2 TYPE OF ANAIYSIS ...t e e e e e e e e e e e e s e s re e e e e e e e e e eanrraaeaaaeeas
6.2.3 LeVel Of INVASIVENESS ......ooiiiiiiii et e et e e et e e e ente e e e e snbeeeeeanneeaeaans
6.3 [ 1Y o4 o N 7= Lo & SR PTPURPPUPRR
6.3.1 Collision-Based Side Channel AHACKS..........ueei i e e
6.3.2 Combined Fault Injection and Side Channel AHacksS...........cocoieiiiiiiiini e
6.4 Side Channel CoUNtErMEASUIES ... e e e et e e e e e e e e e e e e e s neneeeeaaeeaaaanes
6.4.1 Reduce or Hide Information LeaKage ............ueiiiiiiiiiiiiiiie e
6.4.2 Eliminate Relationship Between Leaked Information and Secret Data .............cc....cccuuu.
6.5 Fault Injection COUNTEMEASUIES ...........eiiiiiiiiie ettt e e st e e e st e e e s snteeeeesnteeaeeans
6.5.1 Detect the Source of the Injected Faull.............coocviiiiiiiiiii e

SAE Executive Standards Committee Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is
entirely voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”

SAE reviews each technical report at least every five years at which time it may be revised, reaffirmed, stabilized, or cancelled. SAE invites your written comments and

suggestions.
Copyright © 2026 SAE International

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, transmitted, in any form or by any means, electronic, mechanical, photocopying,

recording, or otherwise, or used for text and data mining, Al training, or similar technologies, without the prior written permission of SAE.
TO PLACE A DOCUMENT ORDER:  Tel: 1-877-606-7323 (U.S. and Canada only) AV A

Tel:  1-724-776-4970 (outside U.S. and Canada) For more information‘on is stabdzrdywvisit Sharing
https://www.sae.org/standards/content/3101-4 202606/

Fax:  724-776-0790
Email: CustomerService@sae.org

SAE WEB ADDRESS: http://www.sae.org

Hub

Full document details: SAE J3101-4_202606


https://www.sae.org/standards/content/3101-4_202606/
http://www.avadocuments.com/doc/sae-j3101-4-202606
http://www.avadocuments.com/doc/sae-j3101-4-202606

SAE INTERNATIONAL J3101™-4 JUN2026 Page 2 of 18

6.5.2 Detect the Effect of the InJected Fault............cccuviiiiiii e 17
7. APPLICABILITY TO AUTOMOTIVE TARGETS ...ttt ettt ettt e seee e e e e 17
7.1 CryptographiC KeY LEaKAGE.......ccoiuueiiie ettt et st e e s e e s bre e e s anneee e e ennee 17
7.2 Security State UNIOCKING ......o. e e et e e s e e e anb e e e e anbeeeeeannreeeeaneee 18
8. N[ 1 = SR 18
8.1 AV ] o] o TN [T [T= o S 18
Figure 1 Taxonomy of selected side channel and related hardware attacks...........cccooeiiiiiie, 9
Figure 2 Pseudo code example of a secure boot glitch vulnerability ..., 18

Documents

Document Sharing Hub

Full document details: SAE J3101-4_202606


http://www.avadocuments.com/doc/sae-j3101-4-202606
http://www.avadocuments.com/doc/sae-j3101-4-202606

SAE INTERNATIONAL J3101™-4 JUN2026 Page 3 of 18

1. SCOPE

This report provides a survey of side channel and fault injection attacks that have an impact on automotive embedded
systems. The focus is on side channel attacks that target cryptographic algorithms and hardware security engines, as well
as sensitive data leakage. The report also considers fault injection attacks against typical vehicle components that allow
bypassing of security controls to compromise the target system security and outlines some countermeasures to detect
and/or prevent them. The report provides a list of security countermeasures that can be considered by manufacturers based
on their risk tolerance to such attacks. Additionally, it offers the automotive industry supply chain a common language to
facilitate the communication of side channel and fault injection mitigation requirements among the various stakeholders.
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