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(R) Diagnostic Link Connector Security

RATIONALE

The changes to this version of the document are for the addition of (non-standardized) CAN Diagnostics Channels including
CAN FD and DolP Channel(s).

FOREWORD

On Board Diagnostic regulations require passenger cars and light-, medium-, and heavy-duty trucks to provide a
Diagnostic Connector, which conforms to the SAE J1962 and the SAE J1979 standards, to support communication of
diagnostic information to off-board devices. Legislated diagnostic information is required to be communicated in a timely
fashion to the off-board devices. Many vehicle manufacturers also provide access to enhanced diagnostic information and
vehicle systems/subsystems via this connector.
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1. SCOPE

This document describes a set of recommended actions to take to increase the likelihood of safe vehicle operation when a
device (external test equipment, data collection device, etc.) whose normal operation has been compromised by a source
external to the vehicle is connected to the vehicle’s diagnostic system. The term “diagnostic system” is intended to be a
generic way to reference all the different ways that diagnostic commands might be injected into the system.

The guidance in this document is intended to improve security without significantly impacting the ability for franchised dealer
or independent aftermarket external test tools to perform legitimate diagnosis and maintenance functions.

The goal is that intrusive services are only allowed to be performed when the vehicle is in a Safe State such that even if the
intrusive service were to be initiated with adversarial intent the consequences of such a service would still be acceptable.

2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1 SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1930 Electrical/Electronic Systems Diagnostic Terms, Definitions, Abbreviations, and Acronyms - Equivalent
to ISO/TR 15031-2

SAE J1962 Diagnostic Connector

SAE J1979 E/E Diagnostic Test Modes

SAE J1939-13  Off-Board Diagnostic Connector

SAE J3005 Permanently or Semi-Permanently Installed Diagnostic Communication Devices
SAE J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

2.1.2 1SO Publications

Unless otherwise indicated, the latest issue of ISO publications shall apply. Copies of these documents are available online
at https://webstore.ansi.org/ or at https://www.iso.org/store.html

ISO 11898-1 Road vehicles - Controller area network (CAN), Part 1: Data link layer and physical signaling
ISO 11898-2 Road vehicles - Controller area network - Part 2: High-speed medium access unit
ISO 13400-2 Road vehicles - Diagnostic communication over Internet Protocol (DolP) - Part 2: Transport protocol

and network layer services

ISO 13400-3 Road vehicles - Diagnostic communication over Internet Protocol (DolP) - Part 3: Wired vehicle
interface based on IEEE 802.3

ISO 13400-4 Road vehicles - Diagnostic communication over Internet Protocol (DolP) - Part 4; Ethernet-based
high-speed data link connector

ISO 14229-1 Ed.3 Road vehicles - Unified diagnostic services (UDS) - Part 1: Application layer

Documents

ISO 14229-2 Road vehicles - Unified diagnostic services (UDS) - Part 2: Sessior !'=/2r seryices .
oc¢ument Sharing Hub

Full document details: SAE J3138_202210


http://www.sae.org/
https://webstore.ansi.org/
https://www.iso.org/store.html
http://www.avadocuments.com/doc/sae-j3138-202210
http://www.avadocuments.com/doc/sae-j3138-202210

