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RATIONALE 

This document provides recommended practices regarding how System Theoretic Process Analysis (STPA) may be applied 
to safety-critical systems in any industry in the area of human machine interaction (HMI) evaluations. 

This document takes the specific domain information from the original SAE J3187 Recommended Practice (released 
February 2022) and puts it into a standalone document. 
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1. SCOPE 

This document describes System Theoretic Process Analysis (STPA) approaches to evaluate human-machine interaction 
(HMI) found effective when conducting STPA human factors and/or a system safety evaluation. 

2. REFERENCES 

2.1 Applicable Documents 

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the 
latest issue of SAE publications shall apply. 

2.1.1 SAE Publications 

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA 
and Canada) or +1 724-776-4970 (outside USA), www.sae.org. 

SAE J3187 System Theoretic Process Analysis (STPA) Recommended Practices for Evaluations of Safety-Critical 
Systems in Any Industry 

SAE J3016 Taxonomy and Definitions for Terms Related to Driving Automation Systems for On-Road Motor Vehicles 

Khastgir, S., Birrell, S., Dhadyalla, G., and Jennings, P. (2018). The science of testing: An automotive perspective (Paper 
no. 2018-01-1070). SAE International. https://doi.org/10.4271/2018-01-1070.  

Okada, M. and Christensen, A. (2017, October 25). SAE Recommended Task Force - Group 4 Example. 

Suo, D., Yako, S., Boesch, M., and Post, K. (2017). Integrating STPA into ISO 26262 process for requirement development 
(Paper no. 2017-01-0058). SAE International. https://doi.org/10.4271/2017-01-0058.  

2.1.2 STAMP Workshop Presentations 

Abrecht, B. (2016). A new approach to hazard analysis for naval systems [Presentation]. Retrieved from 
http://psas.scripts.mit.edu/home/wp-content/uploads/2016/01/8-BlakeAbrecht-W2016.pdf.  

da Costa Ribeiro, D. (2016). A systems approach to the development of an aircraft smoke control system [Presentation]. 
Retrieved from http://psas.scripts.mit.edu/home/wp-content/uploads/2016/04/6-DaniloRibeiroNEW.pdf.  

France, M.E. (2017). Engineering for humans: Human-automation interaction in STPA [Presentation]. Cambridge, MA: 
Massachusetts Institute of Technology (MIT). Retrieved from http://psas.scripts.mit.edu/home/wp-
content/uploads/2017/04/HumansAndAutomationTutorial_MFrance2017.pdf.  

Malloy, N.H. (2017). Integrating STAMP-based hazard analysis with MIL-STD-882E functional hazard analysis: A 
consistent and coordinated process approach to MIL-STD-882E functional hazard analysis [Presentation]. Retrieved from 
https://psas.scripts.mit.edu/home/wp-content/uploads/2017/04/Nicolas-Malloy_Integrating-STAMP-Based-Hazard-
Analysis-With-MIL-STD-882E-Functional-Hazard-Analysis.pdf.  

Martinez, R.S. (2015). A comparison of STPA and automotive FMECA [Presentation]. Retrieved from 
http://psas.scripts.mit.edu/home/wp-content/uploads/2015/03/2015-Sotomayor-Comparing-STPA-and-FMEA.pdf.  

Pawlicki, T. (2018). Experiences with STPA in radiation therapy [Presentation]. Retrieved from 
http://psas.scripts.mit.edu/home/wp-content/uploads/2018/04/Wed-PUB-Pawlicki-STAMP-2018.pdf.  

Silvis-Cividjian, N. (2018). Application of STPA in radiation therapy: A preliminary study [Presentation]. Retrieved from 
http://psas.scripts.mit.edu/home/wp-content/uploads/2018/04/Application-of-STPA-in-Radiation-Therapy-SILVIS-MIT-
STAMP-2018-long.pdf. 
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3. ACRONYMS 

ADAS Advanced driver assistance system 

ADS Automated driving system 

APAS Advanced passenger assistance system 

DDT Dynamic driving task 

DFMEA Design failure modes and effects analysis 

FIA Functional interface analysis 

FMEA Failure modes and effects analysis 

FTA Fault tree analysis 

HMI Human-machine interaction 

INCOSE International Council on Systems Engineering 

ISO International Organization for Standardization 

JASPAR Japan Automotive Software Platform and Architecture 
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MBSE Model-based systems engineering 

NASA National Aeronautics and Space Administration 

OMG Object Management Group 

RAAML Risk analysis and assessment modeling language 

SOTIF Safety of the intended functionality 

STPA System theoretic process analysis 

UCA Unsafe/undesired control action 

4. HUMAN-MACHINE INTERACTION (HMI) AND SYSTEM THEORETIC PROCESS ANALYSIS (STPA) 

4.1 Introduction  

This section describes STPA approaches to evaluate HMI found effective when conducting STPA human factors and/or a 
system safety evaluation.  

Objective data aid in and are sometimes necessary for the accommodation of safety requirements into human-machine 
interaction systems. Engineering teams responsible for the functional aspects and the design studio aspects of the 
human-machine interaction systems face pressures from many different perspectives such as cost, aesthetics, timing, and 
safety content. As such, discussions that do not include objective data may tend to become discussions where only opinions, 
interpretations, and perspectives drive decisions. Objective data should be diverse and relevant. The decision is likely to 
include a tradeoff of the different perspectives mentioned above, so it is important to obtain objective data about all the 
aspects that are compared. Add to this the fact that groups making human-machine interaction design decisions may not 
possess the skillset and experience of human factors scientists or researchers.  

The challenge is how to obtain data easily understood by typical functional and design team engineers that support 
associated safety requirements to be included in the functional and design specifications. One solution is to associate 
requirements with causal scenarios that could lead to unsafe control actions resulting in hazardous conditions/accidents.  

STPA is useful when evaluating systems that contain expected driver and machine interactions as it enables the “driver” (or 
“vehicle occupant(s)”) to be incorporated in the control structure as a functional element. In this context, the driver has 
certain expected functions to perform that are evaluated as part of the guideword-driven unsafe control action assessment 
portion of STPA Step 1. Once this is done, the possible causal scenarios that could lead to these unsafe control actions are 
evaluated. The constraints and/or requirements necessary to prevent or manage these causes to an acceptable risk level 
are defined. The evaluation should focus on erroneous and incidental misuse interactions between the driver and system 
elements that could lead to potential safety hazards, including hazards associated with purposeful activation. 

The driver now becomes part of the STPA control structure, as illustrated in Figure 1. 
  

Full document details: SAE J3187-1_202309

http://avadocuments2026.com/doc/sae-j3187-1-202309
http://avadocuments2026.com/doc/sae-j3187-1-202309


 
SAE INTERNATIONAL J3187™-1 SEP2023 Page 7 of 22 
 
 

 

Figure 1 - Driver as part of the control structure 

4.2 Human Extension Representation (HER) 

The role of human operators is changing. Many tasks now involve supervisory control of automation or human-machine 
collaboration. Operators may be required to monitor more information with less direct interaction with the controlled process. 
As system complexity increases, so do risks for mode confusion and automation surprises. The operator’s actions are driven 
by mental models of the controlled process and environment (France, 2017). 

This had led to an enhancement to the STPA approach that helps to understand three important constructs. Figure 2 shows 
the human extension representation (HER) (France, 2017) integrated into a generic representation of the control structure. 
  

Full document details: SAE J3187-1_202309

http://avadocuments2026.com/doc/sae-j3187-1-202309
http://avadocuments2026.com/doc/sae-j3187-1-202309

