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System Theoretic Process Analysis (STPA) Recommended Practices
for Evaluations of Safety-Critical Systems in Any Industry -
Appendix: STPA and Model-Based Systems Engineering (MBSE)

RATIONALE

This document provides recommended practices regarding how System Theoretic Process Analysis (STPA) may be applied
to safety-critical systems in any industry in the area of model-based systems engineering (MBSE) evaluations.

This document takes the specific domain info from the original SAE J3187 Recommended Practice (released February
2022) and puts it into a standalone document.
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1. SCOPE

This document provides recommended practices regarding how System Theoretic Process Analysis (STPA) may be applied
to safety-critical systems in any industry in the area of model-based systems engineering (MBSE) evaluations.

2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.
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3. ACRONYMS

BS Brake system

DFMEA Design failure modes and effects analysis

FIA Functional interface analysis

FMEA Failure modes and effects analysis

FTA Fault tree analysis

GS Guidance system

HMI Human-machine interaction

INCOSE International Council on Systems Engineering
ISO International Organization for Standardization
JASPAR Japan Automotive Software Platform And Architecture
MBSE Model-based systems engineering

NASA National Aeronautics and Space Administration
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OEM Original equipment manufacturer

OMG Object Management Group

PS Propulsion system

RAAML Risk analysis and assessment modeling language
SOTIF Safety of the intended functionality

STPA System theoretic process analysis

UCA Unsafe/undesired control action

4. MODEL-BASED SYSTEM ENGINEERING (MBSE) AND SYSTEM THEORETIC PROCESS ANALYSIS (STPA)
4.1 Modeling STPA

Using models provides a consistent and machine-readable format. It can be used to answer questions about the
composition, completeness, and traceability of elements. Using a model to depict STPA can also be beneficial for these
same reasons and allows for multiple analysis views. There is a desire to share data between original equipment
manufacturer (OEM) and tier suppliers, which a consistent model-based approach will enable. Many companies develop
their own ontology to define a model-based STPA approach that prohibits sharing as the model elements are different, and
their relations are not defined the same. If a consistent modeling language and method is used, then it provides the additional
benefit of facilitating consistency and sharing the information between companies. This document will discuss one approach
using risk analysis and assessment modeling language (RAMML) by Object Management Group (OMG), but there are a
myriad of tools that an organization or individual may employ to accomplish the recommended STPA MBSE methodologies.

4.2 Overview of RAAML and OMG

OMG published the RAAML Beta 1 release in December 2020 to support safety and reliability analyses. The purpose of
RAAML is to provide a language for defining risk analysis methods that is consistent across industries and multiple tool
vendor implementations. In addition, RAAML provides an XML metadata exchange format (.xmi) to exchange analysis data
across different tools. There are a number of analysis methods supported in the Beta release of the specification with one
of them being STPA, as shown in Figure 1 (OMG, 2022).
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Figure 1 - RAAML overview package diagram (OMG, 2022)
Used with permission from Object Management Group. All other rights reserved.
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4.3 Overview of Model-Based STPA

Figure 2 shows the overview of the STPA modeling elements and their relations. The STPA method is defined by using
profiles and libraries. This profile and library are built on a number of core and general concepts which are shared across
different methods. The shaded blocks in the diagram represent elements that are shared in the general concepts, while the
non-shaded blocks represent elements unique to STPA (OMG, 2022).

In addition to elements representing the accident model, there are STPA specific elements to construct the control structure.
It should be noted that this is a view that is intended for tool vendors to use when building tools or exporting data to the
common format and not something the end-user would need to understand. Definitions, relations, and constraints of each
element are detailed in the text of the RAAML specification, so they will not be reiterated here (OMG, 2022).
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Figure 2 - RAAML STPA method overview
(RAAML libraries and profiles) (OMG, 2022)
Used with permission from Object Management Group. All other rights reserved.Documents
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