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FOREWORD

This Bulletin presents concepts, technlques, and procedures
for performing Fallure Mode and Effect Analyses. Technlcal
and functional interfaces with assoclated disciplines of
maintainability analysis, safety analysls, and systems
effectiveness are described so as to develop a broad under-
standing of the objectives of performing Failure Mode and
Effect Analyses.

This Bulletin has been published by the Electronic Industries
Assoclation in the belief that the approach will interest
and benefit those responsible for Fallure Mode and Effect

- Analysis development and use, and contribute to the timely
acquisltion of effective electronic systems.

This Bulletin was prepared for the Electronic Industries
Association G-41 Reliability Committee under the Chairmanship
of E. D. Karmiol by a special task group (69-001) consisting
of:

G. L. Hetzel - Bell Telephone Laboratories

C. K. Smith - Sperry Rand Corporation

D. I. Troxel Radio Corporation of America

H

W. T. Welr - Task Group (69-001) Chailrman
General Electric Company
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Section I

Introduction

This Reliability Bulletin 1s provided as a gulde for englneering
and management personnel concerned with Fallure Mode and Effect
Analyses (FMEA).* In addition, it provides information concern-~
ing technical and functional relationship of Fallure Mode and
Effect Analyses to associated disciplines, as for example,
Maintainability, Safety, and System Effectliveness Analyses.

This Bulletin covers requirements, concepts, interface, pro-
cedures and reports of FMEA. This Bulletin should contribute

to greater utilization of FMEA results and to the understanding
and appreciation of the purpose of FMEA on the part of engineer-
ing and management personnel.

Fallure Mode and Effect Analysis 1s the study of a system, or -
portion thereof and working inter-relationships of its elements,
to determine ways in which fallures can occur (fallure modes),
effects of each potential failure on the system element in which
it occurs and on other system elements, and the probable overall
consequences (criticality) of each failure mode on the success

- of the system's mission. Criticalities are usually assigned by
categorles, each category belng defined in terms of a specified
degree of loss of mission objectives or degradation of personnel
safety. Although 1t 1s recognized that the human element can
be, and frequently 1is a major influence in both causing as

well as avolding fallures, thils aspect 1s not specifically
treated in this Bulletin.

Reporting of Failure Mode and Effect Analyses is an important
action critical to communications of data to and from personnel
performing related analyses and planning of design and develop-
menht, evaluation, testing, quality assurance, logistics and
,operations. , ,

¥In this Bulletin, the term "FMEA" is considered to include
failure mode and effect studies for criticality analysis,
sometimes called "FMECA" .
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Section II

Requilrements

Requirements for FMEA originate from the need to understand
hardware behavior and its implication regarding system use.
These requirements are sometlmes self-imposed and sometimes
contractually specified. Because the need for Fallure Mode
and Effect Analyses (FMEA) may vary widely from case to case
depending upon established obJectives, nature of the project,
and the extent to which other related analyses are called
for, the customer should request a FMEA plan as part of the
proposal package. Thils would present the prospective con-
tractor's thoughts concerning his use of FMEA as a technique
to do an adequate Job of englneering the system to perform

as desired by the customer. This desired performance would
be stated by the customer in hls request for bids as end
requirements, such as the reliability wanted under certain
condltlons for a specified period of time. FMEA is a design
tool that the contractor should apply as appropriate to a
project. It should not become a customer requirement in

the seﬁse of FMEA carried out in a prescribed pattern for its
own sake.

In declding on the extent that and the way in which FMEA
should be applied to a project, the contractor should con-
slder the specific purposes for which FMEA results are needed, .
the time phasing with other activitlies, and the importance
of establishing a predetermined degree of probabilistic con-
trol over unwanted failure modes and effects. This leads
into planning FMEA at specified indenture levels (system,
subsystem, component) in qualitative and quantitative terms
to relate to the lterative design and development process.
Some of the possible applications for FMEA in formulating
the FMEA plan are as follows:

a. Determining need for redundancy, fall~safe design
features, further derating, and/or design
simplification.

b. Determining need to select more rellable materials,
parts, devices and/or components.

¢. Identifying single fallure points,

d. Identifylng critical items for design review, con-
figuration control, and traceabllity.

e, Providing the logic model required to quantitatively
predict the probablility of anomalous conditions of
the system.

f. Disclosing safety hazard and liability problem areas. .
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g. Assuring that the test program is responsive to
identified potential failure modes and safety
hazards.

h. Establishing allowable use time or cycles.

i. Pinpointing key areas for concentrating quality,
inspectlion and manufacturing process controls.

J. Establishing data recording réquirements and
needed frequency of monltoring in testing,
checkout and mission use.

k. Supporting logistics planning and maintainability
analysis. Providing information for selection of
preventive maintenance points and development
of trouble-shooting gulde.

1. Identifying circuits for worst case analysis.
(Failure modes involving parameter drifts
frequently require worst case analysis.)

m. Supporting flight operations activities such as
designing fault isolation sequences and alternate-
mode-of-operations planning.

The extent to which FMEA activity and results will be reported
should be stated in the FMEA plan. This includes specifying
whether all elements of the FMEA are to be reported, or whether
reporting willl be limited to those findings felt to require
corrective action. 1In addition, to avoid subsequent misunder-
standings, it is sometimes desirable to specify the reporting
format. - o

" Whether the requirement originates from the customer or 1is
self-imposed by the contractor it is important to remember

" that the objective 1s to minimize fallures. .  Fallure Mode and
Effects Analysis, FMEA, is a technique for analyzing a design,
evaluating the potential manner in which failures can occur

and tabulating results in such a manner that responsible design
personnel can consider potential failure modes and their effects
(and recommended corrective actions) to determine if it 1s
desirable to allocate resources to remove the potential

failure mode, '
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Section III

Concepts : - .

The basic concept of Fallure Mode and Effects Analysis is one
of determining what items in an equipment can fall, the modes
of fallure that are possible for each of these items and the
effect of each mode of fallure on the complete equipment or
any portion thereof.

Within the basic concept there are two primary approaches to
accomplishing a fallure mode and effects analysis. The two .
approaches are identified on the basis of the point of depart-~
ure for starting the analysis. One is the Top-Down Approach,
also called the Systems Approach, because the analysis proceeds
from the top indenture level. (total system or equipment) to
successlvely lower levels. Conversely, the other method is
known as the Bottom-Up Approach, also identifled as the Parts
Approach because here the analysis 1s Initiated at the lowest
level,

1, Definitions

For any concept, the failure mode and effects analysis 1s no

exception, a clear understandling of the concept depends on

expliclt definitions of terms essentlal to the description of

the concept. Terms normally associated with FMEA studies are .
defined in MIL-STD-T721.

2, Description of Analysis Techniques
a. System or Top-Down Technique -

As stated earlier, the basic concept involves three aspects: -
(1) an item failure, (2) the mode of failure, and (3) the
fallure effect. In the system approach these aspects are
consldered in the inverse order.

First of all any system or equipment, whatever the top indenture
level 1s, performs certain funetions usually identifled 1n

terms of specific outputs. These functions or outputs have
specified paramters or characteristics of satisfactory per-
formance. These parameters can be measured and, at this level,
can often be evaluated subjectively by those who use or operate
the equipment. The ultimate fallure effects or top level
anomalies relating to these outputs are individually ldentified.
Examples would be no transmitter output, low transmitter out-
put, nolisy recelver output, low slew rate for search radar,

bad parity check in digital system, etc. Each of these amounts
to some form of non-conformance with regard to some desired
functional output.

4 ‘

Documents



http://www.avadocuments.com/doc/sae-rb9
http://www.avadocuments.com/doc/sae-rb9

The falilure effects can occur singularly or in combination.
Usually the top-down analysls 1s performed on the basls of
single effects. Fault tree analysis technlques are often
“used for this purpose. For each possible fallure effect
that 1s identified, the system or equipment 1s analyzed at
the next lower indenture level to identify any fallure and
assoclated fallure mode that could result in the originally
identified fallure effect. For each of these second level
fallures the process is repeated by tracing back the func-
tional paths and relationships to the next lower level.

The process is iterated until the lowest feaslble or desired
level is reached. Thus for each ultimate fallure effect at
the top level, all lower level failures along with the re-
spective modes of failure that can result in thls effect
become ldentified. As previously stated the analysis is
usually initiated on the basls of a single fallure effect.
It 1s not unusual, however, to find that as the analysis
proceeds to lower indenture levels, certain falilures are
identified that produce not only the initlal fallure effect,
but also one or more other effects. This results in identi-
fication of a specific multiple fallure effect condition.

b. Part or Bottom-Up Technique

The bottom-up approach 1s started on the basis of fallure modes
that can occur. In its most complete form, failure modes are
identiflied at the part level which 1is usually the lowest level
of direct concern to the equlpment designer. Certalinly with
regard to the part manufacturer, fallure modes and effects

do exlst for indenture levels within the part from either a
function performance concept or a manufacturing routine con-
cept. But for analyses pertalning to equipment and systems,
the fallure modes of the various parts are tabulated. For

~ each of the part fallure modes the corresponding effect on
performance at the next hlgher indenture level 1s determined.
The resulting fallure effect becomes 1n essence-the fallure -
mode that may produce a consequential effect at the next
higher indenture level.  Iteration of the analytieal process
finally results in establishing the ultimate effect at the
equipment or system output or top indenture level. Once the
analysis has been performed for all the part fallure modes,
it will be found that each ultimate end failure effect

or combination of effects relates to several and sometimes
many different part fallure modes rather than to just one.
This relationship to the end effect provides the basils -for
grouping the various part failure modes.

3. Comparison of Techniques

Neither approach stands out as the singular or most appropri-
ate technique that should always be the one that 1s used.

Each has certain advantages or strong points which, in con-
Junction with the purpose or objective of a particular analysis
effort, establish the basis for selecting one in preference
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to the other. Sometimes the objective of analysls relates .
to certain end failure effects that are critical or particularly
undesirable occurrences relative to the misslion of the system.
Here the top-down approach 1s preferable because it can be
applied to the fallure effects of interest and others can be
bypessed. Thus less time and effort i1s required. Similarly
where all effects are to be analyzed, it 1is often possible to
terminate some of the analytical iteration without goling to
the lowest level. This 1s possible because 1t 1s sometimes
feaslble to establish the relative or actual rates of occur-~
rence for the different modes at a module or clrcult level,

- Here again the top-down approach:.requires less time and effort.

When the primary interest pertains to identifying all the dif-
ferent fallure effects that may occur, then use of the bottom-up
technique provides a more direct and rigorous analysis. This
is particularly true with regard to identifying unanticipated
or new end effects. It 1s especlally applicable to disclosing
multiple effect conditions which may even turn out to be
critical as a result of the particular comblnation. -In using
this technique it is sometimes possible to reduce the amount
of effort by initiating the analysis at the circuilt or higher
level. This 1s particularly feasible where prior knowledge
from analyses on similar parts and circuits can be applied.
Otherwise there will most likely be some degree of compromise
in the rigor of the analysis. : _ _
There 1s another aspect of comparison applicable to both. ‘

techniques and that 1is whether the analysis is done on a quali-

tative or quantitative basis. The latter, of course, requires

greater effort than the former and consequently should only be

done when the qualitative approach is insufficient to satisfy

the objective of the particular analysis. The qualitative
. technique 1is sufficient when the desired result is identifica-

tion of those items that contribute to a particular failure

effect. This i1s most apropos when an effort ig being put forth
" to eliminate an especially undesirable effect. Also when the

objective 1is simply to identify all the failure mode and effects

and their relationshlp or criticality to a mission, then quanti-

fication 1s not necessary. On the other hand when the analysis

relates to selective application of limited time or funds for

further design effort, quantitative analyses provide a better

basis for deciding where the effort will provide the greatest

contribution toward increased mission effectlveness.
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Section IV

Interfaces

Although a failure mode and effect analysis (FMEA) is an inter-
disciplinary study, an individual has to be assigned responsi-
bility for it. It involves system and equipment design engi-
neering, reliability data, maintainabllity, safety, application
of probabllity concepts, and the mathematics of modeling. This
section discusses the kinds of information usually needed for
FMEA, where it 1is obtained from, and the types of personnel
generally involved.

A FMEA requires a variety of information and personnel as listed
in Figure 1. Figure 2 dlagrams how these 1lndividual pleces of
information and tasks organize 1lnto a pattern to produce a FMEA.

By its nature, a FMEA tends to be a detalled analysis of an
equipment, subsystem, or system. As such, a greater depth of
understanding 1s necessary than with some other types of ana-
lyses, Not only Is 1t necessary to understand how the hardware
operates and how equipments interface when everything is work-
ing properly, but it is also necessary to explore the effects
of various types of individual part faults on equlipment and
system behavior. 1In electronic systems, thils frequently in-
volves c¢ircuit analysis.

To examine and analyze the fallure tendency of a physical system
in this detail usually requires team support for the individual
conducting the FMEA with dlfferent team members having back-
grounds and knowledge concerning design, system and parts re-
llability, probability and operations research mathematics,
thermal analysis, and envlronmental effects. An equipment or
system of any complexity usually results in a computer program
analysis, calling for programming skills. For the individual
carrying out the FMEA to effectively utilize this team support,
he should acquire as full an understanding of system functions
as possible prior to engaging in extensive discussions with
team members. If he can discuss his FMEA plans based on rea-
sonable system's knowledge, the response and contributions by
designers to his FMEA efforts will be markedly greater. For

a meaningful FMEA, the analyst has to attract the interest

and achleve cooperation from the system and equipment designers.

As shown in Figure 2, knowledge of the system/equipment opera-
- tion 1s used to produce a listing of signhificant failure modes.
Where the analysis 1s quantified, a mathematical model repre-

sentative of system/equipment behavior 1s then developed.

Individual fallure probabillities are then incorporated into

the system/equipment mathematlcal model structure to provide
an analysls based on specific fallure mode possibilities.
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