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1 SCOPE

This standard was developed for the benefit of the cable industry, and includes contributions by operators and
vendors from North America, Europe, and other regions.

1.1 Introduction and Purpose

This standard defines a core set of features that enable multiple subscriber devices to gain access to operator
provided high-speed data service using DOCSIS. This core set of features allows for both 1Pv4- and IPv6-enabled
devices to gain connectivity to the Internet.

The eRouter is specified as an Embedded Service/Application Functional Entity (eSAFE) device as defined in
[eDOCSIS] that is implemented in conjunction with a DOCSIS cable modem device.

The core set of features defined in this standard includes the ability to provision multiple CPE devices, a description
of how to forward data to and from CPE devices, and also the ability to forward IP Multicast traffic to CPE devices.

1.2 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"MUST" This word means that the item is an absolute requirement of this standard.
"MUST NOT" This phrase means that the item is an absolute prohibition of this standard.
"SHOULD" This word means that there may exist valid reasons in particular circumstances to ignore this

item, but the full implications should be understood and the case carefully weighed before
choosing a different course.

"SHOULD NOT"  This phrase means that there may exist valid reasons in particular circumstances when the
listed behavior is acceptable or even useful, but the full implications should be understood and
the case carefully weighed before implementing any behavior described with this label.

"MAY" This word means that this item is truly optional. One vendor may choose to include the item
because a particular marketplace requires it or because it enhances the product, for example;
another vendor may omit the same item.
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2 REFERENCES

2.1 Normative References

The following documents contain provisions, which, through reference in this text, constitute provisions of this
standard. Intellectual property rights may be required to implement these references. At the time of publication, the
specific editions indicated were valid. All standards are subject to revision, and users of this standard are encouraged
to investigate the possibility of applying the most recent editions of the documents listed below. In this standard,
references are either specific (identified by date of publication, edition number, version number, etc.) or non-
specific. For a non-specific reference, the current published version applies.

[CANN DHCP]

CableLabs DHCP Options Registry Specification, CL-SP-CANN-DHCP-Reg, Cable
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Management Protocol (SNMP), May 1990.

[RFC 1812] IETF RFC 1812, Requirements for IP Version 4 Routers, F. Baker, June 1995.

[RFC 1918] IETF RFC 1918, Address Allocation for Private Internets, Y. Rekhter, B. Moskowitz, D.
Karrenberg, G. J. de Groot, E. Lear, February 1996.

[RFC 2131] IETF RFC 2131, Dynamic Host Configuration Protocol, R. Droms, March, 1997.

[RFC 2132] IETF RFC 2132, DHCP Options and BOOTP Vendor Extensions, S. Alexander, R. Droms,
March 1997.

[RFC 2461] IETF RFC 2461, Neighbor Discovery for IP Version 6 (IPv6), T. Narten, E. Nordmark, W.
Simpson, December, 1998.

[RFC 2462] IETF RFC 2462, IPv6 Stateless Address Autoconfiguration, S. Thomson, T. Narten,
December 1998.

[RFC 2463] IETF RFC 2463, Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification, A. Conta, S. Deering, December 1998.

[RFC 2710] IETF RFC 2710, Multicast Listener Discovery (MLD) for IPv6, S. Deering, W. Fenner, B.
Haberman, October 1999.

[RFC 2827] IETF RFC 2827, Network Ingress Filtering: Defeating Denial of Service Attacks which
employ IP Source Address Spoofing, P. Ferguson, D. Senie, May 2000.

[RFC 3022] IETF RFC 3022, Traditional IP Network Address Translator (Traditional NAT), P. Srisuresh,
K. Egevang, January 2001.

[RFC 3203] IETF RFC 3203, DHCP reconfigure extension, Y. T'Joens, C. Hublet, P. De Schrijver,
December, 2001.
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Beebee, C. Donley, B. Stark, O. Troan, Ed., April 2011.
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2.2 Informative References

This standard uses the following informative references.

[MR-230] TR-069 Deployment Scenarios, Issue 1, MR-230, August 2010, Broadband Forum Marketing
Report.
[RFC 793] IETF RFC 793/STD-7, Transmission Control Protocol, Postel, J., September 1981.
[RFC 1323] IETF RFC 1323, TCP Extensions for High Performance, Jacobson, V., Braden, B., and D.
Borman, May 1992.
[RFC 2460] IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification, Deering, S. and R.
Hinden, December 1998.
[RFC 3775] IETF RFC 3775, Mobility Support in IPv6, Johnson, D., Perkins, C., and J. Arkko, June
2004.
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3 TERMS AND DEFINITIONS

This standard uses the following terms:

Customer-Facing
Interface

Customer-Facing IP
Interface

Customer-Facing
Logical Interface

eRouter

Hard Reset

Internet Gateway
Device

Multicast Subscription

Database

Operator-Facing
Interface

Operator-Facing IP
Interface

Reset

Soft Reset

TR-069
TR-069 CPE

An eRouter interface used for connecting CPE devices. Defined in [RFC 6204] as a
Local Area Network (LAN) Interface, the Customer-Facing Interface is represented by a
physical port.

An IP Interface connected to the eRouter that is not necessarily mapped one-to-one with
the number of Customer-Facing ports on the eRouter. As defined in [RFC 6204], this is
an IP LAN interface in which one or many physical ports are associated with an IP
address.

A logical Interface connected to the eRouter that is not necessarily mapped one-to-one
with the number of Customer-Facing ports on the eRouter. As defined in [RFC 6204],
this is a LAN interface in which one or more physical ports are associated with a logical
interface, such as a VLAN.

An eSAFE device that is implemented in conjunction with the DOCSIS embedded cable
modem.

Describes a full reset of the eDOCSIS device and its constituent eSAFE application
elements (such as the eRouter) and embedded CM.

A remotely managed gateway device as defined in CPE WAN Management Protocol
[TR-069a4].

A simple table of entries for the IPv4 or IPv6 Multicast Group Membership information
maintained by the eRouter on respective interfaces. Implementation details for storage of
records are completely vendor-defined.

The eRouter interface that is connected to the Embedded cable modem. As defined in
[RFC 6204], this is a Wide Area Network (WAN) interface. In CWMP this is called an
upstream interface.

IP Interface that is connected to the Embedded Cable Modem and is provisioned with an
IP Address provided by the Operator. As defined in [RFC 6204], this is a WAN
interface.

Describes a routine in which the operational state is interrupted by the instruction to
shutdown and restart. The term is synonymous with the terms re-initialization and reboot.
The term can describe either a full device reset (a Hard Reset) or the re-initialization of
an individual eSAFE’s software application (a Soft Reset) and any associated routines
necessary to notify connected clients or other nodes of the device becoming temporarily
unavailable.

Describes a reset operation in which the software layer of the eRouter eSAFE application
is re-initialized without impacting other eSAFEs or the embedded CM within an
eDOCSIS device.

Term used to refer to the CPE WAN Management Protocol suite defined in [TR-069a4].

Term used to refer to the CPE managed using the CPE WAN Management Protocol suite
defined in [TR-069a4].
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4 ABBREVIATIONS AND ACRONYMS

This standard uses the following abbreviations:

ACS
ALG
ARP
ASN.1
CM
CPE
CWMP
DAD
DNS
DUID
EAE
eSAFE
EUI
FTP

Auto-configuration Server
Application Layer Gateway
Address Resolution Protocol
Abstract Syntax Notation One
Cable Modem

Customer Premises Equipment
CPE WAN Management Protocol
Duplicate Address Detection
Domain Name Service

DHCP unique identifier

Early Authentication and Encryption
Embedded Service/Application Functional Entity
Extended Unique Identifier

File Transfer Protocol

Identifier

Internet Gateway Device

Internet Protocol

Initial Retransmission Times
Local Area Network

Logical Link Control

Neighbor Discovery

Media Access Control
Management Information Base
Multicast Listener Discovery
Maximum Retransmission Count
Maximum Retransmission Duration
Maximum Retransmission Time
Network Address Translation
Network Address Port Translation
Object ID

Organization Unique Identifier
Request For Comment

Router Advertisement

Router Discovery
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RG

SIP
SLAAC
TCP
TLV
TTL
UDP
WAN

Residential Gateway

Session Initiation Protocol

Stateless Address Autoconfiguration
Transmission Control Protocol
Type/Length/Value

Time To Live

User Datagram Protocol

Wide Area Network
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5 THEORY OF OPERATION
The eRouter device is intended to provide networking functionality in conjunction with an embedded DOCSIS eCM
in an eDOCSIS device.

This standard defines a set of features for an IPv4 eRouter and a set of features for an IPv6 eRouter. Both sets of
features can be implemented together as an IPv4 + IPv6 eRouter.

The figures below depict implementations of an eDOCSIS device with an IPv4 eRouter, an IPv6 eRouter, and an
IPv4 + IPv6 eRouter.

eDOCSIS Device with an IPv4 eRouter
eCM IPv4 eRouter
DHCP ‘ TFTP ‘ ToD ‘ SNMP
ubpP CWMP | DHCPVv4 DNS‘ SNMP DHCPv4 DNS
IP, ICMP, ARP
1 private IP address Tce ubP - ubP
= IPv4, ICMP, ARP . ) )
M 802.2LLC 1 IP address Oora‘lj‘;j:?l;\;c s Ilpg:ilva\llgll\g}:ddArSsz
802.3 framing Nal\f;g fb":l;gse < —> MAC bridge ‘ MAC bridge/switch
DOCSIS Link Home LAN Data
Security Logical CPE link(s)
MPEG interface Home LAN Data
(d’s only) PHY(s)
DOCSIS PHY
—
RF ome
Network(s)
Figure 5-1 - Logical Components of an eDOCSIS device with an IPv4 eRouter
eDOCSIS Device with an IPv6 eRouter
eCM IPv6 eRouter
DHCP ‘ TFTP ‘ ToD ‘ SNMP
UDP CWMP SNMP H DHCPv6 ‘ DNS ‘
IP, ICMP, ARP TCP UDP
— IP address IPv6, ICMP, DAD,ND | IPV6 'ng;blcl\'}"DP'
gmt > ,
802.2 LLC . IP address forwarder IP address
802.3 framing Nﬁg fb“;:drie < > MAC bridge MAC bridge
DOCSIS Link Home LAN Data
Security Logical CPE link(s)
MPEG interface Home LAN Data
(drs only) PHY(s)
DOCSIS PHY
RF - Home
Network(s)
Figure 5-2 - Logical Components of an eDOCSIS device with an IPv6 eRouter
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eDOCSIS Device with an IPv4 + IPv6 eRouter
IPv4 + IPv6
eCM
eRouter
DHCP ‘ TFTP ‘ ToD ‘ SNMP DHCPv4/
CWMP SNMP ‘ DHCPVE ‘ DNS
ubP TCP UDP
IP, ICMP, ARP ICMPV4. ICMPVG. DAD IPV4/NAPT | ICMPv4/ve, ARP,
|P address ! ND ! ! + private IPv4 address
" Pve | IPv6 address
M 802.2 LLC IPv4+v6 address forwarder DAD, ND
802.3 framing Maﬁg EI;I:rgse MAC bridge MAC bridge
DOCSIS Link f Home LAN Data
Security L?g;:':‘f'a%epE link(s)
MPEG Home LAN Data
(dis only) PHY(s)
DOCSIS PHY
RF et
Home
Network(s)

Figure 5-3 - Logical Components of an eDOCSIS device with an IPv4 + IPv6 eRouter

The primary function of the eRouter device is to allow subscribers to connect multiple CPE devices to the operator-
provided DOCSIS high-speed Internet service. DOCSIS specifications allow subscribers to directly connect multiple
CPE devices to the cable modem; however, that requires operators to provide provisioning to each of the CPE
devices. The eRouter is delegated the responsibility of provisioning multiple CPE devices at the subscriber end.
Depending on which version of the eRouter is included with the eDOCSIS implementation, the eRouter allows
provisioning of IPv4 CPEs, IPv6 CPEs, or both IPv4 and IPv6 CPEs simultaneously.

This specification defines the core set of functions that are performed by the eRouter; however, in most
implementations, vendors would include additional features that would enhance the eRouter device. This may
include additional networking features as well as the ability to provision and manage the eRouter from the
subscriber side.

The specification defines: a) CPE provisioning with IPv4 and IPv6 addresses, b) IPv4 data forwarding with NAPT
and IPv6 data forwarding, c) ability to forward IP Multicast traffic, and d) preserving IP QoS markings on IP data to
and from the CPE devices.

This specification uses the terms Customer-Facing Interface and Operator-Facing Interface as defined in Section 3.

This specification defines requirements for an eRouter device with a single Operator-Facing IP Interface. This
specification defines requirements for an eRouter device with a single Customer-Facing logical IP Interface that is
not necessarily mapped one-to-one with the number of Customer-Facing ports on the eRouter. Though it is possible
that an eRouter could have multiple Customer-Facing IP interfaces, such cases are outside of the scope of this
specification.

This specification defines SNMP [RFC 3412] and TR-069 C WMP [TR-069a4] as the Operator-Facing management
interface alternative options for eRouter.

5.1 eDOCSIS eRouter and TR-069 Architecture

This section defines TR-069 requirements for the eRouter management architecture which is based on the
[eDOCSIS] specification.
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The TR-069 specification suite defines the Device 2.x entity in [TR-181i2a3]. It refers to a CPE device management
space for holding the device itself and root of other services specifications (e.g., VolIP, Storage, IPTV, etc.). See
[MR-230] for more details on TR-069 deployment scenarios.

Both eDOCSIS and TR-069 architectures define two equivalent components:
e Access Modem: eDOCSIS defines the eCM; TR-069 may accommodate any access technology.
e Services: eDOCSIS defines eSAFEs; TR-069 defines CPE Services.

The cable modem is not referred to as a CPE in [MULPI1v3.0] and [eDOCSIS]. Only devices in the Customer-Facing
Interfaces attached to a cable modem are termed CPEs in [MULPIv3.0] and [eDOCSIS]. In TR-069, all devices
located in the customer premises are considered CPEs. For the eRouter case, the term CPE has the same meaning
within DOCSIS and TR-069. However, in this specification the eSAFE term is used when referring to the eRouter
nature.

The main differences between both architectures are:

e A TR-069 Device 2.x [TR-181i2a3] is a TR-069 enabled CPE such as Residential Gateways (RGs) and other
type of network devices (e.g., Access Modem). Different services can be implemented on a TR-069 Device.
The Access Modem could be part of the device itself, by modeling it as an upstream interface of the entire TR-
069 CPE, or the device contains only CPE services. In eDOCSIS the eCM is the Access Modem and eRouter is
an application or functional entity (eSAFE). DOCSIS specifications define CMs and eSAFESs such as eRouters
(embedded eRouters within an eCM).

e  The management of eSAFEs in eDOCSIS is separated from the eCM. In TR-069 the management of services is
integrated with the CPE device management.

TR-069 allows the transparent integration of access network technologies within the RG and CPE Services by
combining the multiple components and their respective management data. The TR-069 device can either configure
and monitor the Access Modem managed elements, simply report the Access Modem status and configuration, or do
nothing with the Access Modem. The latter is the case of TR-069 in the context of eDOCSIS where the eCM is
managed and provisioned independently of any eSAFE supporting TR-069 management.

Figure 5-4 shows the alignment of eDOCSIS, eRouter, and TR-069 device architectures where the reuse of the TR-
069 protocol stack and data models for eDOCSIS devices such as eRouter can be seen. A general purpose eSAFE is
shown for illustration purposes. The main difference between both models is the separation of the CM bridge of the
internal WAN/LAN bridging function at the eRouter compared to the integrated TR-069 Device 2.X.

Figure 5-4 is based on the "Simple Router Example (Interfaces Visualized)" figure of [TR-181i2a3]. In Figure 5-4,
the stack layers are seen as interfaces per [TR-181i2a3], physical interfaces (e.g., Ethernet, SSID, Wi-Fi Radio),
bridges, ports, Bridges, Ethernet Link interfaces (LLC), and IP Interfaces. The Operator-Facing TR-069 Etherlink
Interfaces correspond to the eDOCSIS Logical CPE Interfaces (LCI). IP additional interfaces can represent IP
Tunnels and other IP forwarding models.
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eRouter
TS e ‘ IPV4/NAPT
MeL ! IPV6 Forwarder leSAFE |
| TR-069 Device 2.0 | ﬁ 1 ?j\AATF/E oSG, ) 1
,,,,,,,,,,,,,, | y R |
| |
I I
IP Interface IP Interface } IP Interface }
I I
| | | | |
| H |
EtherLink EtherLink | EtherLink/ ‘
| LCI }
| : ‘
|
[ R I
Bridge
Bridge Port Bridge Port Bridge Port
Ethernet Ethernet
Interface Interface el
[
LCI WiFi Radio
Interface
eCM
LClI LCI
Bridge Port Bridge Bridge Port
[
Bridge Port
[
CATV
Downstream Upstream
Interface Interface
Upstream
Channel

Figure 5-4 - TR-069 Interface Model Applied to eDOCSIS eRouter

5.2 eRouter Device Management

The eRouter device that supports TR-069 implies the support of dual stack management, SNMP for the eCM
component, and TR-069 for the eRouter component, as shown in Figure 5-4.

eRouter eSAFEs can be modeled as a stack of interfaces, and, in the future, other eSAFEs might support TR-069
protocol. This specification does not address architecture requirements such those listed in section 5.1 of
[eDOCSIS], specifically, whether two TR-069-capable eSAFESs share the same TR-069 management stack or have
separate stacks (as in the SNMP model). This is outside of the scope of this specification and within the scope of
[eDOCSIS].
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6 EROUTER INITIALIZATION

The eRouter operates in any one of four possible modes — Disabled, IPv4 Protocol Enabled, IPv6 Protocol Enabled,
or Dual IP Protocol Enabled, as summarized in Table 6-1. The eRouter MUST support all four modes of operation.
The eRouter MUST default to Dual IP Protocol Enabled Mode in conformance with [RFC 6540].

The eRouter Mode is controlled via the eRouter Initialization Mode Encoding, the eRouter Initialization Mode
Override Encoding and the esafeErouterInitModeControl object in Annex B. Prior to its initialization, the eRouter is
enabled or disabled through the eRouter Initialization and eRouter Initialization Mode Override encodings in the
cable modem configuration file. The esafeErouterInitModeControl object is used to change (override) the eRouter
Mode after eRouter initialization completes. The eRouter ignores the esafeErouterinitModeControl object if it is
present in a DOCSIS cable modem configuration file.

There are two means of overriding the eRouter Initialization Mode Encoding, the eRouter Initialization Mode
Override Encoding and the esafeErouterInitModeControl object.

The esafeErouterInitModeControl object is used to change the eRouter Mode after the eRouter has initialized.
Whenever the value of esafeErouterinitModeControl is changed from the default of honoreRouterInitMode(5) via an
SNMP SET, the eRouter MUST override the eRouter Initialization Mode encoding encapsulated in the eCM
configuration file and use the value of the esafeErouterinitModeControl.

For an eRouter operating in Disabled Mode, the eRouter Initialization Mode Override Encoding is used to force the
eRouter to remain in Disabled mode and ignore the value of the eRouter Initialization Mode TLV. If the eRouter is
operating in Disabled Mode and the esafeErouterinitModeControl object is set to honoreRouterInitMode(5), the
eRouter MUST follow the eRouter Initialization Mode Override Encoding to determine whether it is to continue to
operate in Disabled Mode or whether it is to obey the eRouter Initialization Mode Encoding. If the eRouter is not
operating in Disabled Mode or the esafeErouterlnitModeControl object is not set to honoreRouterInitMode(5), the
eRouter MUST ignore the eRouter Initialization Override Encoding.

The eRouter MUST evaluate Initialization Mode configuration controls in the following order of precedence:

1. The stored esafeErouterInitModeControl object written via an SNMP management station SET prior to a
reset

2. The eRouter Initialization Mode Override [TLV 202.3 in the cable modem configuration file]
3. eRouter Initialization Mode [TLV 202.1 in the cable modem configuration file].

The eRouter MUST persist its initialization mode across reinitialization. The eRouter MUST permit an SNMP SET
to the esafeErouterInitModeControl object upon completing initialization via the TLV encodings.

Table 6-1 - eRouter Modes

Mode IPv4 IPv6
Disabled No IPv4 provisioning. No IPv6 provisioning.
CM bridges all traffic per [MULPIv3.0] spec. CM bridges all traffic per [MULPIv3.0]
spec.
IPv4 Protocol IPv4 Provisioning (Section 7). No IPv6 provisioning.
Enabled IPv4 data forwarding using NAPT (Section 9). No IPv6 data forwarding between

Operator-Facing Interface and the
Customer-Facing Interfaces.

IPv6 Protocol No IPv4 provisioning. IPv6 Provisioning (Section 8).
Enabled No IPv4 data forwarding between Operator-Facing | IPv6 data forwarding (Section 10).
Interface and the Customer-Facing Interfaces.
Dual IP Protocol IPv4 Provisioning (Section 7). IPv6 Provisioning (Section 8).
Enabled IPv4 data forwarding using NAPT (Section 9). IPv6 data forwarding (Section 10).
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When the eRouter is in Disabled Mode, the eRouter MUST NOT enable either IPv4 or IPv6 services or route IP
between the Customer-Facing Interfaces and Operator-Facing Interfaces. In Disabled Mode, the eRouter
transparently bridges all traffic directly between its Customer-Facing Interfaces and its Operator-Facing Interface. In
this mode, it appears as if there is no eRouter present. The CM bridges all traffic (regardless of IP protocol version)
to the CPE ports that would have been behind the eRouter had it been enabled. In this mode, the eRouter
specification is irrelevant — the interfaces become part of the cable modem. All behavior will occur according to the
DOCSIS specifications.

When the eRouter is in IPv4 Protocol Enabled Mode, the eRouter performs IPv4 provisioning as described in
Section 7 and IPv4 data forwarding and NAPT according to Section 9. The eRouter operating in 1Pv4 Protocol
Enabled Mode does not perform any IPv6 provisioning. When the eRouter is in IPv4 Protocol Enabled Mode, the
eRouter MUST NOT forward IPv6 traffic between the Operator-Facing Interface and the Customer-Facing
Interfaces.

When the eRouter is in IPv6 Protocol Enabled Mode, the eRouter performs IPv6 provisioning according to Section 8
and IPv6 data forwarding according to Section 10. The eRouter operating in IPv6 Protocol Enabled Mode does not
perform any IPv4 provisioning. When the eRouter is in IPv6 Protocol Enabled Mode, the eRouter MUST NOT
forward IPv4 traffic between the Operator-Facing Interface and the Customer-Facing Interfaces.

When the eRouter is in Dual IP Protocol Enabled Mode, the eRouter performs IPv4 provisioning as described in
Section 7 and IPv6 provisioning according to Section 8. Once an eRouter in Dual IP Protocol Enabled Mode
acquires an IPv4 address per Section 7, the eRouter performs IPv4 data forwarding and NAPT according to
Section 9. Once an eRouter in Dual IP Protocol Enabled Mode acquires an IPv6 address and prefix per Section 8,
the eRouter performs IPv6 data forwarding according to Section 10.

When the eRouter is enabled in any of the IP Protocol Enabled Modes, the eRouter MUST forward IP traffic
between the Customer-Facing Interfaces, regardless of which IP Protocol Mode is enabled.

.. _Documents
-14 - Document Sharing Hub

Full document details: SCTE 140 2013


http://www.avadocuments.com/doc/scte-140-2013
http://www.avadocuments.com/doc/scte-140-2013

ANSI/SCTE 140 2013 Cable Modem IPv4 and IPv6 eRouter Specification

7 1PV4 PROVISIONING
The normative requirements of this section are mandatory for an eRouter that implements the IPv4 Protocol Enabled
Mode and/or the Dual IP Protocol Enabled Mode as defined in Section 6.

After the CM has completed provisioning, if the eRouter is configured to route IPv4 packets, the eRouter MUST use
DHCPv4 [RFC 2131] via its Operator-Facing Interface in order to obtain an IP address and any other parameters
needed to establish IP connectivity, as illustrated in Figure 7-1.

eRouter DHCP Server

DHCPDISCOVER

-
DHCPv4
DHCPOFFER
-«
DHCPREQUEST
>
DHCPACK

Figure 7-1 - IPv4 Provisioning Message Flow

The eRouter may receive multiple DHCPOFFER messages in response to its DHCPDISCOVER message. If a
received DHCPOFFER message does not include all of the required DHCPv4 fields and options as described in
Section 7.2, the eRouter MUST discard the DHCPOFFER message and wait for another DHCPOFFER message. If
none of the received DHCPOFFER messages contain all the required DHCPVA4 fields and options, the eRouter
MUST retransmit the DHCPDISCOVER message.

The backoff values for retransmission of DHCPDISCOVER messages SHOULD be chosen according to a uniform
distribution between the minimum and maximum values in the rows of Table 7-1.
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Table 7-1 - eRouter DHCP Retransmission Interval

Backoff Number Minimum (sec.) Maximum (sec.)
1 3 5
2 7 9
3 15 17
4 31 33
5 63 65

The eRouter SHOULD also implement a different retransmission strategy for the RENEWING and REBINDING
states, as recommended in [RFC 2131], which is based on one-half of the remaining lease time.

The eRouter MUST limit the number of retransmissions of the DHCPDISCOVER and DHCPREQUEST messages
to five or fewer. The eRouter MUST NOT forward IPv4 traffic between its Customer-Facing Interface and its
Operator-Facing Interface until it has completed IPv4 provisioning, including the successful receipt of a DHCPACK
message. The eRouter MUST NOT forward IPv4 traffic if, at any time, it does not have an IPv4 address for its
Operator-Facing Interface.

The eRouter MUST be able to accept a unicast response from the DHCP server/relay agent.
[RFC 3203] describes an extension to DHCPv4 that allows a server to send a FORCERENEW message that forces a
client to renew its lease. The eRouter MUST ignore all received FORCERENEW messages.

7.1 DHCPvV4 Fields Used by the eRouter

The eRouter MUST include the following fields in the DHCPDISCOVER and DHCPREQUEST messages:
e  The hardware type (htype) MUST be set to 1.
e  The hardware length (hlen) MUST be set to 6.

e The client hardware address (chaddr) MUST be set to the 48-bit MAC address associated with the IPv4 CM-
facing interface of the eRouter.

e  The Broadcast bit MUST NOT be set.
e The client-identifier option MUST be included, using the format defined in [RFC 4361].
e  The parameter request list option MUST be included.
e The following option codes (defined in [RFC 2132] and [RFC 4361]) MUST be included in the list
e Option code 1 (Subnet Mask)
e  Option code 3 (Router Option)
e Option code 6 (DNS Server Option)
e  Option code 60 (Vendor Class Identifier) [eRouter1.0]
e  Option Code 43 (see [eDOCSIS])
e Option 55 Parameter Request List:

The following fields are expected in the DHCPOFFER and DHCPACK messages returned to the eRouter. The
eRouter MUST configure itself with the listed fields from the DHCPACK:

e The IP address to be used by the eRouter (yiaddr) (critical).

e The IP Address lease time, option 51 (critical).
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e  The Server identifier, option 54 (critical).
e  The subnet mask to be used by the eRouter (Subnet Mask, option 1) (critical).

A list of addresses of one or more routers is to be used for forwarding eRouter-originated IP traffic (Router Option,
option 3). The eRouter is not required to use more than one router IP address for forwarding (critical):

o Alist of DNS Server addresses (critical).

o Alist of options under the CL_VAEROUTER_CONTAINER_OPTION option which are passed on to CPE
devices as defined in the [CANN DHCP].

If a critical field is missing or invalid in the DHCPACK received during initialization, the eRouter MUST restart the
DHCP cycle, beginning with an initial DHCPDISCOVER.

If a non-critical field is missing or invalid in the DHCPACK received during initialization, the eRouter MUST
ignore the field, and continue the provisioning process.

If the yiaddr, Server Address, or Lease Time field is missing or invalid in the DHCPACK received during a renew
or rebind operation, the eRouter MUST retry the renew or rebind operation until either: (1) it receives a response
containing valid values of the yiaddr, Server Address, and Lease Time fields; or (2) the lease expires. If the lease
expires, the eRouter MUST restart the DHCP cycle, beginning with an initial DHCPDISCOVER.

If any field other than the yiaddr, Server Address or Lease Time is missing, or is invalid in the DHCPACK received
during a renew or rebind operation, the eRouter MUST ignore the field if it is invalid and remain operational.

7.2 Router DHCPv4 Server Sub-element

The DHCP server is responsible for assigning network address leases to LAN IP devices associated with Customer-
Facing Interfaces. It is also responsible for providing LAN IP devices with configuration information via DHCP
Option codes, as specified in [RFC 2132].

7.2.1 DHCPv4 Server Function Goals

Goals for the DHCP server include the following:

e Assign network address leases to CPE devices according to [RFC 2131].
e Assign private CPE addresses according to [RFC 1918].

e Assign configuration information according to [RFC 2132].

7.2.2 DHCPv4 Server Function System Description
The eRouter DHCPv4 server responsibilities include:

e Assigning IP Addresses and delivering DHCP configuration parameters to CPE Devices. The server relies on
built-in default values for initial IP Address pool configuration, lease parameter configuration, and DHCP
options values.

e  Optional logging of DHCPv4 server errors to a local event log.

7.2.3 DHCPv4 Server Function Requirements
The eRouter MUST include a DHCPv4 server compliant with [RFC 2131].
In addition, the following requirements apply to the DHCPv4 Server function:

e When the DHCP server assigns an active lease for an IP address to a CPE Device, the server MUST remove
that IP address from the pool of IP addresses available for assignment.

e  The DHCP server function of the eRouter MUST support the DHCP options indicated as mandatory in Table 7-
2.
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e  The DHCP server function of the eRouter MUST NOT respond to DHCP messages that are received through
the Operator-Facing Interface, nor originate DHCP messages from the Operator-Facing Interface.

e  The DHCP server function of the eRouter MUST NOT deliver any DHCP option with null value to any CPE
device.

e The DHCP server function SHOULD be operational independent of the eRouter Operator-Facing Interface
connectivity state.

o If the eRouter Operator-Facing Interface is not successfully provisioned, the eRouter DHCP server function
SHOULD assign a short lease time to CPE devices and may omit options it has not acquired.

e The DHCP server function MUST assign private IP address space as defined in [RFC 1918].
e  The DHCP server function SHOULD log errors to a local event log.

The Internet Assigned Numbers Authority (IANA) has reserved the following three blocks of the IP address space
for private internets:

10.0.0.0 10.255.255.255  (10/8 prefix)
172.16.0.0 - 172.31.255.255  (172.16/12 prefix)

192.168.0.0 - 192.168.255.255 (192.168/16 prefix)
Table 7-2 - DHCPv4 Server Options
Option Number Option Function
0 Pad
255 End
1 Subnet Mask
3 Router Option
6 Domain Name Server
50 Requested IP Address
51 IP Address Lease Time
54 Server ldentifier
55 Parameter Request List
X Option(s) acquired under CL_V4EROUTER_CONTAINER_OPTION from the Operator

7.3 Operator-Facing IPv4 Address Release Behavior

There are a number of situations in which it is desirable for eRouter to release its associated IPv4 address leases in
order to protect the integrity of the DHCP database. Examples of such circumstances include situations in which the
eRouter needs to be administratively reset (i.e., for configuration change, software update, or other reasons), or a
change to the IPv4 address during DHCPv4 renewal. Due to the eRouter's dependency on the eCM for maintaining
operator-facing connectivity, the eRouter MUST release its lease information prior to an SNMP or administratively
imposed re-initialization of the embedded CM in order to prevent loss of the communications path with the DHCP
Server.

Whenever the eRouter is instructed to reset, the eRouter MUST send a DHCP_RELEASE message [RFC 2131] for
the IPv4 public address assigned by the DHCPv4 server to the eRouter's Operator-Facing Interface. The eRouter
MUST send the DHCP_RELEASE message [RFC 2131] for the IPv4 public address assigned by DHCPv4 to the
eRouter's Operator-Facing Interface whenever the eRouter receives a DHCPv4 server renewal response contains a
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different IPv4 address. The eRouter MUST NOT wait for a confirmation of the receipt of the release by the
DHCPV4 server in order to re-initialize.

7.4 Customer-Facing IPv4 Address Release Behavior

After initiating an administrative device reset in which the public address has been released, the eRouter customer-
facing interfaces will be limited to inter-LAN forwarding until the device completes any necessary resets and a new
address lease is acquired. Prior to the operator-facing interface acquiring an IPv4 address from the operator's
DHCPv4 server, local network services and data forwarding of the customer-facing LAN interfaces will continue so
long as the DHCPv4 server of the eRouter is enabled.
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