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NOTICE 
 
The Society of Cable Telecommunications Engineers (SCTE) Standards are intended to serve the public interest by 
providing specifications, test methods and procedures that promote uniformity of product, interchangeability and 
ultimately the long term reliability of broadband communications facilities. These documents shall not in any way 
preclude any member or non-member of SCTE from manufacturing or selling products not conforming to such 
documents, nor shall the existence of such standards preclude their voluntary use by those other than SCTE 
members, whether used domestically or internationally. 
 
SCTE assumes no obligations or liability whatsoever to any party who may adopt the Standards. Such adopting 
party assumes all risks associated with adoption of these Standards, and accepts full responsibility for any damage 
and/or claims arising from the adoption of such Standards. 
 
Attention is called to the possibility that implementation of this standard may require the use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or validity 
of any patent rights in connection therewith. SCTE shall not be responsible for identifying patents for which a 
license may be required or for conducting inquiries into the legal validity or scope of those patents that are brought 
to its attention. 
 
Patent holders who believe that they hold patents which are essential to the implementation of this standard have 
been requested to provide information about those patents and any related licensing terms and conditions.  Any such 
declarations made before or after publication of this document are available on the SCTE web site at 
http://www.scte.org.  
 
 

All Rights Reserved 
 

© Society of Cable Telecommunications Engineers, Inc. 2010 
140 Philips Road 
Exton, PA  19341 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note: DOCSIS® is a registered trademark of Cable Television Laboratories, Inc., and is used in this document with 
permission. 
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Abstract 

This technical report describes the Security, Monitoring, and Automation (SMA) architecture, including all major 
system components and the network interfaces. The intended audience for this document includes developers of 
equipment who intend to conform to the SMA standards and network architects who need to understand the overall 
SMA architecture framework. 

This technical report describes the SMA release. It contains the following information: 

• A reference architecture; 

• Description of the various functional groupings within the architecture; 

• Detailed description of specific architectural components; 

• Interface definitions. 

The SMA standards take precedence over this technical report if the technical report contradicts any specification 
requirements. 

 iii 

Full document details: SCTE 169-1 2010

http://www.avadocuments.com/doc/scte-169-1-2010
http://www.avadocuments.com/doc/scte-169-1-2010


  

Table of Contents 

1 OVERVIEW......................................................................................................................................................... 1 

2 REFERENCES .................................................................................................................................................... 2 
2.1 NORMATIVE REFERENCES .............................................................................................................................. 2 
2.2 INFORMATIVE REFERENCES ............................................................................................................................ 2 
2.3 REFERENCE ACQUISITION ............................................................................................................................... 2 

3 TERMS AND DEFINITIONS ............................................................................................................................ 3 

4 ABBREVIATIONS AND ACRONYMS ............................................................................................................ 4 

5 IPCABLECOM SMA .......................................................................................................................................... 5 
5.1 OVERVIEW ...................................................................................................................................................... 5 
5.2 IPCABLECOM SMA DESIGN GOALS ............................................................................................................... 6 

5.2.1 Generic Architecture Goals ................................................................................................................... 6 
5.2.2 SMA Signaling ....................................................................................................................................... 6 
5.2.3 Media Transport and Encoding ............................................................................................................. 6 
5.2.4 Quality of Service .................................................................................................................................. 7 
5.2.5 Security .................................................................................................................................................. 7 
5.2.6 Provisioning and Management .............................................................................................................. 7 

5.3 IPCABLECOM SMA DEPLOYMENT MODELS................................................................................................... 7 
6 IPCABLECOM SMA ARCHITECTURE AND FUNCTIONAL COMPONENTS ...................................... 8 

6.1 HOME DOMAIN ............................................................................................................................................... 8 
6.1.1 SMA Gateway ........................................................................................................................................ 8 
6.1.2 Security Panel ........................................................................................................................................ 8 
6.1.3 Sensor and Controller Network ............................................................................................................. 8 
6.1.4 User Interface ........................................................................................................................................ 9 
6.1.5 Home IP Network .................................................................................................................................. 9 

6.2 ACCESS DOMAIN ............................................................................................................................................ 9 
6.2.1 Cable Modem (CM) ............................................................................................................................... 9 
6.2.2 Cable Modem Termination System (CMTS) .......................................................................................... 9 
6.2.3 Home Router .......................................................................................................................................... 9 

6.3 OPERATOR DOMAIN ..................................................................................................................................... 10 
6.3.1 Event Server ......................................................................................................................................... 10 
6.3.2 Portal Server ........................................................................................................................................ 10 
6.3.3 Notification Server ............................................................................................................................... 10 
6.3.4 STUN and TURN Servers .................................................................................................................... 10 

6.4 CENTRAL STATION DOMAIN ......................................................................................................................... 11 
6.4.1 Central Station ..................................................................................................................................... 11 

6.5 QOS AND IPCABLECOM MULTIMEDIA .......................................................................................................... 11 
6.5.1 Policy Server ........................................................................................................................................ 12 
6.5.2 Application Server ............................................................................................................................... 12 
6.5.3 Application Manager ........................................................................................................................... 12 

6.6 OPERATIONAL SUPPORT SYSTEMS ................................................................................................................ 12 
6.6.1 Dynamic Host Configuration Protocol (DHCP) Server ...................................................................... 12 
6.6.2 Domain Name System (DNS) Server .................................................................................................... 12 
6.6.3 Provisioning Server ............................................................................................................................. 12 
6.6.4 Element and Network Management Systems (EMS and NMS) ............................................................ 12 
6.6.5 Configuration Server ........................................................................................................................... 12 
6.6.6 Time Server .......................................................................................................................................... 13 

iv 

Full document details: SCTE 169-1 2010

http://www.avadocuments.com/doc/scte-169-1-2010
http://www.avadocuments.com/doc/scte-169-1-2010


 

7 IPCABLECOM SMA INTERFACES ............................................................................................................. 14 
7.1 SIGNALING ................................................................................................................................................... 14 

7.1.1 Instructions .......................................................................................................................................... 14 
7.1.2 Events ................................................................................................................................................... 15 

7.2 MEDIA .......................................................................................................................................................... 15 
7.3 QUALITY OF SERVICE ................................................................................................................................... 16 
7.4 PROVISIONING AND MANAGEMENT .............................................................................................................. 17 

7.4.1 DHCP- and SNMP-based mechanism ................................................................................................. 17 
7.4.2 SMA Signaling based mechanism ........................................................................................................ 18 

7.5 SECURITY ..................................................................................................................................................... 19 
7.5.1 Signaling .............................................................................................................................................. 19 
7.5.2 Media ................................................................................................................................................... 19 
7.5.3 QoS ...................................................................................................................................................... 19 
7.5.4 Provisioning and Management ............................................................................................................ 20 

 

Figures 
FIGURE 1 - SMA REFERENCE ARCHITECTURE ................................................................................................................ 5 
FIGURE 2 - SMA SIGNALING INTERFACE ...................................................................................................................... 14 
FIGURE 3 - SMA INTERFACES FOR MEDIA (SMA GATEWAY IS BEHIND A NAT) .......................................................... 15 
FIGURE 4 - SMA QOS INTERFACES .............................................................................................................................. 16 
FIGURE 5 - SMA PROVISIONING AND MANAGEMENT INTERFACES ............................................................................... 18 
FIGURE 6 - SMA PROVISIONING AND MANAGEMENT INTERFACES ............................................................................... 19 
 

Tables 
TABLE 1 - SMA SIGNALING INTERFACE ....................................................................................................................... 14 
TABLE 2 - NAT AND FW TRAVERSAL INTERFACE DESCRIPTIONS................................................................................ 16 
TABLE 3 - QOS INTERFACE DESCRIPTIONS ................................................................................................................... 17 
TABLE 4 - PROVISIONING AND MANAGEMENT INTERFACE DESCRIPTIONS ................................................................... 18 
TABLE 5 - PROVISIONING AND MANAGEMENT INTERFACE DESCRIPTIONS ................................................................... 19 
 

 v 

Full document details: SCTE 169-1 2010

http://www.avadocuments.com/doc/scte-169-1-2010
http://www.avadocuments.com/doc/scte-169-1-2010


  

vi 

 

 

 

 

 

 

 

 

 

 

This page left blank intentionally. 
 

Full document details: SCTE 169-1 2010

http://www.avadocuments.com/doc/scte-169-1-2010
http://www.avadocuments.com/doc/scte-169-1-2010


 

1 OVERVIEW 

The SMA architecture is designed to facilitate deployments to address the following areas. 

• Security - The ability to protect lives and property through professional monitoring, notifying first responders 
(e.g., fire, police, and medical), and providing emergency alerts to authorized individuals like home occupants. 
For example, fire and smoke sensors alert monitoring agencies, who can notify and provide critical information 
to local emergency personnel. 

• Monitoring - The ability to self-monitor the status and activity in the home so that a user can be made aware of 
any desired state changes. For example, when motion is detected by a motion sensor, real-time alerts and 
associated data, such as video or photo clips, can be sent to a user. 

• Automation - The ability to automate and remotely control lifestyle conveniences such as lighting, heating, 
cooling, and appliances. For example, a user can remotely use a web portal to verify and control conditions such 
as lighting or temperature in the home. 
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