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1 Abstract 
This document is identical to SCTE 201 2013 except for informative components which may have been 
updated such as the title page, NOTICE text, headers and footers. No normative changes have been 
made to this document. 

This cryptographic key ladder standard defines a set of key ladder profiles, 
additional requirements and test vectors for a key ladder implementation.  

1.1 Background 
This standard is an extension of the ETSI TS 103 162 [1] standard for a key 
ladder, by further defining certain aspects and providing test vectors to enable 
implementers to verify certain aspects of an implementation. 

The use of a standard key ladder is part of enabling any television receiving 
device to receive scrambled television content from any television distribution 
network, independent of the network conditional access security system in use.  

However, use of ETSI TS 103 162 [1], described below as Profile 0, is 
discouraged as it allows use of undisclosed algorithms and therefore 
undisclosed and unknown intellectual property.  This standard specifies certain 
processes which are both necessary for interoperability and not specified in the 
ETSI standard. 

1.2 Introduction 
The key ladder is a standard for enabling and securing the delivery of content 
descrambling keys from a source device to a sink device. The key ladder 
derivation is described in this standard, and is a component of a larger system, 
referred to in this standard as the Open Media Security (OMS). 

The basis of the key ladder standard is a three-step key ladder and challenge-
response authentication scheme in which the base key derivation inputs are 
protected within the one-time programmable memory (OTP) of the sink 
device’s hardware (e.g. chipset).  The key ladder is used primarily for the 
delivery of content descrambling keys while the challenge-response 
mechanism is used for checking the integrity and authenticity of sink devices 
as well as messages arriving from a source.  

The key ladder standard is designed to support dynamic substitution and 
replacement of either sink or source device in a manner that maintains the 
security and integrity of the underlying content distribution network. The 
standard enables the portability of sink devices between content distribution 
networks by permitting the field upgradeability of sink devices to work with 
previously unknown source devices. The standard also enhances the capability 
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of networks to upgrade their source devices without disrupting the capabilities 
of already fielded sink devices. 

The source device is expected to be a key management system such as a 
traditional CAS or DRM solution deployed by a content distribution network, 
and the sink device is expected to be a secure content consumption device such 
as a STB or television, this standard is not limited to only supporting these 
particular types of devices. 

The root key derivation function yields a different set of keys for different 
Vendor_ID values, yielding a system where several different conditional access 
systems can simultaneously operate separately, securely.  Similarly, where 
Module_ID is used, different values of Module_ID yield different keys, which 
are used for, e.g., DRM functions. 

This standard does not specify how content arrives to the OMS sink device 
descrambler, only that the OMS sink device’s descrambler must recognize the 
scrambling algorithm utilized by the content’s network distribution system.  

This standard does not specify compliance and robustness rules for chipset 
hardware nor interoperability or certification requirements. Such rules are 
beyond the scope of this standard and are expected to be the responsibility of 
an industry-wide licensing authority (ILA).  

It is recognized that effective and safe implementation and deployment of 
content security systems based on the mechanisms described in the present 
document will require a complete security infrastructure that can deal with 
business, security, intellectual property, documentation and trusted information 
distribution issues. The description of such an infrastructure and the 
organizations which will administer it (i.e. an ILA) is outside of the scope of 
the present document. 

As OMS is expected to be implemented in the chipset hardware of OMS sink 
devices, a universal separable security standard would also expect that the 
OMS sink device’s hardware would implement all standardized descrambling 
algorithms that it might ever encounter. To ensure universal portability of OMS 
sink device hardware between networks, a finite set of descrambling 
algorithms is implemented in these devices.  

1.3 Normative References 
The following documents contain provisions, which, through reference in this 
text, constitute provisions of the standard. At the time of Subcommittee 
approval, the editions indicated were valid. All standards are subject to 
revision; and while parties to any agreement based on this standard are 
encouraged to investigate the possibility of applying the most recent editions 
of the documents listed below, they are reminded that newer editions of those 
documents may not be compatible with the referenced version. 
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[1] ETSI TS 103 162 v1.1.1 Access, Terminals, Transmission and 
Multiplexing (ATTM); Integrated Broadband Cable and Television Networks; 
K-LAD Functional Specification, October 2010.  
[2] ANSI X9.52 (TDES) Triple-DES Block Cipher Triple Data Encryption 
Algorithm Modes Of Operation, X9.52 – 1998, Accredited Standards 
Committee X9, American National Standards Institute, July 27, 1998. 
[3] FIPS-197 (AES) Specification for the Advanced Encryption Standard 
Federal Information Processing Standards (FIPS) Publication 197, November 
26, 2001. 

1.4 Informative References  
[4] GY/T 255-2012 Technical specification of downloadable conditional 
access system, China Communications Standards Association, March 16, 
2013, see http://www.ptsn.net.cn/standard/std_query/show-gy-333-1.htm 

[5] ETSI TS 100 289 v1.1.1 Digital Video Broadcasting (DVB); Support for 
use of the DVB Scrambling Algorithm version 3 within digital broadcasting 
systems, September 2011. 
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1.5 Definitions 
 Chip ID (Chip-ID) is an 8-byte public identifier of the OMS sink device 

chipset, including elements indicating the manufacturer and model as well 
as a globally unique identifier for the chipset instance within that model. 

 SCK (SCK) is the secret chipset key which is unique to each OMS sink 
device chipset.  Must be at least 16-bytes.  

 ESCK (ESCK) is the obfuscated secret chipset key which is the value 
physically stored in the chipset’s OTP. Must be at least as large as the 
SCK.  The ESCK would be typically uneditable and unreadable after 
manufacture. 

 Secret Mask Key is an embedded secret value, created by the manufacturer 
and physically stored in the chipset.  Values of Secret Mask Key can be 
common among several different component versions (for example, when 
several different chip models share a base die). Must be at least 16-bytes.  
Further constraints are outside the scope of this document. 

 Key Ladder Root Key, or Root Key (K3) is the 16-byte secret key used at 
the root of the key ladder to decrypt K2.  In chipsets that implement an 
extended key ladder with n levels, the root key at the highest level of the 
key ladder will be denoted by Kn. 

 Control Word (CW) is the key used to descramble the video, either 8 or 16 
bytes depending on the key length for the chosen descrambling algorithm. 

 Open Media Security (OMS) is any system that uses the key ladder 
described in this standard. 

 OMS Key 1 (K1) is a 16-byte key used to decrypt the CW. 

 OMS Key 2 (K2) is a 16-byte key used to decrypt K1. 

 Authentication key (A) is a 16-byte key derived from K2 that is used by 
the challenge-response mechanism.  A can be used either to authenticate 
the sink device through a traditional challenge-response, or used by the 
sink device to authenticate messages from the source device by deriving a 
key for a CBC-MAC or similar symmetric message authentication 
algorithm. 

 Vendor_ID is a value that is used to identify CA vendors, MSOs, and other 
entities using an OMS chipset.  The size of Vendor_ID is determined by 
the profile in use. 

 Module_ID is an 8-bit value that is used, in certain profiles, to generate 
additional, cryptographically linked, keys related to K3. 

 PID is a Packet ID of a component elementary stream within a program 
carried in an MPEG-2 transport stream.  
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 Ek(Y) is used to denote the data Y encrypted with key K. 

 Triple-DES or T-DES means the “Triple DES (TDES)” cipher as 
described in TS 103 162, Section 6.1.3, namely it “means two-key Triple 
DES.  If the two keys are A and B, then the decryption function should be 
DA(EB(DA(x))).  When decrypting more than 64 bits (the block size of 
TDES), the cipher shall be used in ECB mode.  The key parity bits shall be 
ignored.”  
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2 Functional Diagram 
Figure 1 shows an overview of the OMS key ladder. Figure 1 does not 
represent actual hardware architecture.  
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 Figure 1 OMS Key Ladder Functional Diagram 
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  Figure 2      Root Key Derivation 
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3 Base Requirements 
All devices shall comply with the normative requirements of ETSI TS 103 162 [1], 
including the requirement that devices include both DVB CSA2 and AES-128 bit 
CBC descrambling capability, see ETSI TS 103 162 [1] Section 4.2. 

It is expected that future versions of this standard may include DVB CSA3 as a 
descrambling algorithm, see ETSI TS 103 162 [1] Section 4.2 and ETSI TR 100 
289 [5]. 
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