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NOTICE

The Society of Cable Telecommunications Engineers (SCTE) Standards and Operational Practices
(hereafter called “documents™) are intended to serve the public interest by providing specifications, test
methods and procedures that promote uniformity of product, interchangeability, best practices and
ultimately the long term reliability of broadband communications facilities. These documents shall not in
any way preclude any member or non-member of SCTE from manufacturing or selling products not
conforming to such documents, nor shall the existence of such standards preclude their voluntary use by
those other than SCTE members.

SCTE assumes no obligations or liability whatsoever to any party who may adopt the documents. Such
adopting party assumes all risks associated with adoption of these documents, and accepts full
responsibility for any damage and/or claims arising from the adoption of such documents.

Attention is called to the possibility that implementation of this document may require the use of subject
matter covered by patent rights. By publication of this document, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. SCTE shall not be responsible for
identifying patents for which a license may be required or for conducting inquiries into the legal validity
or scope of those patents that are brought to its attention.

Patent holders who believe that they hold patents which are essential to the implementation of this
document have been requested to provide information about those patents and any related licensing terms
and conditions. Any such declarations made before or after publication of this document are available on
the SCTE web site at http://www.scte.org.

All Rights Reserved
© Society of Cable Telecommunications Engineers, Inc. 2016

140 Philips Road
Exton, PA 19341
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1. Introduction

1.1. Executive Summary

A location risk assessment (LRA) is performed to identify threats that could negatively impact the ability
to conduct business in a geographic location. The results of the LRA help to align strategic business
decisions with effective risk reduction solutions at a geographic location. The LRA considers all threats
whether they are financial, natural, political or human related. The LRA identifies and weighs the risks to
business continuity based on a four-step process.

The four steps are:
1. Strategic risk assessment
2. Tactical risk assessment
3. Strategic and tactical risk assessment report
4. Project evaluation matrix

The purposes of performing the LRA are to:

Determine if it is appropriate to do business in a specific geographic location,

Identify probable threats to the business within the specific geographic location,
Determine the financial exposure to the company should the probable threats occur, and
Determine cost effective solutions to mitigate or minimize the risks.

The scope of the location risk assessment applies to all areas of the cable operator business that would
impact operations based on locational considerations. Also, third party facilities such as co-location
facilities, an LRA should be conducted.

These steps are guides for determining the overall risk assessment for a location. Depending on the
particular cable operator project all steps may not be required.

The information learned from the strategic, tactical and location risk assessments will be summarized by
category on the strategic and tactical risk assessments report. Based on the narrative issues an overall rank
will be determined and assigned for an overall risk assessment. The overall risk assessment rank and
reason for ranking will be transferred to the project evaluation matrix.

1.2. Benefits

LRA provides a basis for an informed business continuity plan. Cable operator’s networks provide
entertainment, communication and information services and therefore are a valuable asset to the
community service it resides. Having a location risk assessment defined will enable cable operators make
the best choices for planning how to mitigate threats that are location driven or dependent. Without a
proper location risk assessment, recovery times during incidents could be prolonged and thus impact
speeds at which the customer can resume use of services. Finally as an industry, cable operators will be
more prepared in time of need based on location dependent concerns and ultimately aid in the
improvement of customer satisfaction.

1.3. Intended Audience

Senior management of a business unit should initiate and sponsor the risk assessment and involve all key
business units and stakeholders. Depending on the type of business risk assessment to be completed, the
senior management of the business unit or location will assign project members to the risk assessment
team. The strategic risk assessment team should be composed of representatives from the initiating
business unit, and the finance and business development departments. Once the strategic risk assessment
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is completed and the project is determined viable to pursue, other groups may be brought in to complete
the tactical risk assessments.

The risk assessment team is responsible for completing the business risk assessment and making
recommendations to the senior management of the business unit. The overall risk assessment becomes
part of the decision matrix for approving the capital expense request.

1.4. Areas for Further Investigation or to be Added in Future Versions

Periodically the Federal Emergency Management Agency (FEMA) will redraw flood plain maps or
insurance brokers and underwriters may update guidelines necessary for review under the LRA process.
Crime statistics and zoning rules should also be reviewed. Development of a formal risk committee to
address the comprehensive risk list as outlined in SCTE 206 2014 Cable Operator Business Continuity
and Disaster Recovery Recommended Practices.

2. Normative References

The following documents contain provisions, which, through reference in this text, constitute provisions
of this document. At the time of Subcommittee approval, the editions indicated were valid. All documents
are subject to revision; and while parties to any agreement based on this document are encouraged to
investigate the possibility of applying the most recent editions of the documents listed below, they are
reminded that newer editions of those documents might not be compatible with the referenced version.

e No normative references are applicable.

3. Informative References

The following documents might provide valuable information to the reader but are not required when
complying with this document.

3.1. SCTE References

e SCTE 206 2014 -- Cable Operator Business Continuity and Disaster Recovery Recommended
Practices
http://www.scte.org/documents/pdf/Standards/SCTE%20206%202014.pdf

3.2. Standards from Other Organizations

e International Organization for Standardization (ISO) 22301
Societal security -- Business continuity management systems --- Requirements
http://www.iso.org/iso/catalogue_detail?csnumber=500381SO 22301

e Business Continuity Institute (BCI)
http://www.thebci.org/

3.3. Published Materials

e No informative references are applicable.
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4. Compliance Notation

shall

This word or the adjective “required” means that the item is an
absolute requirement of this document.

shall not

This phrase means that the item is an absolute prohibition of this
document.

forbidden

This word means the value specified shall never be used.

should

This word or the adjective “recommended” means that there may exist
valid reasons in particular circumstances to ignore this item, but the
full implications should be understood and the case carefully weighted
before choosing a different course.

should not

This phrase means that there may exist valid reasons in particular
circumstances when the listed behavior is acceptable or even useful,
but the full implications should be understood and the case carefully
weighed before implementing any behavior described with this label.

may

This word or the adjective “optional” means that this item is truly
optional. One vendor may choose to include the item because a
particular marketplace requires it or because it enhances the product,
for example; another vendor may omit the same item.

deprecated

Use is permissible for legacy purposes only. Deprecated features may
be removed from future versions of this document. Implementations
should avoid use of deprecated features.

5. Abbreviations and Definitions

5.1. Abbreviations

ADA Americans with Disabilities Act

BCI Business Continuity Institute

FEMA Federal Emergency Management Agency

ISO International Organization for Standardization
IT information technology

LRA location risk assessment

N/A not applicable

PCBs polychlorinated biphenyl

ROI return on investment

SCTE Society of Cable Telecommunication Engineers

5.2. Definitions

narrative

Explains and justifies the ranking in a risk assessment

operating principles

Examines practices for alignment of activities to core strategic plans
that define the foundation of how a company operates

recovery plan

Documented plan by an organization that will insure its recovery and
continuity in the face of a disaster or other major outage

risk analysis

Progression from a risk assessment to quantify threats to an
organization, the probability of them being realized and impacts to the
organization
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