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ZISSt7|off A EH|of S 20| EZ) |§% 27510 210 Cist © 22 M USH=
L[ HslH, 22I0|HE O E2|AH O HES k=] & 7| Of(authorization
scheme)& Xﬂ SiCt Mot 20 E SoiM EE wetstALt ESt10%} St FH7HE 22

A0 Ch$t € 2 (need-to-know/need-to-use)E 7|HIO 2 M & O| Sl 8l ZHH| HAE E0| 715 3|C}t.

1.2 2 HEZ0| HA|=E 71 A7|Ofauthorization scheme)= ZH| 38AH7F 2E CHAEE B2 HEES
Hag = e FAE2 58510, 0|F Soff Moto| gle M2 74 EE(access control)FHEf, AHHOf| Fol &
Agtof| 7|8kst H 2 HEE (access control)7HX|, M| 22tEl HEZES & = QUCH

He| (Scope)
21 2 EF2 oY MH|A0 CHSH Q15 (authentication)f #St E Of(authorization)E LR ZE St ZE
HEC K| B = RHH|Off M2 |0, SEMI E30 EAI B! AEZ AE| REl0f oSt EAIO|= MEE|X| &=L}

Ao otE MMZS St HO|H &2 76HA| Yo, oatE= 215 T 2 E F(authentication
protoco)Of| Af A B0 2 &L = EEOM BAS AHHO|AE HEHE 5T HESIAJA Z2
oy B70| gl BHOIM 29 Bl HOR L

i O

NOTICE: SEMI Standards and Safety Guidelines do not purport to address all safety issues associated with their
use. It is the responsibility of the users of the Documents to establish appropriate safety and health practices, and
determine the applicability of regulatory or other limitations prior to use.
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3 MBtALE (Limitations)

31 = 2M0M FelelEE 58 7| A Z2EZ0 @E01Y| leh 2E BFE0| F2|X|0fOF ohrt.

Am

4 FZE BZE AU B¥ (Referenced Standards and Documents)

4.1 SEMI Standards and Safety Guidelines

SEMI E30 — Generic Model for Communications and Control of SEMI Equipment (GEM)
SEMI E128 — Specification for XML Message Structures

4.2 Other Standards

Unified Modeling Language (UML) Specification, Version 1.4, OMG Specification 01-09-67; http://www.omg.org/
technology/documents/modeling_spec_catalog.htm

Uniform Resource ldentifiers (URI): Generic Syntax, IETF RFC 2396, August 1998; http://www.ietf.org/
rfc/rfc2396.txt

NOTICE: Unless otherwise indicated, all documents cited shall be the latest published versions.
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5 804 (Terminology)
5.1 9| (Definitions)

5.1.1 administration (22[) — FH| S2H0|AUES AL, AHaE XA ST & 2ot RO E 23st=

T Z M| 2A0|Ct

5.1.2 Asymmetric Key Cryptography — Public Key Cryptography &=

5.1.3 authenticated communications (QISEl EAl) — OISE MME MX|st, HetES Bostn 22|s57|
oSl 2 EES F4ots |9 A¥ElS SN0 JSE ANS £ DS EMS TSICL ASE £

257t 2ot X= et ol Fletet

5.1.4 authenticated session (QIZEl HM) — £ 2 A0|AM= 0|2 session O|Zt DT Bt=0H|, 2 EZF0|AM
q

doldt= o E2|AH 0| CHASl Mo = MA AKX LSt AMBEl= & S2|8/=2F 4 52
EAM ZTZEZE ‘session’ layer 2F= = & X O|LC}. Authenticated session =2 session 2 MM A7 AKX}, AE|

= d
HE 02 = BEA Felot ME|AS HEL.

5.1.5 authentication (91Z) — AI2X =22 ZEZAMATL AHA|St=s "HAZ7F SHIEX| 0| CHsl THohst=
T M20[CE e 52 S0 ARE 4|

A8 3t Q9l1=(authentication)0| O|FO{ZICt. ST AIEXIE =0l 617 QIsfA = LS (password)Q| =HOI0|
HHECE 2 #E2 OS2 08 ZzMAo QAFTS AGSHH, AtEXH(human user)e| QIF2

K| 45tAH L A= 5HX| pE=CF

—

E 2|5 (public computer networks)O| A= &F 5 (passwords)S

5.1.6 authorization ({3t £0) — E™ AIE XL T2 M| A0 Ot ZZf(action)S A St= MBS 5 7}5t=
T2 NAE olojetrt. Aok & 0f(authorization)7t O|F0{X| 7| FOf QIF0[ BIEA| MAL|O{OF St= FHO
20[80f B},
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5.1.7 client (S 2t0|AE) — ZH| 2|2 A(resurces)0| H2ot7| o FH[Le| S4& St= {EE2|H0|M
T 2 M AO|CH 2 EZO0| A= ‘client’2} “client application’ & 0] 7} 2 £ EI L}

5.1.9 cryptographic algorithm (= 21Z|Z) — o0 Y= HO|EHE 2|O| 31= |:1|O|E1§ H1§F6§
Ho 2, &5 shencryption)2t 1 S2|= T2 M AO|C} BHY O] ==
T E M A(reverse process)S & 8l =(decryption)O|2tn 2SOl UHEH
keys 2t 0 o=, YF FIH YEHE LX| XSt B2 HO|HE SHIEA di=
5.1.10 encryption (&= 3}) — cryptographic algorithm & &

5.1.11 message digest (3| A|X| C}O| M| A E) — one-way has =X

5.1.12 one-way hash (Sthef sfj4) — Ol= Y2l ZO| HO|HE ¥ E Z0|2| A E(fixed-length code) 2
H2tS}= oF ghek Bisk(one-way transformation)O|Ct. O] Bi2t2 | =2[7| &S0, &= 7t5d0| ML}t Lot
HAX|= S S A|(hash)E A4S, 2 HIA|X] 20| of ofzZtol Hal= CIE sl A|(hash)& THS0,
HA|X|Q] 2tM M (message integrity)S A& StCH 2 ZA A= One-way Hash, Hash, 12|11 Digest 7}
=gt

5.1.13 Persistent Session (I{A|AEHE MM) — ZHH| A CH2(shutdowns) 222 ™2 == (power offs)2f
B otst A M™ =l Authenticated Session O|Ch ZHH| 41 CH2(shutdown) 3! AELE Q(startup) & HA|AEHE
M| M (persistent session)2| =Xt (behavior)2 £ 2 A 0| A M= A|M AEf 2 (ssession stat model)0f 2| =
HhZ w2t

5.1.14 Public Key Cryptography (PKC) — O|= Asymmetric Key Cryptography 2t & 3}, G O|E{ Q|
ot Sh(encryption) 5! 25 8|S (decryption)Off & 7H9Q| 7|(key)E AtE3l= 23t &1 2| S(cryptographic
algorithm) O[C}. S5tLt2| (key)= S7H 7|(public key) 2 X|Z =0 A7 EAH S/HE = AL, H|S7H 7| (private
key)2 X|'"YEl CHE key = Ui SHEIX| B=Ct StLES| 7|2 A2 3tE HIO|H = L S0tes CHE key 2Tt

=2 4= ULt key w2kt HAX] LSO M 2 HLSHA AHE &= 2 A]0|Ct.

.1.15 Secret Key Cryptography (SKC) (= 7| &&3}) — O|= Symmetric Key Cryptography (CH& 7|
hetn = ot0, HO[E{0f| Ciot %*iif(encfyption)s’-f &2 o =(decryption)0f o+ 72| 7|(key)2tE

ol= 23l & 11E|S(cryptographic algorithm)O|Ct. SKC &= PKC HCLC} WECH= O|™O0| U0 EHA
3t

= 3l(bulk encryption)0f| 22 2|51 A| At =ICt

5.1.16 Session (M|M) — & EMOA HEQ| HZO0| LCHH “session’2 Authenticated Session S 2|05},

CHE 0| A ™o =l session 1= F2HSICE.

5.1.17 Symmetric Key Cryptography (CH& 7| & & 3}) — Secret Key Cryptography & 7=
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6 T2 (Conventions)

6.1 Unified Modeling Language (UML) Notation — 2 HEF0|M A2 =l D& SofAQf A|EA CHO|0| A2
Unified Modeling Language ¥ 7| &2 [}2C}

6.2 Attribute Tables (£ H|O|E) — = BEEOA & S22 £9& Folst =55} 547 Il

M-EE= HO[E2| o= Chs1h 2.

Table 1 £ H|0| & =5l (Attribute Table Format)

Attribute Name Definition Form

6.2.1 Form (YE) — £4d2| HO|H F&EE Folotct. o] EoM ALEE= HOH fFAS 23st= O
A E|l= 80| &2 SEMI International Standards Compilation of Terms, 82 H&0| Y22 ESHL| 0 QUCH

compilation of terms £ %t X510 SEMI type O| & 0f Ci%t o|0| £ =9l 7t StLt

6.2.2 Attribute Table (441 E0]2) — & EZ0|A Ho|El 224 7to| Apg Muein 222} 87| 93

M-8 &= HO|E2| oA=& CtSat ZC}

Table 2 A2t H|0| & ¥ Al (Association Table Format)

Association Role Name Definition Comments

6.2.2.1 Association Role Name (¢ &gt 0| E) —HA| =l Hato| At 0|2 0|LC}.
6.2.2.2 Definition (B2|) — &9 BM =2 7|5 MYHIC}
6.2.2.3 Comments (ZHE) — G20 CHSH 2=7tX 01 MYo|LC}.

6.3 Operation Definition Tables (¢! Ho| HIO|E) — & EFOA H™o|=l QIHL|O|A ZFY (operation)S

2ot FE3} 517| fI8f AHEE[= HO|=2| oAl = CHg1t ZCF

Table 3 & 9| (Operation Definition)

Operation Description Type Requestor/Sender Responder/Receiver

ofg 22 &%

i = |

6.3.1 Operation (& &) — =+ (operation)2| 0| Z 0| L}.
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6.3.2 Type (§3) — ZH (operation)2| M| A| &l A|HEl(messaging semantics)2 oL} 2 H &0 M= Request-
Response(RR) 1} Fire-and-Forget(FF) A|2H El(semantics)2t0| AFE=ILCt.

6.3.3 Requestor/Sender (R HAHM™ LX) — RR A|THEI2 QHE St= 7|4 (entity) S Al HSIH FF A|THEI2
HAIXIE HESt= 7 Kl(entity)E A EotCt. “Client’, ‘Admin’, 12|30 ‘Equipment’ & StLIY = U2,
SE0[UE= & BT S T4t ZH|t S4I5t= Z& OfE2(AH 0|30 3T E &= AL

6.3.4 Responder/Receiver (SEFRHAAIXF) — RR A|THEIS QKO SEHSI= Tl (entity) S Al 2SI, FF
A|HEL2 TA[X|E =4Sk 71 A (entity) S A1 EBHL. “Client’, *Admin’, 2 ‘Equipment” & StLER 4= LTt
6.4 Operation Argument Definition Table (2 QI H9o| HIO|E) — 2 EZTOA Hol=l QIFm0|A

|
Z} ¢l (operation)of| Lot Q15 o1l 555} of=0| A+ &l H|0| &2 Cha1h 2L

Table 4 Z%} 214 I 9| (Operation Argument Definitions)

Argument Description Kind Form

orf 55 #=  |ofz) f

1/

o
Ju
o

0
P

6.4.1 Argument (@l=) — Q1%=9]| 0|

ol
mjo

YA

rot

b},

[op)

4.2 Kind (%) — & (operation)d]| CH3Y “in’, ‘out, ‘error’ Q== = O{tH QIZ=0IX| BHA|
&g fout’ A== MOl 7|5S SHX|TH X Y(operation)O| &S U
X+l (operation)Off CHSH A Jhsst BE Q@ Z(error)7} S EJIE| XK= &K

07|10 Lt =l Ct.

6.4.3 Form (YE) — 2/5=2| H|O|H RS HAo|stCt O] YoM AtEL[= HlO|H EtAS )
A = 80 &2 SEMI International Standards Compilation of Terms, 822 HE&2| QL2 XL &L 0

| I R

compilation of terms £ %510 SEMI type O| 2 0f Ci%t o|O0| & =0l 715 3LL}. .
7 HHE (Background)

7.1 SEMIE300f| A Ho|ot= LAl Bt | ZH| S4 0| M=, tHY S2F0[HE 0| Z2[A 0| MTH0| &
I o] 2 Zksotit Ol S2|H T™& 4=Th(transfer medium)O| ZHH[O| StLEC| Al2[& #|
O ZA(serial cable connection) [ SK&SICE  Olz{st THHO|A, O{E2|FHo|M0ol Al
O &l(machine) @ 22| Al2|Y AZATHS HISY2EMN StLIC| S2I0|HE O E2(AH|0|M0f Ciot ZH|2to|
QIE{IH| 0| A THO| 3 & & T

)m

r
0

Execute process

program
—— [
console

o —
acknowledge
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Figure 1
Al2| e A 0|22 53t &H| 54l (Equipment Communication via Serial Cable)

7.2 ZH| EMO| Al2|Y #HO|S(serial cable medium)XAl Ethernet © 2 O|5&H0| M2}, SEI0|HE
- E(node)of| M HH|Z2| A2t M&S EIChs 2 SO HEY A 42| ZE S20[ET FH[0| RF S
MEg 4= QUCH FH(Le| S4lS A & £ &=X| 9i0|=, #THo| RO E S2t0|AETHO| ZHH|2to|

= _—
40| 7tsot= 5§ ot= A0| 27ts5tEt

Authorized Data Collection

Request — |:|
L
Il

Unauthorized Data Collection
Request

«—

Figure 2
o|Eull S 55t ZH| &M (Equipment Communication via Ethernet)

3 ZHI7HEL HE JEE B O o2 o ¥{Rt3 =Cta stoets, 34 S A &5t= B2 S20[QE
ALO|9f 20| A(race) 2740l = F|fSICt Ol= HAS Z[XE A Edt= S2I0|AETH FH|QF SAlE ATHO|
gle 490z ®E2 i@% 0o 2h2 first-come, first-served” 78 MESZ, O|2{st 2td2 FH|
2| A A(resource) & S £ 253 4= QiCt
right | wrong
right wrong client client
client | client 4
i Right client attempts to connect
! . first, is granted access
- i right wrong
| é:?er:t | | vt\:llrizrr:? H | client | client |
H Right client attempts to connect
1 second, is denied access
:ﬁ
Figure 3
First-come First-served S 4! (First-Come First-Served Communication)
Documents
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(resource) S Z I E St= 2Lt AT HHHS

|_

. 9h T|7H SEH0|ES| ID (identity)S L1 ACHY,

_l =
= e S 7HK 2 A=K E THE 7HSOtT.

8.1 = EE2 M= TH|o| S20IAETL AHHQ SLI0| A ZH|Of tigt 2SS &AISHE HAHUS

8.2 Central Administration Model (
model)2 Of2{ Figure 4 f ZF2 HtAlO Z I

Client

Authenticate

St} O & floH, 215 EAtet FH|7F 22H0|HE
x

~ = A
o =
EZS 5 UBE Hel 2US X AsH7| ek 7L
Mol

4 CHO| AP Of 0| &|0fOF St %
R 5k A 7| OK(scheme) S

2| 2E) — = HOot 22| 2 EH(central security administration

LISl

Client Credentials/
Authorizations Security

d

u

Admin

Authentication/
Authorizationinterface

Equipment

Credentials/Authorizations Mgmt

Figure 4

HOob zta| B (Security Administration Model)

8.2.1 Security Admin (29t ZHZ|X}) — HOF TE|K(security admin)=
S20|AHEQ| Aot Yl Jt55 42 AHH|0f

o

gelottt. S2t0[E AA42 2t

2+2| (administration) QIE{HO|AE

QI3 O Ba|Rte S2L0|AE AfO|
o= 2| A 0| M| Lj 5 T4} 20| Eha

Iﬂ

8.2.2 Client (22}0|YE) — 2210|AE = R}AlOf
o

2YE=F FH oA Al 2

8.2.3 Equipment (FH|) — 2| ZAGAM FH[Q| At
Hets 7HA N, MHdE 2855 220|UEE ¢

=2 =
MAd0fl THal O & AlldtE O]t

Full document details: SEMI E132-0414 (Korean)

|HEO CHet Al FHeo|ch =20t Ha|Xe 2 BFEM
310] ZtH| Matnp 22I0|ME XIHS DE|SCh XHHES olst

=
MotE AHYO[AE = EMOIA Y2lEX| E2H, 2

Soio|UES RAHS #

3l
o
SCio|AEQ| dots d7¥stn, gelol Jgu 152 A

lo rot
rot mjo

N

—

=)
re
Im

2 EHH|Of CHSH O 2| JHHE M™stD, Mo|=
Ol=sl 1, S2I0|ME AT HHUS AMSIN, MY
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8.2.4 Interfaces (QIE{H0|2) — QIF, Bal, M4 4% QEHO|AL S20|9lE ID(dentities)2 H3HS
Mot 2T B Ch MMOIM ROl E|Lt, AR AR 7| (technology) Tt I 2 £ 2 (protocols) & CH2

S
E HEEOM XM5] Zol et

8.3 M= A /S E 91F (Challenge/Response Authentication)

831 AT Z2M A= SEO0IUET FHLM2 S MUS X=2 A=Y I AIZHEIC O] 28 S +15HH,
YH|= S2H0|AE| A ID(identity) S S AI=SCE HH|= AJE MM HOIEE 71 2l (private) T2 &=
71(0f. password)E ArE3H0] Y=oletez=i RS S2HO|AUERO & + UA=F othh. FH[=
SCHO|HEOAH 2 E S/ 7l(public key) 52 S7E Y= 7|(secret key)E ALESHN HIO|HE = 3=
St= SZH0|UES RF¥E HEY + U=, UY &3 si5 HAET L HAEQ UX|SHH

o=
S2t0|HET} =l E A 0| L

8.3.2 EE| =l 2|5 H=(outgoing connection)| A2 EAl 7|&0| AL, ZH|7} O|HIEE M&

CHETS

YHl= HEA| 4 =270 RuotX| ASO0F otrf. O|= S2t0|AE FEHE(endpoint)0f] & H|A|X|(ping

message)E & 3H0]

§ I_
SHECR 0|5 AMZ+ U= HAHLIES Z2ISH| et
8.4 H3t E0 (Authorization)

8.4.1 YH| Y2l MH|AE ARESILAL 5= S2I0[UE 0| Z2|H 0]
HMo|=| ZS2IO|AENH APHOY M2 AHE (access control) Hot2 Hojst = Z2}0|
C

30151 #H ot E 0 (Authorization)7f L3 =ICF QEFAE O 5%+ S E(operational flow)2 CH 1t

Ol ZhSOCHS 1411 EX). & #E2 X S2t0|fEZ 2 E MHE CHE

M2 HEA| i HetS ZHHOF Shf.

¢ Authentication and Credentials Exchange (1= & X}z Wz — S2}0|HE O{Z2|7 00| ZHH|0f sl &

ID(identity) 2 QIS8T OIS El MM ARSI}
o Session Established (MM MF) — Hu[7} Meimom Zalo|le ofZzH oMo Hete

i Al(cache)St 1 Hot2 MEH M=l NMaF HEA|ZICEH

—

e Service Request (MH|A 2K) — Z2}0|E O{E2|#H 0| M0| MH|A 2K & siCt.

e Privilege Validation (Mgt 4F) — &H|7} S2t0|E O{Z 2|7 0|42 ¥ S 10 & Hotof ofs

HZ=s}C}

e Session Closed (MM Z2) — Z2I0|QE O{Z2|A0|M0| MM ZS28t1, BE MM ALE

27| opE| ALt APA| = T
8.4.2 ZEO|AETL Z42fo| MH[A 70| s} ArilsS ASoHA| B7| MEof, #et
0

i i |
SCtO[UE et 2ASE Mo i +~AHECh o= M2l F¢

L=

=
X| gk (connection-oriented) EA T2 EZ 2 AF2S|OCE SICHAHLE, OISO REE ZZEZ CHAH O X HA =
=% &|0{OF StCh= 2|0f= OfL|C 2Hof A = EZ0| YEE[X| RUCHH, MM 2 ME Hd0o| 2P
AF mRAA S HOIE M AEXt| 45 Bolo AE 4+ YLt
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xE Ak

QI& (Authentication)

©

Authentication Message Flow (215 OA|X|
S E(authentication message flow)2 Flgure 5 QA
= =2 HAIXE LEIWD, Heol 4
HAIEHS Z2EE0 Yoot
7t & UK 7HE2

HEICH 20 AMB(s erver)9_f

|=_|

2

>

f

il
=
=

2| mat,

=Ch 212|F f

(parameter) 7} 3=

25
O
et
=2
o
A
T
Lo 7|z HENM 2F

FH|(equipment) =

9.1.1 Session Request (M|M
HH, SH=

2Y)—
| 2017

2 HAIRlE a% | Hw EE<PN
A
s e

d1p 0ol 2l

& o

r=
ok
>

re

T = Figure 5

A
’

Xt

(=]

=]

=2

of
il

m
ﬁo

=

T2EZ Z

st}

o g
B oo

Ar
mo rir

9.1.2 Equipment Challenge (&H| M Al
gHl= 250 ArgE Y1EES
NN = | E 2 M A|E SO}
O 7 12 2= (parameter) C{ 410 277} &t
D2EE0 Q72 FIIHO 2T}

A

) — MM a0l &
5 Mk M(aﬂ 7%6_
ol=3} 4 9

Lo =2

I
=

o

9.1.3 Client Authenticate (ZZ|0|HE
An2|FS A N(EE 5T BR),
M AlgtCE Ol gt o2 Fefo|HAERIOl 210 MH 7L 4
sfAl(hash)2 SHBICL 21T ZEEZ0| A0

St
HEE o ALK Ol F= o W0 Ar8kls 2X €12

AE 7t

_._
o
[

uju

2to|

AN

ol=
[
=
o [
Ct.

T

0l
ofs} Hol=lct.
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U HAHYES Z2[otHK|

12
FOJ
1

e 2l

ot 7l(key)2 Y=otz
2tO|AET} Y

20N BAlE £F

oL

[

Ch. 2 #&0f
EAte FH| 7|5 SR tie H2

F9| Q1F MAIX]|
s = -ﬂ|O|EL(handshake) =30
2 HO0|HE FA|StCt AX|
HAIX| =2 GIOJE Of7Y
=22 MF Atet

5} gl
O| At EICE.

=o
= = —
YH|oA 278ttt o] HAIX|E
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Equipment

Session Request

- Algorithms
- Equipment ID
- Challenge

Client Verify

Client Authenticated

- ACK
Figure 5

01% M|A|X] S & (Authentication Message Flow)

Equipment Challenge

- Client Id
- Session Secret
- Client Id Proof

Equipment Verify

Session
Authenticated

Client Authenticate

Equipment ACK

S ST N N A

Table 5 ZH| M= Al 0§71 == 9] (Equipment Challenge Parameter Definitions)
Parameter Description Kind Form
Algorithms 7|(key) Mg, 3F W3t ShA| 7153t GlOIE A=t AbgE  |OVUT  (ApgE gaelEe
Yot A M2ES A B} SEEHECET
™SI, Text
Equipmentld | Meyel =2 & 20 Aol =l 5 U3 moto| Fu|of ouT  |Text
ID(identity)0| O, &% 7|HF A 7| Of(scheme) 0| A2} Z0] O| 2
Al o} 20 ZHTHSF 4 9T}
Challenge S2to|dETL At g AIBBES st 20|, our - |Text
S2t0|AETt MBS 2 E |0 E{(random data) S £ &S}
gh= XA (reply)O| = X| ElCt.
error O ALX| RR7{Lt B 8EX| R3H(Illegal) B A| | O[T, error |8 oIE
ZZEZO 93
Holg.
Table 6 22I0|HE Q1= Ofj7f HH== 2| (Client Authenticate Parameter Definitions)
Parameter Description Kind Form
Client Id MEHE| T2 E 20 |6H & o|E| SEfo| 22}0|QE 9 IN Text
ID(identity) 0|0, 2= 7| gF2| AF|Of(scheme)Of| M 2| O| &
Albﬂxl.gl. 7I-0| E‘g_/'\_ol[l.'
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Session Secret o1z w2 M A0 M DR, HEHO 2 (randomly) 4 | 3}l Binary
HIO|E{O|Ct. TH[2| S7H 7|(public key) 22 SHE 2=
7|(shared secret key)S S8 LSSz =0H|, AFREl AF|
o2 EF 7| m=h(key exchange)S {8l MEHZl & 12| Z0
tah ratElch
ClientldProof syt Sato|i=gto] @ 4 Ui =S Abgeto gojo]  (IN - Joresstel Binary
HO|HE &= 3lst ZAS 2, ID(identity) 0| st S2t0|HEC
S 30| 7tsotH, 1 o= M CHEZICH HE
| O|E{(random)= ZHH|O| HE A E2EH 22 12 EH
T E ool Y # ALt
error Of A4 X| RYALE IS HOf L (illegal) B A| X| O] CF. eror|npgE olx T2E 0|
olsf olg
9.1.4 Equipment ACK (ZfH| ACK) — XH|7| E22I0|¢EQ| 8E S HEsl1 2 AE 05 = [ PNPN
LHOI A metEl Md =& =QIotCh S E(acknowledgement)2 Ll 2 52 = 9f dffA|(hash)of
S EHSh= O 7K HH2=(parameter)S ZBHSICE D El M 50| Cist Dh4 2 12| =(derivation algorithm)-2
ZH|2t S2t0|QE ER0|A YeiX|H, Z2E2 HFEL| YRO|Ct O|F S 20| E7t dljAl(hash)2]
d43oz ugg gole = Ut 0| MME So s TEE A2 F((key)E AHESILE 2 EFE2
HolH7 248E M2 S Y=zstd Harzt glon, mHdE 27t MME AE5n QSH
SEF0[QIES| Hot ROIE M AFEEICH= HO| FloHOF ottt MEHEl Z2EE S22 AL E 7+
7|50l Baoj o5 X750l 227t Fol ™ 4 glrt.
Table 7 ZH| ACK Q1= 9| (Equipment ACK Argument Definitions)
Parameter Description Kind Form
ACK WSEl MM QS 22 E DA E |0 E O] 8A|(hashyo]m,  [OUT QA S SLEl Text.
O|& Sdfl ¥H|7} 22 E SHIEA =W =X 2 Qlotct.
oH = ]| 0| A (handshake) A| 2 A| S O] =l S{A| &1 2| F(hash
algorithms)O| C}.
error Of| & | K| QEQAALE H-SHX| 42 Of| Al X|(illegal message). error ABE 5 2E
Z=EZ0f o3t Ho
error HHESHA| @2 047 B ==(illegal message). error Ar&E £ 2E
ZZEE0 ol o
error oI M. emor A8 E S o
ZTZEE0 ol o
9.2 MM AR X} (Session Identifier)
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9.2.1 EstablishSession 2 A (] 12.2.5 £xX)0 2 Hizl=l MM id= 0|F 2| EAOIAM MMHS Al F
2oz M AFEE 5= JUCH MEXH= HAIX] HE0A S5 o C(special head)of| ML L1, S4 HA|X|
A 0§71 B 4=(formal parameter)2 ZBHE|X| FOF ZHZto| QIE{HO|A EFOAN Holgh l2 T2 (original

structure) £ R X|SHA =IC}.

rH
ok

>

10 o

10 P8 204 (Authorization)

10.1 @3 20 742 (Authorization Overview)

10.1.1 HH[OAM #to| ERot MH|AE AHESIAX; 5t= 2= S2t0|E= #Mots 0 20pof Shht
ot —?'—01% Yo|E SEI0[AUENA M Y2 HEE HotE2 RFOot0 FLoik(1, 1 0|=0f S2t0|HEQ]
QH0| e A5 S Sl O| FOTIC AL 7hstt Z & #oh2 MH|A HHAo| §2 HEE Aot X5,
Ol &4 MH|2L 7|58 HAA7|= detat 22 AS0|0, ok FH| MZEAZE Fele o MEH el
CHAol FohEg =Zatg =k Uk 2AFE MMM Zhset ZE MH|AO CHs] 20| &L=
C|Z E(default) #oh2 O] EFOM HolE|H, 25 FHOAM X ECE O2{E=2 FH| AEXt= FH|Of
Oiot 2ot A2 QIS0 oPEiM 2 4= U= MEES 7HX| L A2, O|= F2|El 2 & SEt0|UEQ
Oish 2= H2 det2 X[ EL 22 M 7Hsotot
10.1.2 Figure 6 2 & HTO|AM A O|=l Role, Principal, Privilege AtO|O|A1Q| EHAIOf CHSH =AXQl QS
HOJZ=C}. Principal € @Z2X| 6tLEQ| Role o2 HY ™ | AL, SlLF =& 1 0|ArQ| Privilege Of 8l & =ICt.
Role 2 StL} =22 1 0|2| Privilege Of CHs{ TRSHA Ay = U= Hgez FolFO, CHE
Role 282 F/d& £ gICt 0 7 2 1 0|2 Principal O X|CHot o 72| Role Off HiEE %= QACH
0| 2{t 2tAH = Access Control List A E2|(entry)Q| HE|E Eoff Al E = JYS M, 110.2 0| A MHEICE

Principal role Role

0. - 1
0. {>_(OR.‘} 0.
privile_g,e‘s'f privileges
4. Privilege L
1
Figure 6

ACL 9| =4F ol (Abstract Model of ACL)

102 82 HEE =& (Access Control List)

1021 M2 HEE JHShaccess control privilege)2 Access Control List(ACL)S A3ty o=
E

Z2}0| A E(Principal)0f| X|™HE=ICt. ACL 2 ACL 2AIEZ|(entry)2] Elet(collection)O|d, 2t A EZ|(entry)=

=73 FH(subject)oi| CHaH 7tsot Hoto| St Tgl(subset)S & &2tCt. ¥X1I(subject)f =4 principal,

Q9T 0|22 JHE role, T2 RO Cfsf BN QSE DE principal 52 CHEE % ULk
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Principal 2 HA|El #ot Z2F0|Ltrole 222 XS S8 AHYH = Hotg 20 &2 == ULt FH= 2
HFEO|M Hooh ACL 2 H| 2{2-d O Z2|0f K& 3HOF StCt.

10.2.2 Role 2 Principal 0] Cist Hst X|H 2| S tha31517| Qo AP =0 222 9] 123t Role 2 ACL
A E3|(entry)2 7HK| T YO, S role Of MBE HSHS HA|BICE O|2{3+ M 0|5 HBHS IHr{0f
Sle= 2t2to| principal Of CH3H RoleAssignment ACL 2 Ed¢f Z#st0o] £ = %= QIC}. Principal 2
RoleAssignment 22 O|S0|A M= HA|X ASHO| = Z(PrivilegeAssigment)S 7tX| 0 JUO{Of BICH &
s REE VHE = ik

ACLEntry
Subject 1 1 | PrivilegeAssignment RoleAssignment principal
id 3 <
subject 1
Zﬁ 1 privileges
1 role
1.*
Principal Role Privilege
privilegeld
1
1
Figure 7

ACL 9l Eg| 4™ (ACL Entry Description)

10.2.4 ACLEntry

10.2.4.1 Figure 7 2 ZH| &0 Al ACLEntry MM 80| AtE[= SeiAE EEC (111.3.2.3 & X).
ACLEntry & 5 =E&09| ACL QA EZ|(entries), PrivilegeAssignment, RoleAssignment O C{st FA& 7|£2
S £0|CE 2t F=H|(subject)Of| CHSK StLES| ACLEntry 2FO| EX| 7tS3HH, S K| (subject)of L3l +
B AEE|entry) FIHE AESts B9 QEI HASIINT 1132 FxX). 2 L s HE0 A0
EMSHA| =L

10.2.5 PrivilegeAssignment

10.25.1 O] S22 = FOIT FH|(Principal 22 Role)@t FH| oA 0 HIFE #ot AfO]o AHEtS
Z O|StLt. Principal Off CHSH PrivilegeAssignment = principal Of |35t #SH0| HoL= 2= HIS
M™SICE =0 El Principal 2 PrivilegeAssignment ACLEntry L} RoleAssignment ACLEntry & SILIE 714 Of
orCH(f1026 FZ), ZH20 Cish ottt =2 1 ofyel =2 “tE = 8Lk Role 0 Cfgh
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