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EEWTS, JIRERSINLITHAY By a LITERR THD,
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6.2.2.2 E 7 (Definition) — BHHEEATT ORERESC B A FEik 975,
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6.3.1  /&/F Operation) — #{ED A R Z4E E T 5,

6.3.2 7/ (Type) — BIEDOA =V OEWEIEET 5, AMEAETIE, ER-IGZE (RR) BLOREVEIY (FF) D
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6.3.4 BT 5257 (Responder/Receiver) — RRDEIRIZHOWTIE, BRIJGETEHT T 4T 4% 5IL,
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NAERE CHOHAIIIBE N TH -T2, TOIHRBEEETIX, 77V r—2al NEITESNDIEE ~DUIT VA%
ERLTAZLIZLY, DEDDITAT U NT IV —2ar PN EE A~ H T = — A TXA T AL
BETHD,

Execute process
program — |:|
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X1
YT T—TICKBEEERE

7.2 PEBE VTN =T VORI —F Ry MIBAT T DL, XY N —7 EOEEDITAT N,
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ATADREEDFREZ LD, HEREZ B X BN TAT U NET DB LBE T 52813 TE 2D,

Authorized Data Collection

Unauthorized Data Collection
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7.3 T2 Z IEE N R NI — IO H— DR O BLRIZT 25T ANDEL T, #ELIHeT 2% 80 r7
AT ROFEEIRBEITH L TUTKIRE L THETI TH D, ZHUTEY, #5RANCIEE S 0 LI e L2 T4 T
VNT, T2 FDITAT U RINE DR EDSEE LG TEAMEREZ 5 256N T Th, 778 A&t 53hbe
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NS
A3 THD,
right | | wrong
| right | | wrong | client client

client client !
E Right client attempts to connect
! first, is granted access

_'—>.
i
I
I
I
|
|
! n
right | wrong ! | right | wlrlong
client client H client client
H Right client attempts to connect
i second, is denied access
|
_’.
I
1
I
|
i
B3

SENE (first-come, first-served) @{E

7.4 MEFR A G- 2 DN FAT V NATFIZERE DY ) — ZOF| AN A S B 591275, L0/ Fiklg, &
TITAT MR TEEE T2 77T AI0ICERTHZETHD, HEBITAT DO TEEH->T
WAHEATE, EEIL, TDOIIAT VU MIROBERIZHET e 7= DITHER A AT 5- XN Db DEETHZENTED,
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8.1 RAZ A —RTIX, MIEEE O T4 T N3G ZRGT 2RI EE 2L CRRRET D720 DA =
ALETEFRT Do ZOZEERGIZTHOIZ, AL TR = H KB IO ORIOEE 2L > TI/IA4T MO & %
EETDFEOMm T2 TRLURTIIIRO20, KAXH —R T, HERRAT GO0 Dkt H A% — 24
BIOEFEHET VAR =N D7D DAN = A NIDOWTHEFRT D,

8.2 FEPEE T — PR 2V T A E BT LV OMEEIRDK 4R,

Client Credentials/ ]
Authorizations Security

Admin

Client <

Authenticate

Authentication/
Authorization Interface

Equipment
4

X UT4EBETI

Credentials/Authorizations Mgmt

821  tF=VrrEPE (Security Admin) — BX VT4 EHIX, V74T U NOBEFBELIHITL, 7747k
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Zyzﬂ'r;)?4 LI TAT U NDB DAL ZT 2 — AL, KLETIIERET, 7947 T 7V r—2aNo
REEFRRIZ TN THD RN G D,

822 T — AT U NIBI Y TONT-EKREELIREL, HEE ISR CRAEL, #Fitsii-tyia
VERENL T D,

823 A — BEHEFLICBITAEBEORAENL, EEOYX 2T AEET T AT AR L, BRI
MEBRAT G- 2R FF L, 7T7AT V MeiRGEL Ty v al BMESLL, 7 TAT V NOMERA 51~V EREL, FbD
MeStsSn-ty s a Zmf 522 Th A,

8.2.4 /‘/577I~x_;biﬁ B Bl al BB DAL AT =— AZOWTUR, 74T L ND TEEAERR AT
B2+ A AL IR, IR T ATETER TS, UL, ERRICHEHAISN LT a2 O3, BIOf)
JBAZ L H —R CTERINDHEE LIS,

8.3 ?%V///VXUL/X/ W esYt74

831 JUIATUIPEELEDBE Y A RN LIDE LIRS, FRREY e AN MGEID, 2
ZOBEREZETDHE, ITATUNIH L TlRE DY TEHEH T 50 F Lo o5, 7947 MY, EQ‘ZL
7204 T U MNEF RIS TOD AT —F 3B — (B 21X, AT — I\)é”ﬁﬁﬁ LCEeyiarBNAERT 5
OENDT —Z RS L LT UL 7e b, 2EEY, 7 — X2 E 53570 E0 Y Toe, ST HAMF—
FIIHFTIHIMEX—2FEHL TITA4T L MOBEREIRFEL, @ﬁéht T —=HAINT VLA THRAN—E TS
LITAT NI HERRE LD,

832 ILENANUIEEE T DIOITRIDRIE A RT T a AL LT FUXR DRV RIS B IOV T,
EET, ZIETRVAREN THLIIELREEL TR b0, 2, 77947 MO RRA L MIXRLT,
pingAy —ZEETHILICL-THEITTS (114.1.1 BR) , AL TIE, BAEIL, SrShiztysarar5
AT VIR ERI DT RARA L NEEF TEDAN = A LIZDOWTUIERL TR,

8.4 FEIR(T4 (Authorization)
8.4.1 HEE FORRET —EREMOHLIEWIAT U MNE, FEFEITTEXAINNHERE -2 bt

BV, HERRAT B3, e TERSNTWDITAT U MTH L TT 7 B R E B 2T B 22 LI k> THRIEL,
DB TITAT U IDOERIZKH L TF =7/ SND, —MKHVREIEY 1 —| 3R DIEY THD,

o RILBIERTEDIEM — IFAT VN7 IV —ar BRI LU TEDO Y ILEZREEL, SRarsni-tyy
A wMESLT D,

o ToralfE — WEIIF T TIOIAT N TV = ar DR HER vt 2L, TDORRERHTT
WAERRS IV By S a | BEE AT B,

o VBRI _JIGATUNT TV r—aid, B REREETTD,

o JEHERRGF — EBIL, IIAT U NT I — g Al EIN Y THNTWAEREIZ X L COIAT U N T ) —3
aw)%ﬂ%%:ﬁxj N

o Lo la—IN— AT NIy arEIa—X L, TRTOEy a REERIL, Ve HANT
VT END,

842 UIATUMNITNBAKREE Y —ERERITH L CRAETHD TITRWVD T, FEORGEL, FDrT74A

T U MBS NI ZREEE 2 s a2 L TEITEN S, _(D_é: ;UM‘UB NI ENIE 5 b:ﬁfé%u\

R T AR OBE T T VISR E TH LV L, BHAWITERGELY El}‘:lll/l/’\ﬂ/@ﬁ”\f@?ﬁfﬁf

FATLRITIUZZRDIRNENI ZETIE R, REET ahaipnaxsia LA ThHLY A, A J:.\%‘ijoc/wa

MOy a AT LS TR T DZENTE, By al ML B2 AE Y m e A IR WSS,

1 AEETIE, EEBV—CAFRIIE RO R =Y OT /A E T B0 D AN =X RIHOWTUIEZELR
W AERECEBSNDRIEBLUMERST B D AF — AT, 77V —a LV SN D, S EOMRERE HiC
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X HE N — YT 7 EAOERITL, B, AR TERSNOBFESNIBIE v ar Z2MMT 277V r—varo
BETHD,

9 EASE (Authentication)

9.1  RakAvot—7r— — WEDOya NI ORGEAY TV T n— %X 5 1R, RENIAVRY
== VPR EN L EHE R Ay B —V 2R, ZOBPIIH Ay -V N TSN BEERT — 2% PR
TD, EREDO A=V AF T B LB L O 285 57 VTR BUKAFL T, WL<ODDENNA
= URT —HRTA=FEIBINTELN, ZXHIXFECTHDL, TAVITIR LB BV EA DNEICD
WL, BOET~ e R TR S ND, T — N EEEE L) -HFRIZ RIS 35,

9.11 ek — ZOAyE—UICKY, WEISRIE v al ML AR EN T HIOICER D, BT
DAY=V EZETDHE, K 5 IR T INSREREN N == 2T %, ERDPIZ T ANSNR2WEG AT,
FETTmrVEROELEHLOWVTITT = Ayt —VICIVINEL, #kea s T2, WEF YL PaB ],

912 HETrLT — Byl alrBRVFRINDE, HEIIT v L o DIZios ULE T 5, 2EEITREAE (%
BI LG ) AT T ATV LEZRIRL, 2B KOG ZIRMEL T, 7747 MR TRERET AL912
FxL VT Dh, ZOF XL DN, VAT U NEE SLOGERZER T 57T O 57 DI TED, IEF72/3T A
—ZDOROVNZZT—PRLZENHHEVIZEIEE T D, ZOBEE YR — M D70l HEns3E 7 vk
DV DOMBEMEIZSU T, BT — RSN IR A2 b b 55,

913 IS TRAE — IIAT NI = T L DTN EL, BIREN=T NIV RA LGS T 2856) &
EEOH TEMRL, 7747 NEROE SLAEAZE/R T 5, ZORERE, BEL, 7747 U NEF BT
TH—ARPRIECELF — Lo T B LENTA SN DT H LT — R DN 2T Db, 74T MIE>T
Yo al AZEHA ORBIE WL ARSI, AR EICEFEIND, ZOMBEREEST, N Ryv=—20
WRAE, Z D% OxFREE B LA LIz Ay — U2, SRAEY T bV Al BE7R ik B - 72 Db v v a F—
IRAET D, ZOMBEROZHIMEFASNDEEOT VIV ALL, (EOAXH —RTEHSND,

Client Equipment
T |
| |
| |
i Session Request i
| >
: :
: Equipment Challenge | | - Algorithms
¢ | - Equipment ID
: : - Challenge
| |
- Client Id ! Client Authenticate :
- Session Secret | »
- Client Id Proof ! | | Client Verify
| |
: :
! ! Client Authenticated
| |
| |
:_ Equipment ACK l
Equipment Verify r i ACK
| |
Session : !
Authenticated | i
B 5
B AYvE—PTo0—
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K5 EEFrLUSRIA—SDER

INTA—L EFE ez

F— 2, —Ji Ny aOERE, T — AW LIl 9 DN 5 | OUT
LT VTV X LZTHRT 2,

T4 —A
TXAR, EHENDT A
VR LEHBRS D= DX
BIsi=7 4 — VR fr&E,
FX Ak,

Algorithms

Equipment Id | %&{E & o0, EBIRSN =7 ubV Il h> CTERSWS EMR 7+ |OUT
—= YR THY, 7SAT =R R—2AD AF— L% TOL Bk 5T O
O HIcTED,

IIAT NI T D747 U NARDFRRFEER, 7747 R34 |OUT
AT BIDDTH DT — B d I, AR,

error RIEFIITHILRNW A E—, error

Challenge TX AR,

SN EDTRIAET 1
raUZ Lo TEERSND,

K6 VATV MRINFTA—FDER

INTA—=Z JEFE FEHH

Client 1d IIAT U RDOH T, RSN -7 b2l > TERSWDIERE |IN
7 A=<y ThY, /RAT =R N—ZADAF— LFETOL il
BF DI HITTED,

RBRE 7 R AZE A 7RT S MTERSNDT — 2, Zhud, F— |IN
DIHIAEHSNDEBEOT bl BLOBRS Nz T /LAY X
LITRAFL, EEONBAF — F eSS 7 A g — 240
AL s F{hsn s,

Z4—A

FRAR,

Session Secret Binary, encrypted.

Client Id Proof |=® 7547 L NEF D TOARBE B a7 50T |IN Binary, encrypted.
B NT =L DR E, 7747 OH O H UL T2, Zh
X, BALELUTHERRET D, 70X LT —H1L, EBEOTF XL Vnb
DF —HEIZFNNSIRELEZT — 4,
error REFFITTFHL A —, error S NDFEEDRGET 1

P IS TERSIND,

9.14  EEACK — HEEIIIVTAT U IDOISEERGEL, ZORKDFRIET b Ay —I N TS L
B alr OMBEEREMR T D, ZOMRISEITIE, BEERO NNy 2F3ZOIRESNIZEFE R THD
ISTGRA—ANEFEND, IRAESNT- By ar B BEROIRET VIV ANL, ERELIFAT U ORI HF N> T
T, 7abhm D —ETH D, ZHUTIDITAT UMK, ™oy 2z BiE T DI S EIE A HAZ MGE TE D,
Ty arOFO%OBE T, IELTEEX—2FH 35, ZORZ X —RTIE, szt yrar 2k
\ZOT T — 2% SAL T DB T2, IRESNTZREE RIT By T ar OB B L URERES NI T4 T D
MEMRAT 5-D I1 A 45 LICEE T 5, BIRSN -7 aboL B L OFE I SN A EM O MBS T,
BIOTT—%ERTXD,

=7 EBACKDBIBOEE

NG A= JE 7 FEHH Zg—A
ACK RSy a RER RO OIRONTT — 4 DNy 2 Th |OUT RFEIRY (s o
D, TNAEEROBEBOELWKESALEFEAT25, ~yiaT
WAV AL, N RY == BIRRHC A B LT VIR A,
error AREFHITFHILLW A=V EZE LT, error R SNDHEDFRRET 1
bzl TERINS,
error RIEZR/RT A—H error fE S NDFEEDRGET 1
raLizksCERESND,
error SHAESRAL, error fEHESNDFEEDRET =
raic k> TEFREND,
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/P semi

9.2 N

9.2.1  EstablishSessionZ:k (112.2.5 ZR) MHiEN -y arvidit, ZO%DOBEDED Y av ZikhlL,
MEIRST 5258 C& Dy a ZBl T 5720 Hans, OB 11T, Ayt — 5 ORI~ Z T
HWOIAEN, BEAYE—VNOIERIRRTA—=ZTIHR2VD T, RIS T DA T o= AR Lo TERIND
JLOREEZHERFTE D,

10 #EBftE (Authorization)
101 RS G ORFE

10.1.1 EE EORHEY—EREMOH LW TAT U NE, ENEFRIT TELIDITHERE 5 2 b iuds
B MR 51T, e P EBSNTCWDIIAT UM L TT 7B A E S M T 5952 L 1c k> TELEL,
FED"RTITAT LV RDERIIK L TTFT =7 &5, [ FTREZRRFHEDE A 2IRITIE, FFED Y —EACHKRESR
FEONH TR HE S, B ML SN — B AL XL DT 7 v AE BN E ENDD, VT T4V EROMNOERED &
eI EMNTED, FBFESN Ty a ORI AlRER T X COY —E ATV BATEDLT 7 4/V OFEIL, K
AR CTEFRIN, T X CTOFRENRY R —RL2T U RBR2W, (- T, EEO2—WL, EEOEX2UT (58
Ml & FRREIZ T I U DA 7 ar idh, EUIERINIZT X COITAT U NIZOET 72 AR HEEEID S T
HZEIZE TR,

10.1.2 6 1%, ARZ X —RTEFSNLHa—/V (Role), 7Vt 731 (Principal) , ¢4 (Privilege) D& D
MR A RSB Ch D, TV 27 UTOE DD a— LI 5850y, OED, b LUIEE O FikE
At 5En5, B—hE —BICHEIRCED0ED, HOVTEEORHEO Y L TERSI, thor—1n
RSN 1FEAE DE— LT, Pab LUTIEBO TV LR EEND, 260 B421E110.2 12
M SNDT 7B A B AR N — 2l L CEITIND,

Principal role Role
0.* - 1
0..* 0.*
{XOR}
privileges privileges
1.*
Privilege
1.*
& 6

ACLOFTTRLSY FETNL

10.2 T ERGIEY AN

10.2.1 T RAEHORMEL, 77 AHIY AR (Access Control List (ACL)) i~ T, EFRSNIZZTFAT b
(FV 7 OW)IZE0 Y THND, ACLIZ, ACLZ U NIDaAL 7 g ThY, & MITHEE D825t LTl
FHRTRERR ERHED Y 7 B Mt 535, XP4E, FrED TV OV, am— I Ao E|, $7-138Em ~
DOBFENRRID U= T _RTOT V2 OV ERFTED, TV 27OV, FHEO BRIV AN I > TH 535,
HHNIEFN~DOENY T Lo TR B SN DR MR FF D ENTE D, Fil L, AMEERTERIND
ACLZ RIEFMEAEY NIRRT 528,

10.2.2 HEZFHERALT, 7V OISR DREDOE Y TR A IR L T& D, TNEND2=— 723
1%, ZOBENZEN YL TONI LR ETAACLT U N AB 5, FLT, ZNODEEL, Thafio~N&4
TV T DT, RoleAssignment ACL= U RIZEY, TV itht 5 T&ELH, 7V Lrig,
RoleAssignment £ 71 X7 U2 HEID 24 THI R O IR A972 U A b (PrivilegeAssignment) D & 65203 H LT V2
TR, W R OZEITTERN,
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