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213  HEBORAN ~ONET T 4T 4 (BIZIE TIHR2) 1L, HEOER X2V T AICBEL TW5E
BICDHFMShD,

22 T—~
221  ZOARZH—R, EHEOBIEICEELIEREX VT A DTDDHTARTAL DAERRIZEL FOHE A 12
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4.1 SEMI R 50— NI NGB A N T 12
SEMI E5 — SEMI Equipment Communication Standard 2 Message Content (SECS-I11)
SEMI E30 — Generic Model for Communication and Control of Manufacturing Equipment (GEM)
SEMI E37 — High-Speed SECS Message Service (HSMS)
SEMI E40 — Standard for Processing Management
SEMI E87 — Specification for Carrier Management
SEMI E90 — Specification for Substrate Tracking
SEMI E94 — Specification for Control Job Management
SEMI E116 — Specification for Equipment Performance Tracking
SEMI E120 — Specification for the Common Equipment Model (CEM)
SEMI E125 — Specification for Equipment Self Description (EQSD)
SEMI E132 — Specification for Equipment Client Authentication and Authorization
SEMI E134 — Specification for Data Collection Management
SEMI E139 — Specification for Recipe and Parameter Management (RaP)
SEMI E147 — Guide for Equipment Data Acquisition (EDA)
SEMI E148 — Specification for Time Synchronization and Definition of the TS-Clock Object
SEMI E157 — Specification for Module Process Tracking
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4.2 I1SMI Documents
ISMI Technology Transfer #04104567C-ENG — Semiconductor Equipment Security Guidelines — Virus Protection

ISMI Technology Transfer #07114888A-ENG — Semiconductor Equipment Security Guidelines — Intellectual
Property Protection

4.3 NIST Documents®

NIST IR 7298 Revision 1 — Glossary of Key Information Security Terms

NIST Special Publication 800-27 Revision A — Engineering Principles for Information Technology Security
NIST Special Publication 800-30 — Risk Management Guide for Information Technology Systems
4.4 ZOOE

Equipment Engineering Capabilities (EEC) Guidelines (Phase 2.5), ISMI & JEITA/Selete

CIM Joint Guidance for 300 mm Semiconductor Factories, Release Five, ISMT and J300E

BERE: BRERORWES, SIS TOXEFETEHREE T,

5 R

5.1 MEFEBLOBATE

5.1.1  DOS - Denial Of Service (—EADHBF

5.1.2  ECT - Equipment Controller Terminal (& = ha—FHiR)

5.1.3 EDA - Equipment Data Acquisition CiE 7 —#IV4E)

5.1.4  EES - Equipment Engineering System (&E = =TV 7 VAT L)

5.1.5  EIS - Equipment Information System CLEE {5 #H 27 2)

5.1.6  EP-ITS - Engineering Principles for Information Technology Security (NIST document) ({7 ¢
DOI=DDFEATIFHN; NIST FEITORF 2 A1)

5.1.7  FTP —File Transfer Protocol (771 /L#516~7 2hal)

5.1.8  IP - Intellectual Property. Example: IP Protection. (Znf4HAPE)

5.1.9  IP - Internet Protocol. Example: IP address. (f> % —3v k7 mhal)

5.1.10 ISMI — International SEMATECH Manufacturing Initiative

5.1.11 MES - Manufacturing Execution System (42 pEFEITI AT L)

5.1.12 NIST — National Institute of Standards and Technology (K[ P54 D= AE( LT FERERE)
5.1.13 OS - Operating System (AL —F 4> J T AT L)

5.1.14 SQL — Structured Query Language (5 —% X —ZDE HIRIESFE)

5.2 E#H
521  TFZoEX## (access control) — FRREE KGR A RRGE T DA E - C, IEMEPFE~DT 7 EAZHIRT5
&,

522 7 7Yr—=z2 (application) — = —WIZxF L CRIE DORREZ B HEFATL, A7 A4, B, £72i%
BEEMRIZT 7 BATHIERLGATTHIENTED Y 7 =T 7 a s T A,

523 THvr, FFHE GGttack) — VAT LAY —E R, UV — R FIIERICRIEICT VAT RERL, F-
I AT LOFEEMEEHIS LI ET DR,

524 & (audit) - VAT AHIEIOZ LA, LS OB FIAOESFEHEEIZTH201,
SEROTEEI DN LT L E a— SR B AT AL,

! National Institute of Standards and Technology, 100 Bureau Drive, Stop 3460, Gaithersburg, MD 20899-3460, USA; Telephone: 301.975.6478,
http://www.nist.gov
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525  ELEH# (authenticity) — A¥THY, MEEAHET, D OFFHTEHEVIRHE, 385, AvtE—, FioldA
=V DREH D IELIEDOHENE,

5.2.6 @l (authentication) — fEH AT LNDYY —A~DT 7B A% FFA] T 570 ORI GEMFLL T T+
TA4D D ZRRRET DI,

5.2.7  ##/R (authority) — $FEDIHFMA~DT 7 BADFF AISIVTNDEWIFRME,

5.2.8 X (authorization ) — FERRA TR T HI2DICTL T AT ADT 7R ARHEERGETH 2L,

529 HY—EXDHR (demal of service ; DOS) — X hU—7, S AT L, F121ET7 7V —a O E Y475 F
5, EIIE T AT OICE RO T H I,

5210 T 777 (entity) — [FHOTAT MREEEZEET DREEN R (N ETas B a—& 7 k),

5211 Zrr7vg— L (firewall) — ##E@*tﬂ?:LU?%/“ﬁ’U“/~ o THRY NI =TI AT LB O T /&
2EHEIRTHNN—RT=T TR T ORES,

5212 —F=>7(hardening) — > AT LDY X2V T 4 LOF HEBN T DD AT LEHERT DL,
5213 7227 A (incident) — fH G ECLEE O BAEICEZ 52 A&,

5.2.14 {F#R &7 (information asset ) — fF RS AT LI EOAME D& D1 & E .

5.2.15 /F#x"—/ (information port) — ZEEEH L AT AL TGV AT AOMOIEHRD A HRA LR,

5216 v (log) - #EEDOEAEEIITEEIOFLEL,

5217 ~ioz7 (malware) — TA/VARLANRAD 2T Y, a B a—H L AT M ESCHREEINZ 57280, £
Tl BB S A B RSB T- O IR NS SN EE OB Y 7 b = 7 % £ BT A0 FE80 7 i GE

5.2.18 209 FL (masquerading) — FEFF Al DT —V b, DT —V 2 FORBIEAERTHZ &

5219 v aZYT b X7 A (mission critical system) — A2 2T U MIIVE T A EEFFS LR, R
W48 C TR H ATRE ChHHZ MM EEIR T AT I,

5.2.20 #F## (privilege )— BN, 77T A, T2 7 0B A H-SHER,
5221 [CHEH— N—(proxy server) — OV — N—ZENODEREGRLE T HILIZEST, V74T VMO
Ko —e 2% R4 5% — N —,
5222 VYXZ(risk)- [HWEHEIZEE G2 D127 RO RRENE,
5.2.23 ANgzT(spyware) — N—RRIAT R, ARUNGENIT —FEEFTHIELY, Hloasea
— X DOISENZ BT D DG REGLT-DIMELNTY TR =T,
5.2.24 #—FL7F (hird layer) - OSIET VDL AY 3, 7 —X AN —ANDH IP ™7y NifGEL, K51k
FTHZEIZIVA v H—Fv b abaL (IP) BEZRi#ET 57 aha L Oy NCHD IP EX2U7 ¢ (IPsec) NZDJE
WIS TED,
5225 &EA (tampering) — VAT AOER, ZOBEREINIATEIOLER, 721, T —XOEENELLHE
DA,
5.2.26 A (hreat ) - 1 & PEICEZ KT T ATREMEDN HOWH,
5.2.27  J55+% (wilnerability ) — [H#RE PEZfEIRICEDT 720, FIXEE KT T72OIFH TE555 5,
5.2.28 rr/LX(virus (computer virus))—  HiRESE—L T, RIS AT LEAE, $2137 — X2
HAERIRELOT BT T A,
5229 Err X% (tero-day attack )—  MESSPEDAFIENIAKARINDHNS, Masatk (X2 )74k —1) %
FIAL TR BT DL,
6 EIS E¥aUTsDRIS—

1 EREX2VTADOERTNEHE
6.1.1 fHHEX2UT 4O B, HEREEOREME, ek, AR T 228 ThD,

o &% VE (Confidentiality) I, #& T MATRIRLIRWNIOIC, 77 BAZHIRL, [ HREELIRETHETHD,
o SEAME (Integrity) 1, RIESE o3RI XI L CTREBREIREL, [EREEDORDIEEH R T2 ThHD,
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o A (Availability) (%, 1IE 2472 —WIMERE XA L) —IZFIH TEXHZLERGET HEET THD,

6.2 EX2VT 4T AT LD HK

6.21 X2V T4URATLAO AL, BB NCH L TEREPELIREL, rﬁ%&tﬂ‘rnﬁM)Eﬁ% KT DT
LTHD, WBENT, £ 1 IVANSNIEI T ARG I T DIENTED, BXR 2T A KA BHT 4572012, 20T
BDITA| B BEITTDHIENTED,

x®1 HEOHE
KD 7 X KD
ZEIRORAR  (Passive Monitoring) Fv MU — 272N B IE SO LR
HEE o he—JiEK (ECT) OBlg
BB R » b T — 7 K Xy MU= ENTLEREA, ElF~AT =T OEA
(Active Network Attack) P—E2DOEGFE (DOS)
W I L 5125% EHa—FICL2BENN X 2V 7 ¢ HEEK

(Exploitation by Insiders)
W) T 7 A, FIRIESIC L W BT NA ADEERFIZ LD T 4 VARG, F T iR

(Attack by Physical Access or Proximity) o b u— LR (ECT) 7B OEA
WHGELIET A AZMV AL, FHED
EEOH D7 v Z 2 (Malicious Code) A2 —HF T 4 L ADTEMEAL

6.2.2 BEEDEZATOHEILFITHSILTWSDITTIER W, BERIOFEIE O B 6 2 IR KR D 5
LEIZDS, BN TWOVRWTINEY, LNLEARTD /X2 — N2 k> TR CE AR |25 A5G LB L XD,
6.2.3 EIS I, IV AT LAHNDOEX 2T X vy T NHNVIDZEEZE R LURNG, BENSIFREHHET S
= DIFZDLBENRHD, BIZIE, VAT AL, BuT AHERE, PHIL2WKBEET 5720124 A4 L) —I|Z
FHEINDLERDHD,

3 HEM XU T 4O B
6.3.1 IAREMEREDORL—RA T
6.3.1.1 )xyéﬁiﬂz?éﬂ%73§~tﬂe:)%4%f‘é%ﬁ“ét W FASNDN, VAR TSE5 7 aARnaxh
FHRL, BRENHEEDTZDICY AT AMEREA R TS5 O EREL KIF M NG5, BT (M
m_kE, AR, ioJ:U/XTA PEREIR FOBIOR —R A7 2 Z B LN, I NNTAZ e T
B2 IAMIIL, WIS AMINZ CTEX 2V T AV AT LDT L = T ARG O LD RETEA),
6.3.2 HFLOEHE
6.3.2.1 EX2UTF AHEBEDMERFCHENE S Tl W AICIE, EX a2V T4k EOEIEME T35, ¥
VT 4R FITHERF L, BRELP T WIDICR T ENDRETH D, EBIT, MRIRBE L, VAT L EHE o2 —
PO —= F ~OFE RN T D,
6.3.3 RRibshictxaV7+
6.3.3.1 EX2UTAREHEIL, 2=V (RERE, THRE) DV AT ABBICEELZHETAIENEETHD,
=YDV AT ANEBED FITBNNSIDEI LTI, 4*%@&%%&@!%‘% éﬁf;’ao XTIV AT AL
DRSS I LV bENnD, BlZIE, TV r—av P —h=A, ZARET AT I, 2y s T4 VBE) T,
NRAT =R, 2—WFh—=27, BIOFOMOEBELEFNENOMRBIZEA TN TES, BXalT
APERE, BX 2T 4 DaRh, BED /T 3= ADNRT U AE TN IRNG, FILENDOREE ORE| LB LD i i#E
BLy R ETHENNETHD,
6.3.4 #HESN=BXF2UT4

6341 PEEIES TR 2V T AR T, Hix 2t x0T 4 R A A DR DLIEBMLEAR AR THD, #
ZIE, BxX 2T A REL TOL DD AATE W LIz 6, Diflns— B2 BE#ESND7ET T, A
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VAT ANTICIRZ BT HIENTETCLE), TNE NI 4 72X 2V T xR EM A SO YD ENE
%7”:“0

6.3.5 1HH

6.3.5.1 AT UMRRELZGEIZ, BFH AT LAOZITHEEE TEHE/ISKL, BENSOETE RS
ICTCEBRINTT RETHD, ZOBMEZWT-T 72012, VAT AL, AT UM 5720 ORTEIZEFRZS
NEFERLBELIND, 213, fEREHERTATEDICTA U DBRBED Y AT 2 E R ET DI LRI D —E)
IHLIRW, [BED AL —REZBEHRLRRS, AT U MnbEE T2 DO FIEE2EETHIENNIELIN
%6

6.3.5.2 KM AT DX 2VT AIREEN, A VT VR TT2OILEHENERETHD, B2, VAT AT,
[ERRURE ), TEIE |, F20k M@ &R OREE(L TEHEINDIDS LIV,

6.3.6  HRAE L IR T4 25k

6.3.6.1 FHIOELEREDHE DD, 1EHR X 2T 4R ROBFENEIZFF ORI/ > T T35, HH
X2V T4 R ITE AN S, BRBISNDERETHD, iR A7k plEnze &, #3280k
FREHL, FIIHHEMEEATOLIIENMLETHD,

6.3.6.2 FOEF2UTARKNED I EH TEXHIDNTHFRI AT LITREESNDHRETH D,

6.3.7 E I AOFEE

6.3.7.1 VAT ADOEF TIZRIAFINL TN =ER VIR U EL, BB G R 2T 4125250
BEtEN S5, RIEOFFIEBIET A7, FIAFI TR 7-[ER, R LTV AT ADMEsi Dk %
TEAL, BENLFW, MRS 2T 4Dl L2 EBRTHZENNETHD,

6.4 JiiEtX T 4 OB

6.41 URZOHEX

6.4.1.1 VAL, 1EREX=2U T O T 2T & B N TKEE | 351285 7TC, [T UM nRAEL, ERE
FE MR ESIND AREMETH D,

6.4.1.2 HHREXF2 T 4~DBHMOEBIIX, [RETZER], [03 %L, [(REFIAL, RIEEIT), =L
T EIT), BEXOTH—AEHF8(DOS) |1 E Ed, TOREE, [FAENME), TEEH b, Tk, /2 lE
WEPEDOHBEBLEE D, ZHODHBRIZ > Chl SR ZENGED, VAZZEL T 51011, T8, s
P, T, B AT U MR RIE T A REE 0S8 1E | 2 BT 24011355, K 1 1%, T, T3],
(W27, (42T b7 EORRERL TS,
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Threats

+ lllegal Access

* Spoofing or Masquerading
+ Tampenng

+ lllegal Execution /Use

+ Malware Execution Information Asset
« DOS

Aftack

Risks

+ System Malfunction

» Performance Degradation
« Failure

+ Breach of information

= Destruction of information
+ Disclose of secret information Vulnerability

1
)XY DEE

6.4.2 FRRELARBICEDT /A4

6.42.1 RARAIEM ML DBEEZ LT L7201, FBRELKGRICL DT MEE~DOT 7 L AR B MSELS
no,

6.4.2.2 FRREIX, VAT ATV BALIODET DU T AT ADEIEMNERFET 27 0B ATHD, VAT LTV
VAFTHTUT AT AL, EOBEENAFEATOMERDD, Z<OBA, 2—F ] (=—F ID) BLU/ AT —
RRZFDOBEIEMEZFAEIF T 5701 IS,

6.4.2.3 AGRIX, [HHEFEDREDERMNIHRT T BT 7B AMERIZEESNT, =TT DT 72 ARHET 57
TEATHD, T T AT A1, TORESNTHEBROFHANDIEREPE~DT 7 BAETFA[SNDN, EDHER
DINZHDIERA~DT 7B A FF RS20,

6.424 TX2VT 4L AT AL, FH AT LALKICHTZ>TT 7B AHEOMEEZ YR — T2 0ENHD,
BENTZFRIE T OB RN THT-DIT, X2 UT 4 AT AL, RAAVNOT R COZ T 4T A DERGEE YR
— M ARG — =2 RET AN DD,

6.4.3 I/ INRRFHEOA B

6.43.1 ZUTATAZEZLNTHERIL, FOZ T 4T A DEEEEITTDHOITNETHY, i/ NRRHEIC
HIRENDVEN DD, NGB RV MERPH O 51X, RIET 7B ADV A RERSL, VAT LD 2—H
BIOEHEL, TORENISCIEB DT 7 AxE 52 5D RETHD, Wb A— = — 3 | LI
ND2—VFOMHEREFF AT DL, RIET 7 EADYAI ZHRKEHED,

6.4.4  INET IRANSD LB

6.4.4.1 EISIZ, EEOHKIEEFIEDONDLI v a IV T4 NIV AT AEL TR ITBNS, EISITART
THANLSBESNDLENR DD, EIS OBREERAL (TH) 11X, EIS ~ORART 7B A%45 2 E 42 Ehid
RETHD, IHIL, DRRALINEDT 78 AL EET 572012, EIS 1IAEBOR AL LD FEEHI R T A E
ERHTRETHD,

6.45 RyMNT—IERTOEHRTT—OHIHH

6.45.1 RFYhI—JOER EOT I EALEROTNOHEL, EE X7 B THD, T7EABLO
B 7 —HlE 07D, LTOREEZET I THS,

o HERLDALH—T 2 —R
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o FHTT—AN=AL (Fyia, FITTN)

o NIEEAR—N, ko)L, Ry hU—IH—E R

o [HHASHLDHAR

6.4.5.2 EIS (ZIAVATEHRERIERIZ, EIS 22O HTPHLIFRIZOWVTHHIESNDOIRE THLZLITHEE DML E
72, EISIE, THRNOMD L AT MIEE H 2 520D A H | LU TERSNS0E LI,

6.46 EEAN=ALOHER

6.46.1 RETIZEAZRINL, A2V T o Ml T2, BEAD=ALDYR—IRMLELEIND, EIS 1T,
ZOBERITEN -0, EMR0 S OREE BT OMEER IR 2 ek bins,

6.5 EISTA7 VAN 2RO EX20T ¢

6.5.1 EX2UT AL, HRATLDITAT AT NDEFEIGU TRARDEMEZ R T, VAT LTAT ATV
DT =AW, YAZEBROP A R T T DICERSNDHRETHD,

6.5.2  NIST %, Z®D3CE (NIST Special Publication800-30) T, ZNHD 7 = —AD EFEE AL THY, Tha
EISICHEH T2 TED, & 21F, NIST DLEDOLIH L7 2 — ADERERL TN,

2 BHRVATLOSAIYLIILHDT—X

Jrz—R Bk U RJEBIZOWNT
Phase 1 — Initiation ITY AT LOYLBEWNER SN, ITVRAT |22 THESNTZYZ21E, BX2U T4
(H1HA) LD EME L OFEHEPIZELIND, PR, AT A, BROYEH (k)

REDEX 2T A EEERE T = — X2
RTTEDICERENS,

DT = — AP SN A7, B
FEHDO AT AOME, BLUREHO ML
— RATEE VAT LAOEX 2T 447
WEYyR— T 5bcHEHENn5,
VAV EE T atw A0, EF LI NTE
ABENOD T, ZOERIIKHTE AT
DEIEOF Y R— b5, BFESNTZ
UZZ T HIEIE, VAT LAOBEERT
AT RIT IR 572w,

Phase 2 — Development or
Acquisition

(BHZE L BV 1A )

IT AT AR, it A, 7urs 724,
BAFE, FoIdMboFETHERER SN,

Phase 3 — Implementation
(524%)

VAT LADEX 2 )T 4 BEREDNRTE S,
Habsh, 7A R, BIURIESND,

Phase 4 — Operation or
Maintenance

GEM, FT2ITRT)

VAT AX, FOBREEFEITTDH, VAT
AL, IS, N—RU=T YT U
T OBM, BIO, M Tatx, R
U—, BIOFIE~DEEIZ L - Tkl
WIEIEE NS,

ERA 72 > 27 ATRRA] (F72IXHRE)
DI, T OERARAEREDE
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