SMPTE ST 2071-3:2014
SMPTE STANDARD

Media Device Control
Discovery (MDCD)

Table of Contents Page
0T o] (o PP PP PP PP 2
T 10=] oY o (U =TI = (0] o 1T o SRR 2
T 0T [ o o T o PSPPSR 2
S Tl o] oL OO PP PPUPPPRRPPR 3
A @014 (o] 1 g F=TaTot 3N N\ o) 7= i o ] o [P PRSP 3
3 NOIMALIVE REFEIEICES ... ..t e e e s e et e e e e e e s s e nbebaeeeeaeeesanteteeaeaeeeeannns 4
4 Name Resolution (INFOrMELIVE) ........coiiiiiiiiiiie e e e 4
4.1 Domain Name System (DNS) (NOrMALIVE) .......ccevvviiiiiiiiiiieeeeeeeeeeee ettt 5
4.2 Multicast DNS (MDNS) (NOIMALIVE) .....ceeiiiriiieiiiiiee ittt e e anneees 5
5 DNS-Based Service DISCOVEIY (DNS-SD) .....c.cocuttiiiiiiieeiiiiiie ittt sniieee et ssinee e nnareeesnanneees 6
6 Devices and DNS-Based Service DiSCOVErY (DNS-SD) .......coiiiiuiiiiiiiiiiieiiiiee et 6
6.1 Capability Interfaces and ServiCe SUDLYPES .....ccoooeieiiiiie e 6
7 DNS Resource Records fOr MDC DISCOVEIY ........uiiiiuuiiiiiiieiieiiieeeeaiieee ettt e et aesibeeeesnaeeaesnnnneeas 7
7.1 Pointer (PTR) RESOUICE RECOI ... ..ot 7
7.2 Service (SRV) RESOUICE RECOM .....ccoiiieie i ittt e e e e aeae e 8
7.3 Text (TXT) RESOUICE RECOM ......cccci it 9
7.4 Next-Secure (NSEC) RESOUICE RECOI.......ccooiiiii i 10
7.5 Constructing URLs from the SRV and TXT Resource Records ...........ccceeeveeeeeieii e, 11
8 ZEr0 CONFIQUIALION ...ttt ettt ettt e s ab et e e s bbb et e s bbb e e e s nbbeeesnnneeas 11
8.1 Internet Protocol Version 4 (IPv4) Address Allocation............cccccoeevevii 11
8.2 Internet Protocol Version 6 (IPv6) Address AllOCAtioN............ccueeiiiiiieiiiiiiee e 11
8.3 DOMAIN NAIME SEIVEIS ... . ieiteiiieie e e ie ettt e e e e et ettt ereeeeeaa s e teeeeaaeeeaaaestaeeeeaesssaasnteneeeaesesannsnneees 11
8.4 Determining BrowsSe DOMAINS .....ccoiuiiiiiiiiiiei ittt sttt e e e sbee e e s sbb e e e e sbaeeeean 12
8.5 FiNding DeVICeS (BrOWSING) .......ueeiiiiiiieiiiiiie ittt e ettt e et e et e e e sbe e e e s sabbeeeesbneeeean 15
8.6 Making Devices DIiSCOVEIabIE ..o 16
Annex A Bibliography (INfOMALIVE) .....cooiiiiiiiiiiiee e 19
Annex B DNS Primer (INfOrMALtIVE) ........coiiiiiiiiiiiiie ittt e e e e 20
B.1 What is the Domain Name SyStem (DNS)? ....ccoo i 20
B.2 DNS RESOUINCE RECOMS...ciiiiiiiiitiiiiiie e ettt ettt e e e e e s e bbbttt e e e e e s s nbabeeeeeaesesanbarneeeaaeaeann 21
Annex C NS-SD Primer (INfOrMALtIVE) ........ooiuiiiiiiiie et a e e 31
C.1 What is the DNS-based Service DiSCOVEry (DNS-SD)7? .....cuuiiiiiiiiiiiiiiieeeieiiiiiieee e 31
C.2 DNS SD Design, Implementation and EXamples..........ccccveiiiiiieoiiiiie e 32
C.3 DNS-Based Service Discovery (DNS-SD) DNS Resource Record TYPES .......ceeeveeeviiiivrieeeennn. 33
[
poctinents

Copyright © 2014 by THE SOCIETY OF Approved
MOTION PICTURE AND TELEVISION ENGINEERS Docwiyent sparing Hub
3 Barker Avenue, White Plains, NY 10601

(914) 761-1100

Full document detAuthofzad liceased 03¢ limited tp: Stanford University. Downloaded on October 08,2016 at 08:43:21 UTC from IEEE Xplore. Restrictions apply.


http://www.avadocuments.com/doc/smpte-st-2071-3-2014
http://www.avadocuments.com/doc/smpte-st-2071-3-2014

SMPTE ST 2071-3:2014

Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally-recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices, and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
closely with other standards-developing organizations, including ISO, IEC and ITU.

SMPTE Engineering Documents are drafted in accordance with the rules given in of its Standards Operation
Manual. SMPTE ST 2071-3 was prepared by Technology Committee 34CS.

Intellectual Property

At the time of publication no notice had been received by SMPTE claiming patent rights essential to the
implementation of this Engineering Document. However, attention is drawn to the possibility that some of the
elements of this document may be the subject of patent rights. SMPTE shall not be held responsible for
identifying any or all such patent rights.

Introduction

Since the inception of media devices there has been a continual need for a standardized means of controlling
them. This need led to the initial creation of protocols such as de-facto, manufacturer based, serial RS-422
control on a 9-pin “D” connector, and later Video Disk Control Protocol (VDCP). However, unfortunately as
technologies advanced and media devices became connected to Internet Protocol networks these methods
were replaced with proprietary solutions. This Media Device Control suite of standards is intended to address
this issue and deliver the same level of interoperability as its predecessors, using Internet Protocol, with
provisions for extensibility and adaptability. This document describes the provisions necessary for network-
based discovery and Zero Configuration (ZeroConf), allowing MDC compliant devices to register themselves
to the system and to locate other MDC devices, with little to no configuration. The provisions in this document
are designed to scale from small, unmanaged networks to large enterprise networks and to the Internet,
providing mechanisms to simplify configuration wherever possible.

The following diagrams depict two MDC network configurations where MDC devices configure themselves to
discover other MDC devices with little to no configuration, beyond that which is needed to access the network.
The first diagram (Figure 1) depicts a network where MDC devices discover one another utilizing DHCP and
DNS. The second diagram (Figure 2) illustrates how a MDC compliant device and a MDC client can be
connected, with a single network cable, and automatically configure themselves into a functioning Link-Local
network, where the client can discover the device and interrogate the device for its capabilities.

Figure 1 — Device configuration via Figure 2 — Two directly connected
DHCP and DNS Devices using Link-Local
Documents
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1 Scope

This document describes the Zero Configuration (ZeroConf) and service discovery mechanisms defined for
the Media Device Control (MDC) [SMPTE ST 2071] suite of standards. Defining how MDC compliant devices
utilize existing network services, or in the absence of such services, use existing Zero Configuration
(ZeroConf) techniques and standards to automatically construct a fully functional system.

Design Goals

Allow for the querying of devices and services within logical discovery domains.

Allow for the separation of the discovery and primary name resolution infrastructures.

Allow clients and devices to work around hardware and network failures, through discovery.

Reduce and centralize the configuration required to create a functional Media Device Control system.
Use common, well understood, and widely adopted standards and technologies.

2 Conformance Notation

Normative text is text that describes elements of the design that are indispensable or contains the
conformance language keywords: "shall”, "should"”, or "may". Informative text is text that is potentially helpful
to the user, but not indispensable, and can be removed, changed, or added editorially without affecting

interoperability. Informative text does not contain any conformance keywords.

All text in this document is, by default, normative, except: the Introduction, any section explicitly labeled as
"Informative" or individual paragraphs that start with "Note:”

The keywords "shall" and "shall not" indicate requirements strictly to be followed in order to conform to the
document and from which no deviation is permitted.

The keywords, "should" and "should not" indicate that, among several possibilities, one is recommended as
particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but
not necessarily required; or that (in the negative form) a certain possibility or course of action is deprecated
but not prohibited.

The keywords "may" and "need not" indicate courses of action permissible within the limits of the document.
The keyword “reserved” indicates a provision that is not defined at this time, shall not be used, and may be
defined in the future. The keyword “forbidden” indicates “reserved” and in addition indicates that the provision
will never be defined in the future.

A conformant implementation according to this document is one that includes all mandatory provisions
("shall) and, if implemented, all recommended provisions ("should”) as described. A conformant
implementation need not implement optional provisions (“may") and need not implement them as described.

Unless otherwise specified, the order of precedence of the types of normative information in this document
shall be as follows: Normative prose shall be the authoritative definition;

Tables shall be next; followed by formal languages; then figures; and then any other language forms.
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3 Normative References

The following standards contain provisions that, through reference in this text, constitute provisions of this
recommended practice. At the time of publication, the editions indicated were valid. All standards are subject
to revision, and parties to agreements based on this recommended practice are encouraged to investigate the
possibility of applying the most recent edition of the standards indicated below.

IETF RFC 1034, Domain Names — Concepts and Facilities

IETF RFC 1035, Domain Names — Implementation and Specification

IETF RFC 1464, Using the Domain Name System to Store Arbitrary String Attributes
IETF RFC 2131, Dynamic Host Configuration Protocol (DHCP)

IETF RFC 2136, Dynamic Updates in the Domain Name System (DNS UPDATE)
IETF RFC 2181, Clarifications to the DNS Specification

IETF RFC 2782, A DNS RR for specifying the location of services (DNS SRV)
IETF RFC 3007, Secure Domain Name System (DNS) Dynamic Updates

IETF RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPV6)

IETF RFC 3927, Dynamic Configuration of IPv4 Link-Local Addresses (IPv4LL)
IETF RFC 4034, Resource Records for the DNS Security Extensions

IETF RFC 4862, IPv6 Stateless Address Autoconfiguration

IETF RFC 6106, IPv6 Router Advertisement Options for DNS Configuration

IETF RFC 6762, Multicast DNS (MDNS).

IETF RFC 6763, DNS-Based Service Discovery (DNS-SD)

SMPTE ST 2071-1:2014, Media Device Control Framework (MDCF)

SMPTE ST 2071-2:2014, Media Device Control Protocol (MDCP)

4 Name Resolution (Informative)

Name resolution is the process of resolving human readable names into protocol specific addresses. Name
resolution can be provided in a centralized fashion, as a service, such as Domain Name System (DNS), or it
can be provided as a decentralized broadcast based network protocol, such as Multicast DNS (mDNS) or
Link-Local Multicast Name Resolution (LLMNR). If name resolution is implemented as a service, the resolver
sends a unicast request to the name resolution service and awaits a unicast response. If name resolution is
implemented as a broadcast based network protocol, a querier broadcasts the name resolution request to a
broadcast or multicast address and awaits responses from any services that may reply. In either
methodology, one or more systems are configured to accept name resolution requests and to respond to
those requests with the appropriate protocol specific addresses. Name resolution may also be used in
reverse, to find the human readable name for a protocol address in a process known as reverse mapping.
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The Domain Name System (DNS) ([RFC 1034], [RFC 1035], [RFC 4795], and [RFC 6762]) is the standard
name resolution service defined for Internet Protocol networks. At the time of this writing, the IETF defines
three variants of DNS, one using a unicast service model, called Domain Name System (DNS) ([RFC 1034]
and [RFC 1035]) and two broadcast network protocol variants, using multicast UDP datagrams, known as
Link-Local Multicast Name Resolution (LLMNR) [RFC 4795] and Multicast DNS (mDNS) [RFC 6762]. When
using DNS, a client, known as a resolver, issues a unicast UDP or TCP name resolution request to the DNS
name server. The DNS name server replies to the requestor in a unicast fashion, using either UDP or TCP,
depending upon the protocol that was used for the request. When using LLMNR, the requestor broadcasts a
request using a multicast UDP datagram and like DNS, the LLMNR service replies to the requestor in a
unicast fashion. Multicast DNS (mDNS) is similar to LLMNR. However, the mDNS service, known as a
querier, replies to the requestor in a multicast fashion, using multicast UDP datagrams. The multicast nature
of the response allows all mDNS resolvers on the Link-Local network to receive and cache the name
resolution responses for each request. This pre-caching allows mDNS resolvers to resolve future name
resolution requests without generating network traffic. Both LLMNR and mDNS use the same data format as
DNS for request and response data packets and the packets can be confused between the DNS variants.
Therefore, each DNS variant is assigned a distinct default IP port number to prevent systemic issues caused
by the minor differences between the DNS, LLMNR, and mDNS datagrams.

4.1 Domain Name System (DNS) (Normative)

The Domain Name System (DNS) ([RFC 1034] and [RFC 1035]), the centralized, service-based name
resolution service, shall be used to implement MDC Discovery. Domain Name System is the standard name
resolution service defined for Internet Protocol networks. The use of DNS allows MDCD to be implemented
using existing, well defined, and well-understood technologies that are usually already present on the
network. Please refer to Annex B DNS Primer (Informative) for further details regarding the Domain Name
System (DNS).

4.2 Multicast DNS (mDNS) (Normative)

Multicast DNS (MDNS) [RFC 6762], the decentralized, broadcast based network protocol for name resolution,
shall be used to implement MDC Discovery (MDCD). Multicast DNS (mMDNS) is an extension of DNS that
uses multicast UDP to broadcast name resolution requests and responses over the Link-Local network.
MDNS packets are nearly identical to DNS packets; however, extensions have been added to allow for a
single mMDNS packet to carry multiple hame resolution requests and responses. Unlike LLMNR and DNS,
mDNS queriers broadcast all name resolution responses and may receive unsolicited name resolution
responses. mMDNS queriers will cache name resolution responses, whether requested or not, for future use
and to reduce the network traffic generated by service discovery.

In later sections of this document, normative algorithms and processes are defined that use DNS and mDNS
for MDC Discovery. Within these algorithms the “local” and reverse mapping Link-Local domains will utilize
mDNS for name resolution. All domains that are not designated as mDNS domains shall use unicast DNS for
name resolution. The complete list of MDNS domains is listed in Table 1.

Table 1 — Multicast DNS (mDNS) Domains

Internet Protocol Version Multicast DNS Domain
IPv4 and IPv6 local
IPv4 254.169.in-addr.arpa
IPv6 8.e.f.ip6.arpa
IPv6 9.e.f.ip6.arpa
IPv6 a.e.f.ip6.arpa
IPv6 b.e.f.ip6.arpa
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5 DNS-Based Service Discovery (DNS-SD)

MDC Discovery shall be an extension of DNS-Based Service Discovery (DNS-SD) [RFC 6763] with additional
steps defined to allow for the use of DNS name servers that are not part of the network’s primary naming
infrastructure. DNS-Based Service Discovery (DNS-SD) allows MDC Discovery to operate using well-
understood, mature technologies that have numerous implementations and a wide variety of available
resources, such as books, white papers, third party libraries, coding examples, and human resources. The
use of DNS further allows MDC Discovery to operate within an Internet Protocol network without the need for
additional equipment, services, or expertise; providing scalability from two directly connected devices up to
the Internet and everything in between.

MDC Discovery processes may use DNS servers that are not part of the network’s primary DNS infrastructure
by using domain hierarchies or naming services that are defined as DNS services, using the DNS service
type “_domain._udp”. Please refer to Section 8.4.3, Finding Additional Name Servers, for further details.

6 Devices and DNS-Based Service Discovery (DNS-SD)

Each MDC Discovery compliant device shall expose its Device Capability Interface as a DNS-SD compliant
service instance. Each DNS-SD service instance shall be represented as a DNS SRV Resource Record
(SRV RR) and a corresponding DNS TXT Resource Record (TXT RR), as defined by DNS-SD [RFC 6763].
The TXT RR associated to the SRV RR shall be formatted to the specification in Section 7.3, Text (TXT)
Resource Record, and there shall be two DNS PTR Resource Records (PTR RR) defining the service type
and service subtype pointers that point to the SRV and TXT RRs. The first PTR RR shall be of the name
_mdc. tcp, while the second PTR RR shall be named in accordance to the specification in Section 6.1,
Capability Interfaces and Service Subtypes.

Consequently, each MDC Discovery compliant device shall have an equivalent of the following DNS
configuration specified within the DNS or mDNS name resolution infrastructures.

devicel IN A 192.168.0.21
_mdc._tcp IN PTR Instance. device vl. sub. mdc. tcp
_device vl. sub. mdc. tcp IN PTR Instance. device vl. sub. mdc. tcp
Instance. device vl. sub. mdc. tcp IN SRV 10 10 8080 devicel
TXT ("txtvers=1" "rn=urn:smpte:udn:namespacel:devicel” "proto=mdcp" "path=/MDC/Device")

6.1 Capability Interfaces and Service Subtypes

Any Capability Interface implemented by a device should be made discoverable via MDC Discovery. As
discussed in SMPTE ST 2071-1, each Capability Interface is assigned a unique UCN and each UCN contains
the interface name, version, and the interface namespace of the Capability Interface. To translate a UCN into
an MDC Discovery compliant service subtype, the initial text “urn:smpte:ucn:” shall be stripped from the UCN
and an underscore prepended to the remaining text. Then the text “. sub. mdc. tcp” shall be appended
to the end of the text, giving the equivalent text:

_[<interface namespace>:]<interface name> v<version>. sub. mdc. tcp

Where the interface namespace is optional and dependent upon its presence in the original UCN.
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The format of the Capability Interface’s service subtype shall be in the form:
_” (UCN - “urn:smpte:ucn:”) “. sub. mdc. tcp”
or when expressed as psuedocode

UCN.replace (“urn:smpte:ucn:”, “ ”) + “. sub. mdc. tcp”

Examples:

urn:smpte:ucn:device vl = device vl. sub. mdc. tcp

urn:smpte:ucn:device directory vl =» device directory vl. sub. mdc. tcp
urn:smpte:ucn:media directory vl =» media directory vl. sub. mdc. tcp
urn:smpte:ucn:some company:iface v1.0.0 = some company:iface v1.0.0. sub. mdc. tcp

7 DNS Resource Records for MDC Discovery

MDC Discovery shall be based on DNS-Based Service Discovery (DNS-SD), using 3 Resource Record types
(PTR, SRV, and TXT), in addition to the standard hostname to IP Address translation Resource Record types
(A and AAAA). This section specifies the definition of the DNS-SD PTR, SRV, and TXT Resource Records for
MDC Discovery and defines the attributes that shall be carried within the MDC Discovery TXT Resource
Record associated to the SRV Resource Record that represents the Capability Interface endpoint.

Please note that the DNS RR configuration examples in this section use the standard “BIND” configuration
format. “BIND” is the most well-known and widely adopted DNS name server implementation used throughout
the Internet and therefore the “BIND” configuration format is a well-known method of depicting DNS RRs.

7.1 Pointer (PTR) Resource Record

Pointer (PTR) Resource Records ([RFC 1035] and [RFC 2181]) shall be used to associate one service type to
one or more service instances. Multiple PTR records may share the same service type, but each shall contain
a unigue combination of service type and service instance.

7.1.1 Pointer (PTR) Resource Record Format
The format of the PTR Resource Record ([RFC 1035] and [RFC 2181]) shall be in the form:
Service TTL Class “PTR” Instance.Service

Service The symbolic name of the service type or subtype. Shall conform to the naming convention
established for service and service subtype names specified in Section 6.1, Capability
Interfaces and Service Subtypes.

TTL Is an optional 32-bit unsigned integer ranging from 0 to 4294967295 (232 - 1), representing
the number of seconds that this RR can be cached before the information should be re-
queried from the source. Note that a value of ‘0’ indicates that the RR should not be cached
and shall be discarded immediately. (Optional: Defaults to the Zone TTL)

Class Two octets that shall contain one of the DNS Resource Record CLASS values, defaulting to
“IN”, without the quotes, if unspecified. (Optional)

“PTR” Indicates that this RR is a PTR RR. The value shall be equal to “PTR”, without the quotes.

Instance Shall contain human readable, descriptive name of the service instance to which this PTR RR
pertains. Please refer to the DNS-SD specification [RFC 6763] for more details.

Documents
[Faggiidd 37 Bagasng Hub

Full document detAuthofzad liceased 03¢ limited tp: Stanford University. Downloaded on October 08,2016 at 08:43:21 UTC from IEEE Xplore. Restrictions apply.


http://www.avadocuments.com/doc/smpte-st-2071-3-2014
http://www.avadocuments.com/doc/smpte-st-2071-3-2014

SMPTE ST 2071-3:2014

Configuration Examples:

~mdc._tcp IN
_device vl. sub. mdc. tcp IN
~device directory vl. sub. mdc. tcp IN
~media directory vl. sub. mdc. tcp IN

PTR
PTR
PTR
PTR

Instance.
Instance.
Instance.
. _media directory vl. sub. mdc. tcp

Instance

Where the service instances are named simple “Instance”.

7.2 Service (SRV) Resource Record

_device vl. sub. mdc. tcp
_device vl. sub. mdc. tcp
~device directory vl. sub. mdc. tcp

Service (SRV) Resource Records [RFC 2782] shall be used to specify the network location of a service within
the domain. Each device shall have one SRV RR for each Capability Interface exposed by MDC Discovery.

7.2.1 Service (SRV) Resource Record Format

The format of the SRV Resource Record [RFC 2782] for MDC Discovery shall be in the form:

Instance.Service TTL Class SRV Priority Weight Port Target

Instance Shall contain human readable, descriptive name of the service instance to which this TXT
Resource Record pertains. Please refer to the DNS-SD [RFC 6763] specification for details.

Service The symbolic name of the service type. Shall conform to the naming convention established
for service subtype names specified in Section 6.1 - Capability Interfaces and Service

Subtypes.

TTL Is an optional 32-bit unsigned integer ranging from 0 to 4294967295 (232 - 1), representing
the number of seconds that this RR can be cached before the information should be re-
queried from the source. Note that a value of ‘0’ indicates that the RR should not be cached
and shall be discarded immediately. (Optional: Defaults to the Zone TTL)

Class Two octets that shall contain one of the DNS Resource Record CLASS values, defaulting to

“IN”, without the quotes, if unspecified. (Optional)

“SRV” Indicates that the RR is a Service RR The value shall be equal to "SRV”, without the quotes.

Priority Shall contain the Priority of this Resource Record relative to other SRV Resource Records
sharing the same service instance name. Zero (0) is the highest priority.

Weight  Shall specify the weight of the SRV record relative to other Resource Records sharing the
same service instance name, with the same Priority.

Port Shall contain the value of the Internet Protocol Port used by the endpoint on the Target host.

Target Shall contain the domain name of target host.

Configuration Examples:

Instance. device vl. sub. mdc. tcp

Instance. device directory vl. sub. mdc. tcp

Instance. media directory vl. sub. mdc._ tcp

IN SRV 10 10 8080 devicel
IN SRV 10 10 8080 devicel
IN SRV 10 10 8080 devicel

Where the service instances are named simple “Instance” and are provided by the host named “device1”.
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7.3 Text (TXT) Resource Record

Text (TXT) Resource Records ([RFC 1035] and [RFC 1464]) shall be used to associate textual attributes to
each SRV Resource Record. As defined by the DNS-SD specification [RFC 6763], each MDC Discovery
SRV Resource Record shall have a corresponding TXT Resource Record, even if that TXT RR is empty.

7.3.1 Text (TXT) Resource Record Format
The format of the TXT Resource Record [RFC 1464] shall be in the form:

Instance.Service Class TTL “TXT” ( “AName=AValue” “AName=AValue” .. )

Instance Shall contain human readable, descriptive name of the service instance to which this TXT
Resource Record pertains. Please refer to the DNS-SD [RFC 6763] specification for details.

Service The symbolic name of the service type. Shall conform to the naming convention established
for service subtype names specified in Section 6.1, Capability Interfaces and Service
Subtypes.

TTL Is an optional 32-bit unsigned integer ranging from 0 to 4294967295 (232 - 1), representing
the number of seconds that this RR can be cached before the information should be re-
queried from the source. Note that a value of ‘0’ indicates that the RR should not be cached
and shall be discarded immediately. (Optional: Defaults to the Zone TTL)

Class Two octets that shall contain one of the DNS Resource Record CLASS values, defaulting to
“IN”, without the quotes, if unspecified. (Optional)

“TXT” Indicates that this RR is a Text RR. The value shall be equal to “TXT”, without the quotes.

AName Shall contain the unique attribute name.

AValue Shall contain the value of the attribute named in the AName field.

Configuration Examples:

Instance. device vl. sub. mdc. tcp IN SRV 10 10 8080 devicel
TXT ("txtvers=1" "rn=urn:smpte:udn:namespacel:devicel” "proto=mdcp" "path=/MDC/Device")

Where the service instances are named simple “Instance” and four attributes are defined to provide the
required information to connect to a single service exposed by “device1” on port 8080.

7.3.2 Text (TXT) Resource Record Attributes for MDC Discovery

Each MDC Discovery TXT Resource Record (TXT RR) shall specify the Resource Name (RN), wire level
protocol, and URL path by which the Capability Interface endpoint will be accessed and may also specify the
format version used by this TXT RR. The attributes from the TXT RR will be used in conjunction with the
information from the corresponding SRV RR to construct the full URL needed to access the Capability
Interface endpoint and will indicate the data protocol used for message exchange between the client and the
endpoint.

7.3.2.1 “txtvers” — Text Resource Record (TXT RR) Version

The txtvers attribute shall contain the version of the MDC Discovery TXT RR format. The txtvers
attribute is included to help clients maintain backward compatibility and if present shall contain the value “17,
without the quotes, to indicate the TXT RR format described within this document section. If the txtvers
attribute is not present, the default value shall be “1”.

7.3.2.2  “rn” — Resource Name (RN)

The rnattribute shall specify the unique RN that identifies the device or service that exposes the Capability
Interface represented by this SRV / TXT RR pair. All MDC Discovery TXT RRs shall contain arnattribute.
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7.3.2.3  “proto” — Wire Protocol for Capability Interface

The proto attribute shall specify the wire level protocol used to exchange messages between the client and
the Capability Interface endpoint, represented by this SRV / TXT RR pair. Table 2 indicates the acceptable
values for the proto attribute and the corresponding wire level protocol each represents. All MDC Discovery
TXT RRs shall contain a proto attribute.

Table 2 — Protocols Cross Reference

Value of “proto” Attribute URL Protocol To Use Wire Protocol
mdcp http ST2071-2

soap bpll http WS-1BP 1.1

soap bpl2 http WS-1BP 1.2

soap_bp20 http WS-I1 BP 2.0

Please note that WS-1 BP 1.1, WS-I BP 1.2, and WS-I BP 2.0 refer to the OASIS WS-I Basic Profiles 1.1, 1.2,
and 2.0, respectively. New proto values may be added in the future and vendors may define their own
proprietary proto values for additional wire level protocols.

7.3.2.4 “path” — Path Component of the URL for the Capability Interface Endpoint

The path attribute shall specify the path portion of the URL used to access the Capability Interface endpoint
represented by this SRV / TXT RR pair. All MDC Discovery TXT RRs shall contain a path attribute.

7.4 Next-Secure (NSEC) Resource Record

Next-Secure (NSEC) Resource Records [RFC 4034] should be used to indicate authoritative Resource
Records present for a PTR RR. NSEC RRs contain two separate values, the Next Domain Name, in the
canonical ordering of the zone, and the set of RR types present for the NSEC records Next Domain Name.
For example the Next Domain Name could be the hostname associated to a PTR RR and a RRSet indicating
the authoritative RR types that are available for the Next Domain Name, such as SRV, TXT, A, AAAA, etc.

7.4.1 Next-Secure (NSEC) Resource Record Format
The format of the NSEC Resource Record ([RFC 1035] and [RFC 2181]) shall be in the form:

Service TTL Class “NSEC” NDName RRSet

Service The symbolic name of the service type or subtype. Shall conform to the naming convention
established for service and service subtype names specified in Section 6.1, Capability
Interfaces and Service Subtypes.

TTL Is an optional 32-bit unsigned integer ranging from 0 to 4294967295 (232 - 1), representing
the number of seconds that this RR can be cached before the information should be re-
queried from the source. Note that a value of ‘0’ indicates that the RR should not be cached
and shall be discarded immediately. (Optional: Defaults to the Zone TTL)

Class Two octets that shall contain one of the DNS Resource Record CLASS values, defaulting to
“IN”, without the quotes, if unspecified. (Optional)

“NSEC” Indicates that this RR is a NSEC RR. The value shall be equal to “NSEC”, without the quotes.

NDName Shall contain the Next Domain Name that has authoritative data for the PTR RR associated
to the name specified in the Service field.

RRSet Shall contain the list of authoritative RR types associated to the NDName.
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Configuration Examples:

Instance. device vl. sub. mdc. tcp IN NSEC devicel TXT SRV

Where the service instance is named simply “Instance” and only authoritative TXT and SRV RRs exist for the
hostname “device1”.

7.5 Constructing URLs from the SRV and TXT Resource Records

Each SRV / TXT RR pair provides all of the information required to construct the full URL needed to access
and exchange messages with the Capability Interface endpoint. The URL shall be constructed as follows:

PROTOCOL = Wire Protocol from Table 1, Protocols Cross Reference, for the TXT.proto attribute
PROTOCOL “://” SRV.Target “:” SRV.Port TXT.path

For example, the following SRV / TXT RR pair would produce the URL http://devicel:8080/MDC/Device

System. device vl. sub. mdc. tcp IN SRV 10 10 8080devicel
TXT ("txtvers=1" "rn=urn:smpte:udn:namespacel:devicel" "proto=mdep" "path=/MDC/Device")

8 Zero Configuration

Zero Configuration (ZeroConf) is the process of automatically configuring network hosts without the need for
pre-configuration. ZeroConf is implemented using a number of well known, widely adopted, standards that
automatically allocate network addresses, provide name resolution services, and facilitate the discovery of
network based services. This section specifies the standards and processes used to implement MDC
Discovery in a way that fulfills the ZeroConf requirements.

8.1 Internet Protocol Version 4 (IPv4) Address Allocation

MDC Discovery compliant devices shall be capable of receiving Internet Protocol version 4 (IPv4) addresses
through static configuration on the device, Dynamic Host Configuration Protocol (DHCP) [RFC 2131], and
IPv4 Link-Local Addressing (IPv4LL) [RFC 3927]. Due to IETF standardization this functionality is already
available in most modern operating systems, Internet Protocol networking stacks, and Internet Protocol
network hardware.

8.2 Internet Protocol Version 6 (IPv6) Address Allocation

MDC Discovery compliant devices may support Internet Protocol version 6 (IPv6). When IPv6 is supported,
MDC Discovery compliant devices shall be capable of receiving IPv6 addresses through static configuration
on the device, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) [RFC 3315], and IPv6 Stateless
Address Autoconfiguration (SLAAC) ([RFC 4861] and [RFC 4862]). Due to IETF standardization this
functionality is already available in most modern operating systems, Internet Protocol networking stacks, and
Internet Protocol hardware.

8.3 Domain Name Servers

MDC Discovery utilizes name resolution services to translate human readable names to Internet Protocol
addresses, translate Internet Protocol addresses into hostnames, and to discover services and Capability
Interface endpoints available on the network. MDC Discovery compliant devices shall support the Domain
Name System (DNS) ([RFC 1034] and [RFC 1035]) and Multicast DNS (MDNS) [RFC 6762], acting as a DNS
resolver and an mDNS querier. Both DNS and mDNS have become well known and widely accepted
technologies with numerous implementations and resources available to help simplify the implementation of
these services within MDC Discovery compliant devices.
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8.3.1 Internet Protocol Version 4 (IPv4) Name Server Determination

MDC Discovery compliant devices shall be capable of receiving DNS name server configuration through static
configuration on the device and through the DHCP [RFC 2131] option 6.

8.3.2 Internet Protocol Version 6 (IPv6) Name Server Determination

MDC Discovery compliant devices may support Internet Protocol version 6 (IPv6). When IPv6 is supported,
MDC Discovery compliant devices shall be capable of receiving DNS name server configuration through static
configuration on the device, DNS Configuration options for DHCPv6 [RFC 3646], and IPv6 Router
Advertisement Options for DNS Configuration [RFC 6106].

8.3.3 Issuing Name Resolution Requests

MDC Discovery compliant devices shall be capable of delegating the name resolution requests to each name
server or load-balanced set of name servers associated to the DNS-SD browse domain. For example, if 3
name servers are associated to a particular DNS-SD browse domain and 2 of those name servers have the
same Priority, forming a load-balanced set of name servers. Each name resolution request shall be
delegated once to the load-balanced set, where the appropriate name server is determined by the SRV RR
Weight value, as defined in RFC 2782, and once to the separate, stand-alone name server.

8.4 Determining Browse Domains

As discussed earlier, MDC Discovery is based on DNS-Based Service Discovery (DNS-SD) [RFC 6763].
Therefore, when a name resolution client wishes to search (aka. browse) for services on the network, it shall
utilize the browse domains acquired by the processes described within this section as the domain name for
DNS and mDNS requests.

8.4.1 Default Browse Domains

The following figure and consequent outline depict the default browse domains and methods used to acquire
the default browse domains. The default browse domains shall be used by MDC Discovery compliant devices
to find additional, configured, browse domains using the methods prescribed in Section 8.4.2, Finding
Additional Browse Domains. The order by which the default domain names are acquired and utilized is
irrelevant, provided they are all used to find the browse domains configured for the network.

Default Browse Domains
Reverse Subnet Mask Address
(i.e. 192.168.1.0/24 = 0.1.168.192.in-addr.arpa)

@
[
»
[
[
[

Domain From Hostname

(i.e my-workstation.company.com) ]

Domain From each Reverse Lookup Hostname
i.e 20.1.168.192.in-addr.arpa = host. com)

“local”

The DHCP “Domain” Option, code 15
RFC 2132

The DHCP "Domain Search” Option, code 119
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Figure 3 — Default Browse Domains
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