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SMPTE 430-7-2008

Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally-recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’'s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
closely with other standards-developing organizations, including ISO, IEC and ITU.

SMPTE Engineering Documents are drafted in accordance with the rules given in Part Xl of its
Administrative Practices.

SMPTE Standard 430-7 was prepared by Technology Committee DC28.

Intellectual Property

At the time of publication no notice had been received by SMPTE claiming patent rights essential to the
implementation of this Standard. However, attention is drawn to the possibility that some of the elements of
this document may be the subject of patent rights. SMPTE shall not be held responsible for identifying any or
all such patent rights.
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1 Scope

This specification defines a “Facility List Message” (FLM) for use in Digital Cinema (D-Cinema) systems. The
FLM has been designed to deliver digital certificate information between exhibition sites (facilities), KDM
distributors, and/or content owners. The FLM carries three classes of information:

o |dentification and useful information pertaining to the exhibition complex (Facilitylnfo),

e Optionally, descriptive information about the device (DeviceDescription)

e The digital cinema certificate(s) (KeylInfo) information of the device

The FLM is based on the D-Cinema generic Extra-Theater Message (ETM) format specified in SMPTE 430-3.
It uses XML to represent the D-Cinema Digital Certificate information specified in SMPTE 430-2, and provides
security using standardized XML encryption and signature primitives. The FLM message uses X.509 digital
certificates, constrained for the digital cinema application in SMPTE 430-2, to provide authentication and trust.

Note: The brackets convention “[...]" as used herein denotes either a normative or informative reference.

2 Conformance Notation

Normative text is text that describes elements of the design that are indispensable or contains the
conformance language keywords: "shall", "should", or "may". Informative text is text that is potentially helpful
to the user, but not indispensable, and can be removed, changed, or added editorially without affecting

interoperability. Informative text does not contain any conformance keywords.

All text in this document is, by default, normative, except: the Introduction, any section explicitly labeled as
"Informative” or individual paragraphs that start with "Note:”

The keywords "shall" and "shall not" indicate requirements strictly to be followed in order to conform to the
document and from which no deviation is permitted.

The keywords, "should" and "should not" indicate that, among several possibilities, one is recommended as
particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but
not necessarily required; or that (in the negative form) a certain possibility or course of action is deprecated
but not prohibited.

The keywords "may" and "need not" indicate courses of action permissible within the limits of the document.
The keyword “reserved” indicates a provision that is not defined at this time, shall not be used, and may be
defined in the future. The keyword “forbidden” indicates “reserved” and in addition indicates that the provision
will never be defined in the future.

A conformant implementation according to this document is one that includes all mandatory provisions
("shall") and, if implemented, all recommended provisions ("should”) as described. A conformant
implementation need not implement optional provisions ("may") and need not implement them as described.
Unless otherwise specified, the order of precedence of the types of normative information in this document

shall be as follows. Normative prose shall be the authoritative definition. Tables shall be next, followed by
formal languages, then figures, and then any other language forms.

3 Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this
standard. At the time of publication, the editions indicated were valid. All standards are subject to revision,
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and parties to agreements based on this standard are encouraged to investigate the possibility of applying the
most recent edition of the standards indicated below.

[CountryCode] ISO 3166, Codes for the Representation of Names of Countries, 1993. See:
http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

[CountryDialingCode] ITU-T, List of ITU-T Recommendation E.164 assigned country codes, October 2006.
See http://www.itu.int/pub/T-SP-E.164D-2006/en

[Data Types] SMPTE 433-2008, D-Cinema — XML Data Types

[DateTime] IETF RFC 3339, Date and Time on the Internet: Timestamps. G. Klyne and C. Newman. July 2002.
See: http://www.ietf.org/rfc/rfc3339.txt

[Email] IETF RFC 822, Standard for the Format of ARPA Internet Messages, D.H. Crocker, August 1982.
See http://www.ietf.org/rfc/rfc0822.txt

[ETM] SMPTE 430-3-2006, D-Cinema Operations — Generic Extra Theater Message Format

[URI] IETF RFC 2396, Uniform Resource Identifiers (URI): Generic Syntax. T. Berners-Lee, R. Fielding, and
L. Masinter. August 1998. See http://www.ietf.org/rfc/rfc2396.txt

[UUID] “A Universally Unique Identifier (UUID) URN Namespace” July 2005. See: http://www.ietf.org/rfc/rfc4122.txt
[KeyInfo] “The Keylnfo Element.” See http://www.w3.0rg/TR/xmldsig-core/#sec-Keylnfo

[XML] World Wide Web Consortium (W3C) (2004, February 4). Extensible Markup Language (XML) 1.0 (Third
Edition)

[XML Schema] World Wide Web Consortium (W3C) (2004, October 28). XML Schema Part 1: Structures
(Second Edition)

[XML Schema] World Wide Web Consortium (W3C) (2004, October 28). XML Schema Part 2: Datatypes
(Second Edition)

4 Glossary
The following paragraphs define the acronyms used in this document:

Base64: A printable encoding of binary data. See [Base64].

ETM: Extra Theater Message [See SMPTE 430-3]
FLM: Facility List Message
IETF: Internet Engineering Task Force standards group.
IP: Internet Protocol. An IETF standard.
ISO: International Standards Organization
KDM: Key Delivery Message (See SMPTE 430-1]
SM: Security Manager
TMS: Theater Management System
X.50: A widely used and supported digital certificate standard.
XML: Extensible Markup Language
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5 Overview of the FLM

5.1 Basic FLM Elements and D-Cinema Relationships (Informative)

This standard presents a specification for the Facility List Message (FLM) for use in a Digital Cinema
(D-Cinema) system. The D-Cinema Facility List Message is normally sent:

1. Between a theater facility and a KDM distributor, or
2. Between a KDM distributor and a content owner, or
3. Between a KDM distributor or a content owner, and a certificate authentication entity.

D-Cinema systems require that content keys and “trusted equipment” information (Trusted Device List or
TDL) be created for use in exhibition facilities. The vehicle for communicating this information to the facility is
the Key Delivery Message (KDM), specified in SMPTE 430-1. The FLM supplies the essential information
required to create the KDMs for an exhibition facility. The message contains the D-Cinema Digital Certificate
information, specified in SMPTE 430-2, of each security-related device in the facility. The general flow of
information leading to the creation of KDMs is illustrated in Figure 1.

Note that the <KeyInfo> element should contain the full certificate chain for ease of processing.

Exhibition Facility

KDMs

|
|
| |
: . Facility List
|
: Secure | Message
| Processing :
| 7
: Block #1 : Certificate C-Cert
_ Information
| bCCert ! <Keylnf0
I A
I <Keylnf0 I
: 4 | \
| | DC-Cert
| <Keylnfo>
|
. : -
|
|
|
| | Secure :
: Processing | Certificate
: Block #2 : Information
|
I N /
| DC-Cert Q |
: <Keylnfo> |
[ D : KDM Distrib
! istributor
| o
| |
|
|
|

_______________ - Content Key(s)

Figure 1 — FLM Information Flow

The FLM message is a particular instance of the generic XML security wrapper defined by the D-Cinema
Generic Extra Theater Message Format specified in SMPTE 430-3, and uses digital certificates defined by the
D-Cinema Digital Certificate specified in SMPTE 430-2. This document defines the characteristics that are
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specific to the FLM, and should be followed in combination with SMPTE 430-3, which in turn references the
digital certificate specification.

The FLM uses XML to communicate the digital certificate data and provides security using the XML
Encryption and Signature primitives. As there may be a need to authenticate each device certificate contained
by the recipient of the FLM, the complete device certificate is carried. The device certificates contain only
Public Key information and not Private Keys, so there is no risk of exposing secrets. The FLM does not utilize
encryption to secure its payload, and so does not employ the Authenticated Private element of the ETM.
However, the FLM employs the digital signature of the ETM to allow downstream entities to authenticate its
payload and origin.

The essential payload of the FLM is illustrated in Figure 2 below.

Facility List

Authenticated Public Information
IssueDate
Facilitylnfo

SecurityDevicelList

SecurityDevice

* Subject X509 Certificate

* Intermediate X509 Certificates
* ForensicMarkld

* DeviceDescription (Optional)

SecurityDevice

* Subject X509 Certificate

* Intermediate X509 Certificates
* ForensicMarkld

* DeviceDescription (Optional)

SecurityDevice

* Subject X509 Certificate

* Intermediate X509 Certificates
* DeviceDescription (Optional)

Figure 2 — FLM Payload

SecurityDevice elements contain both descriptive and security-related information, and are listed in no
particular order or organization. Subject X509 certificates and intermediate X509 certificates refer to elements
of the certificate chain. The leaf certificate contained in each SecurityDevice element corresponds to
either a KDM recipient or an entry in the DeviceList of the KDM. Note that the example in Figure 2 is only
illustrative of how the FLM is constructed.
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5.2 XML File Structure

The structures defined in this document are represented using the Extensible Markup Language (XML) [XML 1.0],
and specified using XML Schema [XML Schema Part 1: Structures] and [XML Schema Part 2: Datatypes].
This specification shall be associated with a unique XML namespace name [Namespaces in XML]. The
namespace name shall be the string value “http://www.smpte-ra.org/schemas/430-7/2008/FLM".
This namespace name conveys both structural and semantic version information, but does not serve the
purpose of a traditional version number field.

Table 1 lists the XML namespace names used in this specification. Namespace names are represented as
Uniform Resource Identifier (URI) values [RFC 2396].1

Table 1 — XML Namespaces

Qualifier URI
dcml http://www.smpte-ra.org/schemas/433/2008/dcmlTypes
ds http://www.w3.0rg/2000/09/xmldsig#
etm http://www.smpte-ra.org/schemas/430-3/2006/ETM
flm http://www.smpte-ra.org/schemas/430-7/2008/FLM
xenc http://www.w3.0rg/2001/04/xmlenc#
XS http://www.w3.0rg/2001/XMLSchema
XSi http://www.w3.0rg/2001/XMLSchema-instance

The URIs found in Table 1 are normative. The namespace qualifier values (also called namespace prefixes in
XML jargon) used in Table 1 and elsewhere in this document, namely “dcml”, “ds,” etm,” "flm," “xenc,” and
"xsi", are not normative. Specifically, they may be replaced in instance documents by any XML compliant
namespace prefix. In other words, implementations shall expect any arbitrary XML compliant hamespace

prefix value that is associated with a URI from Table 1.

5.3 XML Overview of the FLM (Informative)

Note: See Appendix C for the normative XML schema that defines the FLM. The XML diagrams in this document conform
to the legend given in Section 9.

An FLM is an ETM instance which has in the RequiredExtensions element a child element named
FLMRequiredExtensions.

The FLMRequiredExtensions element contains Digital Cinema Certificate information of secure devices
within an exhibition facility complex, but does not carry or otherwise expose secret private key information.
Optionally, the element may also contain Forensic Mark information, and information about the device itself.

1 Readers unfamiliar with URI values as XML namespace names should be aware that although a URI value begins with
a “method” element (“http” in this case), the value is designed primarily to be a unique string and does not necessarily
correspond to an actual on-line resource. Applications implementing this standard should not attempt to resolve URI
values on-line.
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