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1. Scope

This specification defines the minimum requirements for the design, fabrication, configuration,
testing, installation and operation of an Integrated Control & Safety System for a petroleum
installation.

The Integrated Control & Safety System shall ensure the safe operations of the facilities and
fulfill the requirements of the operating and safety philosophies.

The ICSS shall perform the following main functions:
e Emergency Shutdown
e Fire and Gas Detection and Protection
e Process Shutdown
¢ Control and automation of process and utility equipment
e Human Machine Interface
e Alarm processing and management
¢ Interfaces with packages (main machines, electrical network system, HVAC, etc.)
¢ Events and historical data management including Sequence of Events
¢ Interface with Company enterprise network (SIE) ‘
e Data Communications.

It shall be noted that the design, fabrication, configuration, testing and installation of ICSS shall
also be compliant with cyber-security requirements, specified in GS EP INS 135.

2. Reference documents

The reference documents listed below form an integral part of this General Specification.

External Documents ‘

Unless otherwise stipulated, the applicable version of these documents, including relevant
appendices and supplements, is the latest revision published at the effective date of this
document.

Reference Title

ATEX European Directive | European Directive on the approximation of the laws of the
94/9/EC Member States concerning equipment and protective systems
intended for use in potentially explosive atmospheres

EEMUA 191 Engineering Equipment and Material User’s Association
Alarm Systems - A Guide to Design, Management and
Procurement

IEC 61000 Electromagnetic compatibility (EMC) - Part 5: Installation and

mitigation guidelines
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Reference Title

IEC 61508 Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61511 Functional safety - Safety instrumented systems for the process
industry sector

IECEX IEC System for Certification to Standards relating to Equipment for
use in Explosive Atmospheres (IECEx System)

ISA 18.2 Management of Alarms Systems for the Process Industries

SIREP-WIB-EXERA Ergonomics in process control rooms, Design guidelines

No. M 2656 X 98 part 2

Total General Specifications

Unless otherwise stipulated, the applicable version of these documents, including relevant
appendices and supplements, is the latest revision published in the applicable yearly collection.

Reference Title

GS EP EXP 131 Design and installation of Process Data Server

GS EP INS 101 Instrumentation engineering, supply and construction general
requirements

GS EP INS 103 Instrumentation Database Management

GS EP INS 107 Design and installation of instrumentation links

GS EP INS 108 Instrumentation for the design of plant rooms and control rooms

GS EP INS 110 Instrumentation for package units

GS EP INS 131 Standard Functions and Functional Analysis Development
Requirements

GS EP INS 135 Cyber Security requirements for design and supply of ICSS and
Package Systems

GS EP INS 150 Design method for system configuration - Standard functions

GS EP INS 196 Input and Output Standard Functions

GS EP INS 197 Process Standard Functions

GS EP INS 198 Safety and Fire & Gas Standard Functions

GS EP SAF 261 Emergency Shutdown and Emergency De-Pressurisation (ESD &
EDP)

GS EP SAF 312 Fire and Gas detection systems
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Reference Title
GS EP TEC 007 Obsolescence and Lifetime Cycle Management
GS EP TEL 170 Design and installation of Communications Network
3.Glossary ‘
CPU Central Processor Unit
CCR Central Control Room
DCS Distributed Control System ‘
DMz Demilitarized zone
DVT Design Validation Test
ESD Emergency Shut-Down (SIS)
EWS Engineering Work Station
FAT Factory Acceptance Test
FDS Functional Design Specification
FGS Fire and Gas System (SIS)
ICSS Integrated Control and Safety System
IMS Instrument Management System
ISS Internet Safety System
I/O Inputs/Outputs
HMI Human Machine Interface
MTTR Mean Time to Repair
MWS Maintenance Work Station
oS Operating System
OoTS Operator Training Simulator
PCS Process Control System
PDS Process Data Server
PLC Programmable Logic Controller
PSS Process Safety System (SIS)
SIE Enterprise Information System
Sl Industrial Information System
SIL Safety Integrity Level
SIS Safety Instrumented System
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SOE Sequence of Events
SVTS Smart Valve Test System
ows Operator Work Station
UCP Unit Control Panel
USssS Ultimate Safety System (SIS)

4. Integrated Control & Safety System Functional Description

The ICSS comprises of the following main subsystems:
4.1 Subsystem Description
4.1.1 Safety Instrumented Systems (SIS)

4.1.1.1 Emergency Shut-Down System

The ESD system forms part of the facility’s safety systems. Its prime function is to shutdown the
facilities to a safe state in case of an emergency situation, thus protecting personnel, the
environment and the asset. It shall carry out the emergency shutdown and depressurization
functions of the facility (e.g. ESDO, ESD1 and SD2) according to the defined safety
philosophies.

4.1.1.2 Ultimate Safety System (USS) - optional

The USS forms part of the facility’s safety systems. It is an autonomous system which is
designed to act in parallel with the ESD system to carry out specific emergency shutdowns upon
manual initiation. It does not duplicate the ESD system but provides a highly reliable back-up to
specific ESD actions.

4.1.1.3 Fire and Gas System (FGS)

The F&G detection and protection system forms part of the facility’s safety systems. Its function
is to mitigate against the effects of any fire and/or gas releases in order to protect personnel, the
environment and the asset. The F&G system will continuously monitor the facilities and initiate
the protective actions as defined in the safety philosophies.

4.1.1.4 Process Safety System (PSS)

This PSS forms part of the facility’s safety systems. Upon command, it shall automatically carry
out the safe shutdown of particular units or equipment (e.g. SD3) as defined by the safety
philosophies.

4.1.2 Process Control System (PCS)

The PCS system forms part of the facility’s control systems. It shall ensure a safe, reliable and
efficient control and monitoring of the process plant and utilities.
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4.1.3 Human Machine Interface (HMI)

The HMI shall provide the facility for the Operator to control and monitor the plant via mimic
displays, alarms, trend displays and Operator commands. Specific displays can be developed
for maintenance purpose.

4.1.4 Process Data Server (PDS)

The Process Data Server shall provide central data acquisition, archiving in order to provide
trends and reports for information management.

4.1.5 Maintenance Stations (MWS)

Maintenance work Stations shall provide functions to carry out normal instrument maintenance
activities such as loop verifications, inhibits (if required by project specifications), system
diagnostic status.

4.1.6 Engineering Stations (EWS)

Engineering Working Stations shall allow access to configuration and detailed diagnostics of the
system.

4.1.7 Sequence of Events Stations (SWS)

The Sequence of Events (SOE) station shall provide the SOE recorder function. It shall provide
access to the SOE files and allow files from multiple nodes to be merged to give an overall
coherent sequence of events of the plant.

4.1.8 Instrument Management System (IMS)

The IMS shall provide secured access to “smart” devices (instruments and valves) and present
on-line information to assist maintenance personnel.

5.Overall Architecture

5.1 General Design
The ICSS shall have a distributed structure with a centralised HMI located in the CCR.
Refer to GS EP INS 108 for CCR detailed requirements.

The ICSS Operator Work Stations (OWS) will provide a common HMI to ensure that the
operator is able to monitor and control the whole plant. This shall include the main process and
utilities as well as subsea equipment (where applicable) and process & utility packages.

Reporting of safety-related data will be via the PCS to the OWS located in the control room.

Each subsystem (ESD system, FGS, PSS and PCS) shall be based on dedicated controllers or
PLC's and shall be fully independent of other subsystems (hardware and application
software(s)), except in specific cases as described in § 15.

The safety systems (ESD, FGS, PSS) shall be based on diverse hardware and software from
those used for PCS. The architecture shall avoid potential common mode, common cause and
dependant failures between subsystems hardware or application software(s).
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Depending on the application size, multiple nodes may be required per subsystem.

Typically, nodes from each subsystem shall be distributed in pressurized Instrument Technical
Rooms located around the facility.

Each node will comprise of its controller, communications cards and I/O interface.

5.2 Field Instrument Connections
The field instruments shall be hardwired to marshalling cabinets, segregated per subsystem.

Marshalling cabinets shall be used to group field cabling and cross-wiring to the subsystems I/O
cards.

Any safety-related I/O which is non fail safe shall be fully line monitored.

Remote Input/Output architecture may be foreseen with cards mounted inside field junction
boxes or with cabinets located in Instrument Technical rooms.

In all cases where remote 1/O is used, care shall be taken to ensure that impact to operations,
including black start, maintenance, availability through segregation are all fully addressed.

When remote 1/Os racks are used, the I/O bus design shall be such as a loss of one remote I/O
rack will not impact the other remote 1/Os racks: for instance the de-energization of one remote
I/O rack shall not impede the control and monitoring of the other remote 1/O racks.

Use of remote 1/O architecture shall be subject to Company approval.

In the case of remote 1/O mounted inside field junction boxes, then the complete assembly shall
require to be suitable for the prevailing environmental conditions, zone 1 hazardous area, and
complying with ATEX European Directive 94/9/EC / IECEx standards and SIL requirements.

5.3 Communication Networks

The system architecture shall be based on Appendix 1, ICSS General Architecture, and the
following networks provided:

e PCS Network

This network shall interconnect the various nodes of the PCS system including controllers,
workstations and servers. The network shall be fully redundant including communication
cards.

e PCS Services Network

This network shall allow for OWS and historian equalisation, anti-virus dispatching,
printers and other service functions for the ICSS. In addition it shall provide the connection
from the PDS node to the firewall for interfacing to the SIE. The network should not need
to be redundant.

e SIS Safety Networks

This network shall provide connections between all safety nodes belonging to the safety
systems for information exchange, and if necessary executive actions.

Depending on project requirements, individual safety network may be assigned to each
safety system (ESD system, PSS or FGS).
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This network shall be physically independent and not directly connected to any other
network. It shall be fully redundant.

Communication cards assigned to this safety network shall be fully segregated from other
communication cards.

Executive actions may be transmitted by this safety network between safety controllers
belonging to the same safety subsystem as long as it has been specifically designed for
such purpose and has the appropriate SIL rating approval.

e SIS-PCS Data Exchange Network

This network provides the interface between safety systems and PCS in order to allow
safety system data to be displayed to the operator on the OWS.

The network shall be fully redundant, including communication cards.

This communication shall not be based on IT equipment (i.e. servers). The use of open
protocols, such as OPC, for interfacing with the PCS is not permitted for reasons of high
obsolescence, cyber security and additional hardware & software.

e SIS Maintenance Network

This safety-related maintenance network shall connect nodes of the safety system to the
SOE work station (SWS), Maintenance Work Station(s) (MWS) and Engineering Work
Station(s) (EWS).

This network does not require to be redundant.
e Remote I/O Network

When remote 1/O racks are required by project ICSS architecture then dedicated networks
shall be provided with a redundant configuration. Each subsystem with remote 1/O shall
have its own dedicated network.

Intra-site communications (e.g. Wellhead platform and Central complex, remote CCR...) shall
be subject to a specific study to address which networks require to be extended between sites
and whether the networks remain fully within SlI or whether they connect to other sites via SIE.

Main and back-up telecommunication means shall be addressed.

6. ICSS design

6.1 Life Cycle and Obsolescence Management

Facilities are typically designed with an expected design life in the order of 25 years. It is not
practical to achieve such a design life for electronic based equipment without the requirement
for upgrading.

The ICSS design shall therefore take into account the requirement that the system will require to
be upgraded during the design life of the facilities. These requirements shall be incorporated
from Basic Engineering.

Hardware and Software included in the ICSS Supplier bid shall be standard products actively
being enhanced, produced and sold with a minimum field proven duration of one year.
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The ICSS scope shall be given specific attention to ensure all systems, components, software
and individual elements and the respective running tools, test equipment, software and human
skills can be maintained or replaced such that the original function and integrity of the whole
ICSS can continue in an uninterrupted manner for the field life.

Strategy for managing obsolescence needs to be regularly updated as an integral part of the
core functions:

e Design and development
e Sourcing and production
¢ In-service sustainability
e |ICSS Supplier support.

As early as the bid stage, an obsolescence dossier shall be established and continuously
updated during the lifetime cycle (refer to Appendix 7 - Documentation - for detailed
requirements).

ICSS Supplier shall detail his lifecycle management strategy focusing on product obsolescence,
support options and further migration alternatives.

ICSS Supplier shall guarantee that:

e ICSS components (including software and hardware) shall be fully supported and
available over a period of at least 15 years after the SAT

e Maintenance services including availability of engineering services shall be available to
support the ICSS during the plant life time.

A dedicated obsolescence and lifetime cycle management plan shall be established during the
FEED/Basic Engineering in accordance with GS EP TEC 007 to define which design provisions
of the initial equipment are required to facilitate future revamps with minimal disturbance to the
process, utilities, fixed cabling infrastructure, such as:

¢ Tie-in points for the future equipment, while the original equipment is still functioning

e Avoidance of common components for redundant safety, process and utilities related
equipment

¢ Modularized design (i.e. strict segregation of equipment and functions) to allow a phased
revamping without a complete plant shutdown

e Standard interface connectors allowing new cables to be plugged in between cabinets
¢ Allocation of sufficient revamping footprint space for the hook up of future equipment
¢ Definition of required size of access doors, outdoor access platforms, maneuvering space
inside technical rooms, equipment handling facilities.
6.2 General Requirements

The ICSS shall be based on “off the shelf” standard products of a field proven design. It shall
have a high degree of availability, reliability and tolerance to faults and fulfil the projects
requirements.
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The system shall be engineered and designed to take into account the full life cycle from
design, installation, commissioning, start-up, operations and maintenance through to
decommissioning, as per IEC 61511. The design shall particularly take into account any
requirement of the facilities to undergo a phased commissioning and start-up where certain
parts of the system may be operational whilst other parts are being constructed or
commissioned.

ICSS Supplier shall demonstrate the ICSS capacity and flexibility to cope with the project
requirements (1/O, interfaces to other control systems and packages, data processing including
control algorithms, etc.) and the future extensions.

This demonstration shall also address the full integration of other control systems (e.g. subsea
control unit), whose controllers shall be ICSS nodes, such control systems being provided by
packages Vendors.

In such case, ICSS Supplier keeps the technical responsibility of the package control system
and of its interface integration and definition in the ICSS communication network. Special
attention shall be paid to the firmware release for all cards.

Equipment not used for the control and safety of the plant (e.g. Operator training simulator) shall
not be connected to the ICSS communication network.

6.2.1 Safety

All control methods, circuitry and operating/maintenance procedures shall be designed to
provide maximum safety for operating and maintenance personnel.

6.2.2 Maintainability/Availability

The system shall be designed to allow for easy maintenance.

Access to all equipment for maintenance shall be designed into the system from the start.

Failure and subsequent on line replacement of any module shall not affect the working of any
other components or cause a system failure.

On line replacement of any faulty redundant module shall be performed without affecting the
relevant application.

Changeover of any redundant faulty equipment (from duty to back-up and back-up to normal
configuration) shall be performed without affecting the relevant application.

After any outage, the system shall automatically resume normal operation, including redundant
configurations restart (e.g. logic solvers, communication interfaces/gateways), without any
manual action.

The system shall incorporate a comprehensive set of diagnostic facilities to enable efficient fault
detection. These diagnostics shall allow for the identification of faults down to individual module
level. System fault repair will consist of the replacement of faulty cards.

The ICSS shall be equipped with all necessary software/hardware tools allowing accurate
system trouble shooting, with clear displays showing the faulty elements, and management of
the system communication networks including security aspect.

Project specification will address hot spare requirement.
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6.2.3 Standardisation

The system shall be designed in a modular fashion. The number of parts in each subsystem
shall be minimised and standardised in order to reduce spare parts holding. Standardisation will
also minimise the maintenance and Operator training requirements.

Standardisation shall apply to all software and hardware components (e.g. operating system,
communication network equipment, etc.) of the subsystem.
6.2.4 Certification/Classification requirements of ICSS used on floaters

For floaters (FSO, FPSO, FPU) used for the production of oil and gas offshore, Classification
Society requires that the control and safety systems are suitable to work with an ambient
temperature of 45°C for equipment not located in air conditioned room, and 35-40°C for
equipment installed in air conditioned room.

The control and safety systems equipment and any associated components (e.g. including
switches, routers...) shall have to be designed for an ambient relative humidity of 95% at 55°C.

They shall be type approved by the project selected Classification Society.

Factory Acceptance Test of the control and safety systems shall be witnessed by the project
selected Classification Society.

6.3 Hardware

Hardware design details are given in Appendix 4.

6.4 Operating system

The system shall be supplied with the latest up-to-date software release at the time of FAT. In
addition, ICSS Supplier shall be required to make available all the updates during the guarantee
period. A specific update procedure will be issued focusing on requirements and consequences
during software upgrading installation.

All ICSS elements shall be time synchronized.

6.5 Interfaces and Industrial Communication Networks

All communication protocols, installation and cabling rules shall be compliant with the
GS EP TEL 170 standard. An addressing IP plan shall be prepared and submitted for Company
approval.

Dedicated communication network management tools shall be provided by the ICSS Supplier
and shall comply with the Company standard (GS EP TEL 170).

Time synchronization between all ICSS equipment shall be configured to allow events and
incidents analysis.

ICSS shall be the clock master for time synchronization of all packaged units.

It shall be possible for any subscriber device to be added to, or removed from, the ICSS
communication networks without having to shutdown the network and without impairing the
safety and security of the system.
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Fibre optic cables shall be used to interconnect parts of ICSS when located in different
buildings.

As a general rule, such links shall be redundant and run on different cable routings.

6.6 Interfaces with 3" Party Systems

3" party systems include any system residing within the SIl domain.

6.6.1 Interfaces with P3 type packages

All data required for the safe operation of the package shall be transmitted between the ICSS
and the package UCP by hardwired signals or using a serial link.

However, data only required for remote monitoring or historical analysis shall be transmitted to
the PDS node, except when the quantity of data is so small that a dedicated connection to the
PDS node cannot be justified. Company shall approve any such justification.

For further details refer to GS EP INS 110.

6.6.2 Interfaces with P4 type packages
By their nature, P4 packages are not critical for the safe control and operations of the facilities.

P4 packages shall transmit their data to the PDS node to allow for the data to be analysed and
trended by functions within the SIE domain.

The PDS node for P4 packages will generally be dedicated to this function and independent
from other PDS nodes.

Refer to GS EP INS 110 for further information.

6.7 Remote Maintenance and Diagnostic (RMD)

According to project specific requirements, vendors may require to have access to the ICSS
systems remotely, from outside the Company SIE network for maintenance or diagnostic
purposes. All remote access requirements shall require a specific study which shall be subject
to approval by Company RSSC.

There are 2 types of Remote Maintenance and Diagnostic:
e Typel

Remote Maintenance by monitoring of specific plant data for supervision and analysis
purposes (permanent connection and read only).

o Type?2

Remote Diagnostic for troubleshooting, diagnostic or administrative purpose (Antivirus
Patch, COTS update...). This access shall be limited in time (non permanent connection
read/write function).

The general principle is that direct connections between the systems within the SII domain and
the outside world via Internet for any purpose through the use of modems etc are forbidden.

The remote vendor shall gain access to Company SIE network via Company DMZ (i.e. Total
Connect).
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The remote vendor shall not have direct access to SlI but access via intermediary servers.

Any form of remote maintenance or diagnostics on Safety Instrumented Systems (PSS, ESD,
FGS, HIPS) is forbidden.

For ICSS, type 1 is not applicable. Relevant plant data is made available via PDS system to
functions within the SIE domain.

Type 2 may be required for PCS, depending upon project specific requirements.

Type 2 access shall only be given to vendor with specific means and procedures. These means
and procedures shall allow the site personnel a permanent and full control of the remote access
operation, initiation and stop. Logging of all operations shall be performed.

A specific remote access server shall be installed in SII/SIE DMZ. This RMD server will
receive/transmit data from/to system within Sll domain. Remote access vendor will then be able
to communicate with the RMD server through an SSL connection via Company DMZ (Total
Connect).

Refer to GS EP INS 135 for additional information and requirements.

6.8 Application software(s) development

Standard Functions are developed to define the Hardware interface and Software requirements
for individual instrument and equipment.

They shall be based on requirements of the GS EP INS 150, GS EP INS 196, GS EP INS 197
and GS EP INS 198.

However, Company subsidiaries may use their own library of Standards Functions if already
developed.

These Standard Functions are key requirements for the development of the Functional Analysis
which would then define how these functions are applied to specific process/utility and safety
sub systems.

The Functional Analysis shall be the basis of the development of the application software(s) and
shall be established in accordance with the GS EP INS 131.

Applications software(s) shall be designed, programmed and documented to facilitate
maintenance, modification and future expansion. For this reason it shall be of a modular
structure. However, simply breaking a large program down into arbitrary cards will not satisfy
this requirement.

Special attention shall be paid to the functions split within the different controllers belonging to
the same subsystem to avoid:

e Any process shut-down when losing one controller (or a part of it)
¢ Too many data exchanges between controllers.

Particular care shall be taken for equipment which control parallel process lines, or main and
backup equipment.

Controllers shall handle applications and data flow during normal and upset conditions while
continuing to meet the specified performance, safety and availability criteria.
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The displays shall be developed according to Appendix 8 “Design of the control display system”
and the above mentioned standards functions specifications.

Standard Functions, graphic displays, application software(s), shall be consistent whatever the
concerned equipment throughout the plant.
6.9 ICSS database

Instrument database software shall be used as an engineering tool in designing the ICSS
system e.g. allocation of Input/output.

The ICSS Supplier is responsible for all ICSS fields, part of this database. This shall include not
only the “system” database but also include the wiring from the marshalling termination strips up
to FTA associated to I/O cards.

ICSS data shall be incorporated into the project instrumentation database as per requirements
of GS EP INS 103.

ICSS database shall also include Subsea Equipment data (where applicable) and packages
data, exchanged with the ICSS.

7. Specific Requirements per Subsystem
7.1 Emergency Shut-Down System

7.1.1 Safety Integrity Level

All loop components (logic solver, 1/O cards, FTA's, relays, etc.) shall be SIL certified as defined
in GS EP SAF 261 alternative 1 (8 6.3.2 Logic solvers).

7.1.2 Availability

The required availability of the ESD system shall be as specified in the project Instrument and
Control Philosophy It shall be at least 99.99% based on an MTTR of 4 hours, unless otherwise
specified in the project specifications.

7.1.3 Specific Requirements

The ESD system shall be based, as a minimum, on a fully dual fault tolerant programmable
system (e.g. tolerance to simultaneous faults of one 1/0O module and one CPU). It shall be based
on fail safe design built using high reliability and high availability equipment.

The system shall include controller nodes with associated 1/0O cards and communication cards.

Depending on the size of the system, multiple nodes connected to the dedicated SIS safety
networks may be required.

Interfaces between packages and ESD system shall be hardwired.
Field 1/0O shall be monitored by 1/0O loop monitoring.

The ESD system shall be fully independent of the PCS. ESD controllers shall interface to the
PCS controller via the SIS-PCS data exchange network in order to allow data to be displayed
on the ICSS OWS. This interface shall also provide reset facilities from the OWS to ESD.
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An Engineering Work Station (EWS) shall be provided to allow access to configuration. Note alll
modifications to configuration shall be fully verified offline and be in compliance with the change
control procedures prior to downloading to the controllers. This EWS shall only be connected to
the ESD system controllers as necessary. It shall not be a permanent installation.

A Maintenance Work Station (MWS) shall be provided, based on project requirements, to
provide instrument maintenance functions. Inhibit maintenance functions shall be provided on
MWS or OWS depending upon project specifications.

A Sequence of Events Station (SWS) shall be provided in order to collate and analyse the SOE
files from the controller nodes.

Diagnostic facilities shall be able to run automatically and manually. These facilities shall include
the ESD system including controllers, 1/0O cards, communication cards, networks, as well as field
input/outputs.

Matrix panel

An ESD panel shall be incorporated in the control room Operator Control Desk. This panel shall
be hardwired directly to the ESD system bypassing the ICSS Operator stations.

This panel will include main ESD levels (e.g. ESDO, ESD1 and ESD2) and EDP (emergency
depressurisation) status for each fire zone and push-buttons to initiate main ESD trips and EDP
per fire zone.

In addition it will include maintenance inhibit key-switch, if applicable depending on the project
specific control philosophy.

A "Black Start Key" shall allow utilities to be restarted after a total black out. This key shall allow
restoration of the DC power, when set to "ON", and must be switched back to normal before
production can resume. Its status shall be monitored.

7.2 Ultimate Safety System (optional)

7.2.1 Safety Integrity Level

The SIL requirement, as per IEC 61508/IEC 61511, shall be as defined by GS EP SAF 261
(8 6.5.4 USS) or the Project SIL study.

All loop components (logic solver, FTA’s, I/O cards, relays, etc.) shall meet the safety function
SIL requirement.

7.2.2 Availability

The required availability of the USS shall be as specified in the project Instrument and Control
Philosophy It shall be at least 99.99% based on an MTTR of 4 hours, unless otherwise specified
in the project specifications.

7.2.3 Specific Requirements

The principle of the USS is that it is a simple stand alone system with a minimum number of I/O
which will provide a back-up to a small number of manual ESD actions.
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Its inputs will be ESD pushbuttons located in the control room defined by safety philosophies to
back-up ESD1 & 0. These shall be the same buttons that are connected to the ESD system.
The USS functionality will be transparent to the Operator.

Upon reception of a trip command the USS will initiate a timer to allow time for the ESD system
to carry out the ESD function. Upon timeout the USS shall trip its outputs which will generally be
connected to power supplies for safety valves (ESDV’s, BDV’s) and main process equipment,
thus initiating the fail safe shutdown of the facilities.

The USS system shall be based on a non-programmable system. It shall be of a fail safe design
built using high reliability, high availability and fault tolerant equipment. It may interface with the
PCS via serial links in order to report status and diagnostic information to the ICSS HMI.

A minimum number of 1/O shall be utilised and the logic treatment kept to a minimum.

The USS will provide individual maintenance inhibit and isolate functions for each of its loops
and shall be fully self-testing; all status and faults concerning these facilities will be reported to
ICSS.

7.3 Fire and Gas System

7.3.1 Safety Integrity Level

All loop components (logic solver, I/O cards, FTA's, relays, etc.) shall be SIL certified as defined
in the GS EP SAF 261 alternative 1 (8 6.3.2 Logic solvers).

7.3.2 Availability

The required availability of the FGS shall be as specified in the project Instrument and Control
Philosophy. It shall be at least 99.99% based on an MTTR of 4 hours, except if otherwise
specified in the project specifications.

7.3.3 Specific Requirements

FGS Design

The FGS shall be based, as a minimum, on a fully dual fault tolerant programmable system (e.g.
tolerance to simultaneous faults of one I/O module and one CPU). It shall be of a non-fail safe
design utilising “energise to trip” principles using high reliability and high availability equipment.

The System shall include Controller nodes with associated 1/0O cards and communication cards.

Depending on the size of the system, multiple nodes connected to the dedicated SIS safety
network may be required.

Interfaces between packages and FGS shall be hardwired.
Any 1/O which is non failsafe shall be line monitored.

The FGS system shall be fully independent of the PCS system. The FGS controller shall
interface to the PCS controller via the SIS-PCS data exchange network in order to allow data to
be displayed on the ICSS OWS. This interface shall also provide reset facilities from the OWS
to FGS.
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Interfaces between FGS and ESD system for executive actions may utilise the SIS safety
network as long as it has been specifically designed for such a purpose and has the appropriate
SIL rating approval. Alternatively hardwired signals shall be used.

If the same Manufacturer and technology are elected for ESD and FGS system then EWS,
MWS and SWS may be common for both safety systems and connected via the SIS
maintenance network. Alternatively a dedicated SIS maintenance network shall be provided for
FGS with its own dedicated EWS, MWS and SWS.

Diagnostic facilities shall be able to run automatically and manually. These facilities shall include
the FGS system including controllers, 1/0O cards, communication cards, networks, as well as field
input/outputs.

Matrix panel ‘

An FGS matrix panel shall be incorporated in the control room Operator Control Desk. This shall
be hardwired directly to the FGS system bypassing the ICSS Operator stations. This panel will
include one common status indication for each fire zone. In addition pushbuttons to initiate
release of extinguishing agent (CO,, Foam, etc.), manual start and selection facilities of the fire
water pumps shall be provided.

Pushbuttons may have double contacts when initiation required direct to the equipment (ie one
contact to FGS, 2™ contact direct to equipment).

7.3.4 Offices Buildings/Living Quarter

Addressable fire detection system may be provided for Offices Building or Living Quarter.

This addressable fire detection system shall be SIL 2 certified and shall comply with IMO
SOLAS requirements for FPU/FPSO.

This system will comprise of a network of addressable smoke, heat and MAC loops reporting
back to a central control unit.

In case of activation of any detector, the system shall identify the exact location of the detector
and report it via the ICSS Operator workstations.

The system will not perform executive actions. The addressable fire detection system shall
interface the PCS by serial link and the plant FGS by hardwired links for executive actions.

The gas tight & fire dampers shall be controlled by the FGS. Limit switches shall be hardwired to
FGS.
7.4 Process Safety System

7.4.1 Safety Integrity Level

All loop components (logic solver, I/O cards, FTA's, relays, etc.) shall be SIL certified as defined
in the GS EP SAF 261 alternative 1 (§ 6.3.2 Logic solvers).

7.4.2 Availability

The required availability of the PSS shall be as specified in the project Instrument and Control
Philosophy. It shall be at least 99.97% based on an MTTR of 4 hours, unless otherwise
specified in the project specifications.

Documents

This document is the property of TOTAL S.A., it contains confidential information which may not be disclceed tc any third Pz Liment Sharing Hub
reproduced, stored or transmitted without the prior written consent of TOTAL S.A.
The information contained in this document does not substitute to the applicable laws and regulations.

Full document details: TOTAL GS EP INS 134 2012


http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012
http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012

General Specification GS EPINS 134
o TOTAL

Design and supply of integrated control and safety system

Rev.: 10 Effective date: 11/2012 Page: 20 of 99

7.4.3 Specific requirements
PSS design

The PSS shall be based on a programmable system. It shall be based on fail safe design built
using high reliability, high availability and fault tolerant equipment.

I/0s module redundancy will be required for critical I/O as per Project specifications.
Interfaces between packages and PSS shall be hardwired.
The system shall include controller nodes with associated I/O cards and communication cards.

Depending on the size of the system, multiple nodes connected to the dedicated SIS safety
network may be required.

The PSS system shall be fully independent of the PCS system. The PSS controller shall
interface to the PCS controller via the SIS-PCS data exchange network in order to allow data to
be displayed on the ICSS OWS. This interface shall also provide reset facilities from the OWS
to PSS.

Interfaces between PSS and ESD system for executive actions may utilise the SIS safety
network as long as it has been specifically designed for such a purpose and has the appropriate
SIL rating approval. Alternatively hardwired signals shall be used.

If the same Manufacturer and technology are elected for ESD and PSS system then EWS,
MWS and SWS may be common for both safety systems and connected via the SIS
maintenance network. Alternatively a dedicated SIS maintenance network shall be provided for
PSS with its own dedicated EWS, MWS and SWS.

Diagnostic facilities shall be able to run automatically and manually. These facilities shall include
the PSS system including controllers, 1/O cards, Communication cards, networks, as well as
field input/outputs. Field I/O shall be monitored by I/O loop monitoring.

7.5 Process Control System

7.5.1 Availability

The required availability of the PCS shall be as specified in the project Instrument and Control
Philosophy. It shall be at least 99.95% based on an MTTR of 4 hours, unless otherwise
specified in the project specifications.

7.5.2 Specific Requirements

The PCS shall ensure a safe, reliable and efficient control and monitoring function for the
facility.

It shall also provide the “backbone” of the ICSS communication network and thus allow the
Operator to view and manage the entire facility from the HMI located in the control room.

Redundancy shall be required for critical equipment such as controllers, power supplies, main
PCS network and associated communications cards. I/O cards do not require being redundant
as long as the overall availability of the system is met.

The system shall include controller nodes with associated I/O cards and communication cards.

Documents

This document is the property of TOTAL S.A., it contains confidential information which may not be disclceed tc any third Pz Liment Sharing Hub
reproduced, stored or transmitted without the prior written consent of TOTAL S.A.
The information contained in this document does not substitute to the applicable laws and regulations.

Full document details: TOTAL GS EP INS 134 2012


http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012
http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012

General Specification GS EPINS 134
o TOTAL

Depending on the size of the system, multiple nodes connected to the PCS network may be
required.

A dedicated EWS shall be provided. This shall be fully independent of any safety system EWS.
It shall connect to the PCS using the PCS Network. A single EWS shall generally be unique on
the PCS network.

MWS functionality shall be provided within specific defined OWS, normally located in Central
ITR.

7.6
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Human Machine Interface (HMI)

7.6.1 General arrangement

All Operator Work Stations shall offer the same control and command capabilities, and access
the entire plant, whatever the concerned subsystem (fire and gas, emergency shutdown,
process safety or process control).

Multiple levels of security access shall be provided as per GS EP INS 150 (typically engineer,
method, maintenance, Operator and visitor) protected by hardware or software key:

In addition to the workstations used by Operators in the CCR, a workstation may be installed in
each instrument technical room for plant maintenance and operation activities, as per project
requirements.

The HMI functional description shall be split into two main parts:

Operator interface

System maintenance functions (e.g. system diagnostic mimics including packages
communication links status).

7.6.2 Operator interface requirements

The Operator interface shall require the following main functions:

1.7

Process and unit overviews
Dynamic graphic displays for the entire ICSS and packages
Trend/historical displays for all analogue values of the ICSS, including packages

Alarm management displays (priorities, acknowledgement by operating area, alarm
annunciator with direct access to process displays, first-up alarm, alarm masking)

Events displays (Operator actions, status, inhibition and forcing status, diagnostics and
abnormal states)

Reporting (logs, material/energy reports, event lists, etc.)
Printing facilities (event, display, etc.)

Retrieval facilities for events and data historical.

Historian server

Redundant servers shall provide trends/historical for display on the Operator Work Stations.
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Main functions required are:

e Automatic collection of data (data samples taken at intervals ranging from 1 second to
15 minutes, average interval: 1 minute) with pre-processing algorithm (average, min.,
max.). It includes all ICSS and package data: process values, states, events and analysis
data, calculated values, maintenance data, manual input, test-run data, test separator
data

e 6 months duration storage (note 1)
e Automatic archiving of data on a high-density storage medium (periodic archiving) (note 1)

e Synchronous graphic representation of multiple data curves mixing analogue values and
events for incident analysis

o Data storage back-up facilities.

Note 1: When PDS is requested (refer to the next paragraph), storage duration of the historian
server may be reduced (typically 4 weeks) and automatic archiving of data will not be
requested.

7.8 Process Data Server (PDS)

PDS will be implemented when required by Project specifications.

PDS and its interfaces (i.e. data acquisition nodes) shall be designed and developed in
accordance with GS EP EXP 131 requirements.

Any writing or inbound traffic to the ICSS system shall be forbidden. The interface shall fully
comply with cyber security requirements as per GS EP INS 135.

Refer to Appendix 1 - ICSS General Architecture.

PDS shall allow communication between the Industrial Information Systems (Sll) domain and
the Company office network (SIE) through firewall.

It shall continuously collect and record data from ICSS, 3™ Party Systems and packages as per
Project requirements.

Refer to GS EP INS 110 for detail requirements for package communication links with the PDS.
Failure of the PDS shall have no impact on the overall functioning of the ICSS.

Number of concurrent users and license size including spare for future modifications/extensions
shall be defined in project specifications.

8. Specific functional requirements

8.1 Safety-Related Sequence of Events

Safety-related SOE Work Station (SWS) shall be provided to automatically collect time-stamped
events from SIS controllers.

The different SOE files from all SIS controllers shall be brought together by the SWS to ensure
an overall Sequence of Event function for the plant.
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Special attention shall be paid to the quantity of events to handle with the risk of events loss s
further to an avalanche of events due to high level shut-down, leading potentially to de-
energization of SWS (for instance in case of gas detection in ITR).

Upon resumption of power the original events leading up to the shutdown shall remain available
to ensure post-event analysis is possible.

Retrieval, selection and printing facilities shall also be supplied.

The resolution of SOE recording is generally 100 ms, unless otherwise specified in the project
specifications.

Safety-related SOE will remain independent of PCS Operator Work Stations.

As per project specifications, some time - stamped event data may be required by the PDS.
This would typically be for calculations & monitoring of critical equipment, such as ESDVs where
closing time logging will be required. This logging function shall not be done by the safety
system but be a function within the PDS.

Communication between PDS and SWS shall be part of the cyber security risks assessment, as
per GS EP INS 135.

In case some particular alarms and events from specific packages are deemed critical for
adequate plant operation, then a dedicated Basic Engineering study shall identify a suitable
solution which shall be subject to Company approval. In that case, the above shall be limited to
a few essential (grouped) events.

Refer to GS EP INS 110 for detailed requirements.

8.2 Maintenance tools requirements

The ICSS shall have the following functionality as a minimum in order to allow for an efficient
maintenance of the system:

e OWS shall provide:

- Maintenance displays providing detailed displays showing the diagnostic of all
subsystems parts, package systems, package digital links, power supplies and
communication networks.

e EWS shall provide:

- Facility for configuring and downloading any part of the ICSS application software(s)
On-line downloading of software applications shall be easy and unrestricted under
password protection, without impact to the plant facility

- Hardware management database
- Application software(s) release management
- Application software(s) simulation, testing and debugging with user-friendly interfaces

- Software backup management (including configuration, operating system and
communication network)

- Automatic documentation for the whole application.

Documents

This document is the property of TOTAL S.A., it contains confidential information which may not be disclceed tc any third Pz Liment Sharing Hub
reproduced, stored or transmitted without the prior written consent of TOTAL S.A.
The information contained in this document does not substitute to the applicable laws and regulations.

Full document details: TOTAL GS EP INS 134 2012


http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012
http://www.avadocuments.com/doc/total-gs-ep-ins-134-2012

General Specification GS EPINS 134
O TOTAL

Design and supply of integrated control and safety system

Rev.: 10 Effective date: 11/2012 Page: 24 of 99

e MWS shall provide:

- Safety system diagnostic displays. It shall monitor the whole safety system: controllers,
/O and communication cards, networks components as well as field input/outputs
loops. Those diagnostics shall be able to run automatically and manually

- Maintenance status of field loops

- Maintenance inhibit commands management as alternative; refer to Appendix 2 of this
Specification.

8.3 Instrument Management System

When required by Project specifications, the Instrument Management System will provide
secured access to “smart” devices (instruments and valves) and present on-line information
(diagnostic, performance, parameters) to maintenance personnel.

The full Hart functionalities, described hereafter, shall be provided only for non-safety related
devices connected to “pass through” I/O cards.

Access to configuration & calibration of safety related devices from the IMS, and in addition from
the Safety System itself shall be forbidden and locked. Hart data shall be available for trouble
shooting and diagnostic only.

Data collection from P3 type packages is optional feature, and as defined in the project
specifications.

Facility will be provided to include conventional devices through manual registration.
IMS shall also support Third Party software for partial stroking test of safety related ON/OFF ‘
valves when SVTS facilities are used.
Refer to GS EP INS 110 for detail requirements on package communication links with the IMS.
Available functionalities will include, but not limited to:

e Device database

e Browser function

¢ Device configuration & calibration

e Loop check

e Export facility

¢ Audit trail management

e Self-documentation

e Troubleshooting

e Alarm report.

8.4 Alarm Management Function
Alarm management shall be provided within the OWS.
Such functions will comply with the EEMUA publication no. 191 and the ISA 18.2 requirements.
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It will provide as a minimum:

o Facilities for categorisation, filtering, suppression and prevention of avalanche during

upset while still providing adequate indication

e Help system with alarm-related texts or hyperlinks

e Alarm report/ lists (active, suppressed alarms...)

e Alarm analysis (e.g. “top 10").

9. ICSS System Performance

The minimum performance requirements shall be under the worst conditions (note 1):

Operator command from HMI interface to ICSS output 1 sec max
Display of an alarm on the HMI 1 sec max
Execution of any control loop algorithm 1 sec max
Execution of any complete process logic algorithm in the same 1 sec max (note 3)
controller (from reading the input values from the input modules to

changing states of the outputs)

Execution of any complete logic algorithm in the same safety or 250 ms max
F&G controller (from reading the input values from the input (note 2 & note 3)
modules to changing states of the outputs)

Time to exchange data between PCS controllers 1 sec max

Time to exchange data between safety or F&G controllers 500 ms max
Update of data on the active display 1 sec max
Calling up of any active element on a display 1 sec max
Calling up of any display 2 sec max
Additional communication time for data exchanged with P3 type 1 sec max
packages

Time synchronization between ICSS elements +25ms

Depending on project requirements, for specific high speed functions (such as electrical control
functions when optionally performed by the PCS), faster response times (down to 10 ms) may

be required from some ICSS components.
Note 1: The worst conditions shall include:

e 50% of I/O reported with a changed value at each scan

¢ 100 alarms generated every second.

The project ICSS specification shall define the number of simultaneous users (i.e. OWS).

Note 2: A maximum cycle time (or “throughput” time) of 500 ms may be accepted when the

input change occurs just after the inputs reading.
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Note 3: cycle time values shall take into account the final configuration (i.e. with project installed
spares 1/0s/ modules).

10. Packages interface

In general, packages which have their dedicated control system shall be supervised and
controlled at a higher level from the ICSS.

Serial links shall be used for communication between UCP and PCS, although hardwired links
shall be used for small amounts of data points (less than 25).

In addition, critical data between UCP and PCS (e.g. speed control, feedback for rotating
machinery) shall be hardwired.

The communication protocol of the serial link will be standardized on a single protocol for the
whole project/facility.

Unless the project specification(s) state differently, the default design rules for serial interface
with the PCS are:

e Using an industrial communication protocol with the lowest possible inherent
obsolescence: not using protocols requiring an intermediate server(s) with operating
system: instead communication cards with embedded operating system using a standard
and field proven protocol such as ModBus shall be used

e The use of custom-built protocols, software and hardware is not permitted

e By default a TCP/IP link over Ethernet; serial RTU type links are only permitted when
TCP/IP communication ports/cards are technically not possible / available on the market

¢ As an alternative, Profibus DP may be considered

e A direct connection to the ICSS communication network is permitted only if identical
controllers are used within the package UCP and for the PCS

¢ In case of redundant links: each link shall have completely segregated components (incl.
communication cards or controllers) to avoid common-mode failures.

The use of open protocols, such as OPC, for interfacing with the PCS is not permitted for
reasons of high obsolescence, cyber security and additional hardware & software.

Concerning the availability of the serial link, the default rules are:
¢ Single (simplex) serial link: by default
¢ Redundant serial link: when the loss of HMI in the CCR is considered not acceptable

e Dual-redundant serial link: shall only be used for links in case the loss of communication
induces a package shutdown.

Whether the loss of HMI in the CCR is considered not acceptable (therefore requiring a
redundant link) shall be defined during Basic Engineering phase by a multi-disciplinary team
(typically Operations, Process, Safety and ICSS engineers), and can be re-assessed during
Detail Engineering as deemed necessary.

The input & output links between UCP and Safety systems (i.e. the PSS, ESD and F&G
systems) shall always be hardwired.
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11. Spareage Requirements

The ICSS shall be designed to facilitate possible extensions. It shall be sized to include all
components (hardware and software) needed for future extensions (over and above spare

parts):

¢ Networks and communication capacity Note 3

¢ Installed input/output (per 1/0 type and per subsystem) 10%
Note 1

e Spare space for additional slots per subsystem cabinet 10% - minimum 2 slots
Note 2

e Processing capability (per processor or controller) for each
part of the system 30%

e Operator interface capacity for each part of the system 30%

¢ Auvailable space inside cabinets per subsystem - Note 2 1 rack

o Power supply capacity 40%

Note 1: Marshalling cabinets shall be provided with terminals to accommodate spare installed
I/Os.

Those 10% spare will be distributed all over the subsystems cabinets.
Minimum 2 slots apply to each subsystem cabinet.

Note 2: Marshalling cabinets shall be provided with spare space to accommodate such
extensions.

Note 3: The communication network architecture shall be designed to allow for the above
required spareage.

The ICSS shall be sized in accordance with these values at installation start-up, unless
otherwise specified by project requirements.

12. Factory Acceptance Test (FAT)

This section covers the requirements for inspection and testing after completion of fabrication
and prior to shipment.

Testing requirements are described in Appendix 5. ‘

13. Documentation
Refer to Appendix 7. ‘

14. Training courses

A complete set of training courses shall be included in the scope of the project, covering all
different aspects (operation, maintenance and configuration).
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15. Specific Cases

15.1 PSS combined with ESD system

As per GS EP SAF 261, the presence of a PSS is not a compulsory requirement and it is
acceptable that in certain cases the functions normally achieved by the PSS are carried out by
the ESD system. This is typically the case for very simple installations and/or very low
complexity packages.

15.2 FGS combined with ESD system

As per GS EP SAF 261, it is acceptable that in certain cases the functions pertaining to FGS
and ESD system are performed by common equipment. This is typically the case where low
numbers of 1/O are being handled. However, in these cases it shall be ensured that there is no
impact to the reliability nor availability of the F&G and ESD functions. Even if common
equipment is used, 1/O cards and associated racks, along with the application software(s), shall
remain segregated and dedicated to their function.

15.3 Requirement for USS

As per GS EP SAF 261 an USS system is not compulsory if the design of the ESD system is
such that the SIL requirement is achieved by the ESD system and FGS alone (for instance
simple wellhead platforms).

A specific study shall be carried out to fully justify and demonstrate that an USS system is
required.

16. Reference System
A reference system might be considered to allow modifications testing and de-bugging.
Project specification will define the boundaries and minimum equipment to be provided.

Such system shall be standalone and consequently not connected to any ICSS communication
network (control, safety and engineering).

This system shall be engineered and designed in the same way than the ICSS, including same
hardware and software release.

All ICSS requirements shall apply (e.g. testing, cyber security related constraints,
documentation).
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Appendix 1 ICSS General Architecture

ing System

Note 1: Inler-site communications shall be subjectio a

specific study to address which networks require to be
extended between sites and whether the networks remain

Tully within 1S or whether they connect o other sile via EIS.

Nole 2. Redundancy as per projec requirement

PDS/PI: Process Data Server/Plant Information

515: Safely Instrumenled System (PSS, ESD, F&G)

IMS: Instrument Management System
COTS: Commercially available Off-The-Shelf
PCS: Process Control System

VTMS:
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