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CAP 1273 Implementing a Security Management System: An Outline

The purpose of a Security Management System

The purpose of a Security Management System (SeMS) is to enable an entity to identify and
manage its security risks and be assured right up to Board level that the security measures taken
to manage those risks are effective.

Current regulatory compliance activity such as observations and inspections cannot provide an
entity with continuous assurance of the performance of its security measures. The combination of
governance, threat and risk management and performance measurement that alone can provide
that assurance equates to a SeMS. It is a system, with many similarities to quality management
systems.

In short, a SeMS provides the necessary organisational structure, accountabilities, policies and
procedures to ensure effective security oversight.

SeMS Principles

A SeMS will provide an entity with a structured approach to managing security as an integral part
of their overall business. A SeMS also serves as a tool for systematically integrating security risk
management into an entity’s day to day operation in close alignment with other risk management
systems such as Safety Management Systems (SMS). The concept is that:

®  security risks should be managed at the right level, overseen by company boards;
®  gctivities should be measured to provide management information on security performance;

= there should be people in the entity who are accountable for maintaining rigorous security
standards, using the management information; and

= there should be a culture that promotes high security standards throughout the entity.

SeMS in practice

To realise that concept, the SeMS requires several practical components to be in place. Many

of these may already exist within an entity, but may need to be made more rigorous, reliable,
consistent, repeatable, and effective. The SeMS project discussed below is a practical approach to
assessing these components and removing loop-holes, weaknesses, gaps and duplications.

An entity could work out the components of a SeMS by analysing what would be required to
“identify and manage security risks and be assured that the security measures are effective” (the
goal outlined above). However, the SeMS Framework has been developed in conjunction with
industry to save entities having to start from first principles. It is also designed to deliver a degree
of consistency across the industry, regardless of size or nature of the business, e.g. airport, airline,
cargo or in flight supplies.
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The Framework consists of ten chapters describing the components of a SeMS. A simple way to
appreciate the contents is to group the ten chapters into three themes:

Corporate Assurance

Chapter 2: Threat and Risk Management

Risk Assurance

Chapter 5: Performance monitoring, assessment and reporting

The Management System

Culture and Accountability

Chapter 1: Management Commitment

Chapter 3: Accountability & responsibilities
Chapter 9: SeMS Education and Security Culture
Chapter 10: Communication

Enablers

Chapter 4: Resources

Chapter 6: Incident response

Chapter 7: Management of change

Chapter 8: Continuous improvement

It is in Performance Monitoring,

Assessment and Reporting where consistency across the industry

is vital for SeMS to work nationally. But in order for the performance monitoring to be relevant to
the entity, the Threat and Risk Management must be rigorous and effective. These two chapters
therefore need more coordination across entities than the remaining eight Management System

chapters.

Performance Assurance

An entity needs to know whether its security processes are functioning correctly and that

its investment in security is delivering effective returns. In addition to the data required to
demonstrate compliance against regulations, each entity will want to collect data specific to its
own security operation. Security measures are integral to the mitigations in place to address

specific threats, and so knowing how effective they are is essential for assuring the overall security

picture.

In order to gain a comprehensive picture of the state of its security and its compliance against
regulations, an entity will need to establish exactly what it should be measuring; in effect it will
need to establish metrics which will give each level of management the required information
about security performance. Data which feeds into the metrics will come from many sources, and

will include observations, tests,
three forms:

audits, checks of records etc. Broadly speaking metrics could take
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