
ANSI/UL 2900-1 -2023

ANSI/CAN/UL 2900-
1 :2023

JOINT CANADA-UNITED STATES
NATIONAL STANDARD

STANDARD FOR SAFETY

Software Cybersecurity for Network-
Connectable Products, Part 1 : General
Requirements

Full document details: UL 2900-1 2023

http://www.avadocuments.com/doc/ul-2900-1-2023
http://www.avadocuments.com/doc/ul-2900-1-2023


SCC FOREWORD

National Standard of Canada

A National Standard of Canada is a standard developed by a Standards Council of Canada (SCC) accredited
Standards Development Organization, in compliance with requirements and guidance set out by SCC. More
information on National Standards of Canada can be found www.scc.ca.

SCC is a Crown corporation within the portfolio of Innovation, Science and Economic Development (ISED) Canada.
With the goal of enhancing Canada's economic competitiveness and social well-being, SCC leads and facil itates the
development and use of national and international standards. SCC also coordinates Canadian participation in
standards development, and identifies strategies to advance Canadian standardization efforts.

Accreditation services are provided by SCC to various customers, including product certifiers, testing laboratories,
and standards development organizations. A list of SCC programs and accredited bodies is publicly available at
www.scc.ca.

Full document details: UL 2900-1 2023

http://www.avadocuments.com/doc/ul-2900-1-2023
http://www.avadocuments.com/doc/ul-2900-1-2023


APRIL 1 4, 2023 - ANSI/CAN/UL2900-1 tr1

UL Standard for Safety for Software Cybersecurity for Network-Connectable Products, Part 1 : General

Requirements, ANSI/CAN/UL 2900-1

First Edition, Dated July 5, 201 7

Summary ofTopics

This revisions ofANSI/CAN/UL 2900-1, datedApril 14, 2023, are issued to reflect the latest ANSI

andSCC approval dates, and to include the following;

– Editorial Changes; 2.1, 6.7, 11.7, 15.5 and 15.6.

– Addition ofInclusive Language; 3.30, 8.5

– Clarification ofProduct Documentation; 4.1

– UpdatedVersions ofReference Material; 2.1, 6.1, 11.5

– Addition ofParagraph Numbering; 7.1.4 and 7.1.5

– Clarification ofDefinitions andTerm Usage; 3.14A, 8.3 and 8.8

– Clarification ofSensitive Data Documentation; 10.1 and 15.1

– Removal ofRedundant Statement; 11.5

– Self-Reference Correction; 12.3 and 12.5

– Clarification ofStructured Penetration Testing Requirements Documentation; 16.1 and

16.2

– Clarification ofSoftware Composition, Static Source Code Analysis andStatic Binary and

Bytecode Analysis Requirements Documentation; 3.42A, Section 13, 14.2, 17.1, 17.2, 17.3,

Section 18, 19.2 – 19.5, Section A2, Figure A1.

Text that has been changed in any manner or impacted by ULSE's electronic publishing system is marked

with a vertical l ine in the margin.

The new and revised requirements are substantial ly in accordance with Proposal(s) on this subject dated

December 30, 2022.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or

transmitted in any form by any means, electronic, mechanical photocopying, recording, or otherwise

without prior permission of ULSE Inc. (ULSE).

ULSE provides this Standard "as is" without warranty of any kind, either expressed or implied, including

but not l imited to, the implied warranties of merchantabil ity or fitness for any purpose.

In no event wil l ULSE be liable for any special, incidental, consequential, indirect or similar damages,

including loss of profits, lost savings, loss of data, or any other damages arising out of the use of or the

inabil ity to use this Standard, even if ULSE or an authorized ULSE representative has been advised of the

possibil ity of such damage. In no event shall ULSE's l iabil ity for any damage ever exceed the price paid for

this Standard, regardless of the form of the claim.
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Users of the electronic versions of UL's Standards for Safety agree to defend, indemnify, and hold ULSE

harmless from and against any loss, expense, l iabil ity, damage, claim, or judgment (including reasonable

attorney's fees) resulting from any error or deviation introduced while purchaser is storing an electronic

Standard on the purchaser's computer system.
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Part 1 : General Requirements

First Edition
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This ANSI/UL Standard for Safety consists of the First Edition including revisions
through iApril 1 4, 2023.

The most recent designation of ANSI/UL 2900-1 as an American National
Standard (ANSI) occurred on iApril 1 4, 2023. ANSI approval for a standard does
not include the Cover Page, Transmittal Pages, Title Page, Preface or SCC
Foreword.

This standard has been designated as a National Standard of Canada (NSC) on
iApril 1 4, 2023.
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Preface

This is the First Edition of the ANSI/CAN/UL 2900-1 , Standard for Software Cybersecurity for Network-

Connectable Products, Part 1 : General Requirements.

ULSE Inc. is accredited by the American National Standards Institute (ANSI) and the Standards Council of

Canada (SCC) as a Standards Development Organization (SDO).

This Standard has been developed in compliance with the requirements of ANSI and SCC for

accreditation of a Standards Development Organization.

This ANSI/CAN/UL 2900-1 Standard is under continuous maintenance, whereby each revision is

approved in compliance with the requirements of ANSI and SCC for accreditation of a Standards

Development Organization. In the event that no revisions are issued for a period of four years from the

date of publication, action to revise, reaffirm, or withdraw the standard shall be initiated.

In Canada, there are two official languages, English and French. All safety warnings must be in French

and English. Attention is drawn to the possibil ity that some Canadian authorities may require additional

markings and/or installation instructions to be in both official languages.

Only metric SI units of measurement are used in this Standard. I f a value for measurement is fol lowed by a

value in other units in parentheses, the second value may be approximate. The first stated value is the

requirement.

Appendices A, B, C, and D, identified as informative, are for guidance and informational purposes only.

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE at any time.

Proposals should be submitted via a Proposal Request in ULSE's iCollaborative Standards Development

System (CSDS) at http://csds.ul.com.

iOur Standards for Safety are copyrighted by ULSE Inc. Neither a printed nor electronic copy of a Standard

should be altered in any way. All of our Standards and all copyrights, ownerships, and rights regarding

those Standards shall remain the sole and exclusive property of ULSE Inc.

i

This Edition of the Standard has been formally approved by the iTechnical Committee ( iTC) on Software

Cybersecurity for Network-Connectable Products: General Requirements, iTC 2900-1 .

This l ist represents the iTC 2900-1 membership when the final text in this standard was balloted. Since that

time, changes in the membership may have occurred.
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Government USA
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International Classification for Standards (ICS): 35.030, 35.1 1 0, 35.240.50

iFor informationi on ULSE Standards, visit https://www.shopulstandards.com, call tol l free 1 -888-853-3503

or email us at ClientService@shopULStandards.com.
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i

This Standard is intended to be used for conformity assessment.

The intended primary application of this standard is stated in its scope. I t is important to note that it

remains the responsibil ity of the user of the standard to judge its suitabil ity for this particular application.

CETTE NORME NATIONALE DU CANADA EST DISPONIBLE EN VERSIONS FRANÇAISE ET

ANGLAISE
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