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 Requirements Coverage Matrix 

Req.  Category Req.  # Req.  Name L1  L2 L3 L4 L5 

1 .  Software 
Updates 

1 .1  Remote software updates supported  x x x x x 

1 .2 Automatic software updates enabled  x x x x x 

1 .3 Software update authentication  x x x x x 

1 .4 Software update fi les inaccessible    x x 

1 .5 Hardware root of trust     x 

2.  Data & 
Cryptography 

2.1  No default parameters x x x x x 

2.2 Password  pol icy for sensitive services  x x x x 

2.3 Protect sensitive data   x x x x 

2.4 Industry-standard  cryptography   x x x 

2.5 RNG with  sufficient entropy   x x x 

2.6 
Industry best practice key 
management 

  x x x 

2.7 Credential  recovery    x x 

2.8 Brute force protection      x 

3.  Logical  
Security 

3.1  
Protect communication  and  debug 
ports 

  x x x 

3.2 Systems configured  to secure defaults   x x x 

3.3 
Unwanted  functional ity can be 
disabled  

  x x x 

3.4 Memory and compiler protection     x x 

3.5 
Software free from known 
vulnerabi l ities  

   x x 

3.6 
Unwanted  / Unnecessary features 
removed  

   x x 

3.7 
Software tested  for unknown 
vulnerabi l ities 

   x x 

3.8 
Logs or errors do not expose sensitive 
data 

   x x 

3.9 Least privi lege     x 

4.  System 
Management 

4.1  
Sensitive services require 
authentication  

x x x x x 

4.2 Permanent erasure of sensitive data x x x x x 

4.3 
Manual  back-up / override for safety 
critical  operations 

 x x x x 

4.4 
No direct execution  of commands / 
scripts 

   x x 

4.5 
Sensitive services implement session 
management 

   x x 

5.  Customer 
Identifiable 

Data 

5.1  
Customer data col lection  is 
documented  

x x x x x 

5.2 Customer data erased  on  request  x x x x 

5.3 Opt in  / out for data col lection   x x x x 

5.4 Notifications for privacy policy changes    x x 

5.5 Customer data is anonymized      x 

6.  Protocol  
Security 

6.1  
Communications robust against replay 
and  MITM attacks 

x x x x x 

6.2 Industry standard Wi-Fi  security x x x x x 

6.3 
Authentication  for remote 
communications 

x x x x x 

6.4 
Secure defaults and  downgrade 
prevention 

 x x x x 

6.5 
Secure switched  / wireless 
connections 

 x x x x 

7.  Process & 
Documentation 

7.1  Documented patch  / update process x x x x x 

7.2 Vulnerabil ity management program  x x x x 

7.3a No cloud / app   x x x 

7.3b 
Regularly monitored  cloud  / app 
environment(s) 

  x x x 

7.4 Software Bi l l-of-Materials    x x 

7.5 All  protocols documented      x 

7.6 All  services documented      x 
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1  Software Updates 
 

1 .1  Software updates must be supported,  using network or 

wireless interfaces where available 

Description / guidance:  

No matter how well  software is designed  or tested,  there wi l l  always be bugs and vulnerabi l ities that 

are missed.  This is just a fact of software development and  the sheer complexity of any body of code.  

So,  the update of the software must be al lowed  in  any device to ensure that it can  be patched when 

any such bugs are found.  I t is an  additional  requirement that the software update must be able to be 

performed across a wireless or network interface,  should  the device provide such  an  interface.  This 

increases the ease of use for the customer,  removing  disincentives to instal l  updates.  Security of the 

wireless and/or network interfaces is of course also important,  and this is covered in  later 

requirements.  

 

This requirement ensures that such updates are possible,  minimizing  the risk that devices become 

permanently vulnerable through new attack methods that are discovered  after the initial  evaluation  / 

shipping of the device.  Checking for mal icious changes to the software update is not covered  under 

this requirement,  and  is instead addressed in  a later requirement.  

 

1 .2 Automatic software updates must be enabled by default 

Description / guidance:  

Although software must be maintained to ensure on-going patching of security vulnerabi l ities,  it is 

reasonable to expect that customers may not always know about the latest vulnerabi l ity in  a device.  

Therefore it is important that automatic updates are implemented to update the software in  a device,  

so that customers do not become a blocking factor in  patching a high  risk vulnerabi l ity.  I t is expected  

that device vendors wi l l  need to consider business / operational  logic of the device when 

implementing  such updates,  so that a system does not reset during operation,  but such  business logic 

is considered  outside of the scope of this assessment.  I t is important to note that although this 

requirement outl ines the need  for automatic updates to be supported,  i t does not mandate when and 

how such updates are provided,  and device vendors may choose to deploy only high risk patches 

through such mechanisms.  I n  al l  cases,  vulnerabi l ities rated  to CVSS 7 or higher must be patched  

within  1  month,  those rated  between  CVSS 4 to 7 must be patched  within  3 months,  and  

vulnerabi l ities rated to less than  4 may be left unpatched.  

 

1 .3 Software updates must be cryptographically authenticated,  

and provide anti-roll  back features 

Description / guidance:  

Although it is  important to support software updates to ensure that devices can be patched  and  

maintained in  the field,  such  features can lead  to additional  vulnerabi l ities – where a ‘bad  actor’  can 

instal l  their own software into the device to prevent i ts normal  operation.  

To prevent this,  i t’s important that any software update is cryptographical ly authenticated.  Often  this 

wi l l  be implemented by using  a d igital  signature across the firmware image,  which  can be checked  by 

the original  firmware (or bootloader of the device) prior to instal lation.  Using  a digital  signature based 

on a publ ic key algorithm (such as RSA,  or DSA) ensures that the devices themselves don’t need the 

part of the key (the private or secret key) that is used  to generate the authentication  data.   

 

Where a symmetric key system – such as a (H)MAC – is used,  the secret key in  each  device must be 

unique per device.  Otherwise once the firmware of one device is exposed  (eg through a physical  

attack on  that one device),  a val id  firmware signature for al l  other devices of this type can  be created.  

Full document details: UL MCV 1376 2019

http://www.avadocuments.com/doc/ul-mcv-1376-2019
http://www.avadocuments.com/doc/ul-mcv-1376-2019


Therefore,  public key cryptography is recommended to avoid  the complexities of managing unique 

symmetric keys across device portfol ios.  

 

I t is additional ly required  that the update implements ‘anti-rol lback’  features – such as a ‘monotonic’  

version number which is included in  each release (that is a version number that only increases with  

each  version),  which is also checked  to ensure that any bad  actor can’t just instal l  a previous version 

of firmware;  to ‘reinstate’  any otherwise patched vulnerabi l ities.  

 

 

1 .4 Memory/storage locations used to store software updates 

after authentication must not be user accessible or 

externally writable 

Description / guidance:  

Although software updates must be instal led  into the memory of the device so that they can be 

executed,  having  this code accessible after the authentication process has been  performed al lows for 

attacks where val id/unmodified  code is mal iciously altered after the authentication  process,  thereby 

inval idating  the controls that authentication  process is attempting to put in  place to prevent the 

execution  of malware.  This requirement is simply to ensure that the software authentication and 

instal lation  process is atomic – that it does not have discreet steps that can be separated  and  

exploited  to al low for inval id  code to be instal led.  

 

1 .5 Device implements a hardware based root of trust for 

updates and boot authentication 

Description / guidance:  

Although authenticating  software updates is one important aspect of security,  ensuring that any code 

is authenticated  upon each  boot of the device is also important.   This ensures that even if changes 

are made to the executing code through  some exploit,  the changes cannot be made permanent and a 

reboot can be ensured to remove the mal icious code.  
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2 Data & Cryptography 
 

2.1  System defaults such as password,  certificates,  and/or 

cryptographic keys must be changed on initial  setup 

Description / guidance:  

Ideal ly,  system defaults should  be avoided – but real istical ly that’s not always possible.  I t may be 

necessary for something  to be set to a default value to al low for the ‘boot-strapping’  of the system for 

the first time.  However,  the risk of using the default should  be clearly outl ined  to the people operating  

that system for that first time,  and  this requirement outl ines the need to force them to make a change 

from this default as part of the overal l  setup.   

 

I t is accepted  that this can  cause problems – forcing people to think up a new password  during instal l ,  

for example,  can lead  to a less than secure value being  set (or a value that the user wi l l  forget the 

second they walk away).  Where system defaults are automatical ly changed  as part of the 

personal ization  / manufacturing  process,  these values must be set such  that they are unique per 

device and statistical ly uncorrelated  between devices (i .e.  assigned  randomly).  Any such ‘pre-

changed’  values must also be set in  compliance with  the password  and cryptographic pol icies of the 

vendor.  

 

U ltimately,  defaults for passwords and other such items should  only be implemented  for values that 

are absolutely required  to be present for normal  operation,  but which must be changed by the user 

before instal lation  and  operation.  This also covers any ‘test’  values that may be in  the firmware – such  

values must never be left in  a production  system.  

 

Default and  common values for certificate and  publ ic keys may be implemented  to ease the remote 

management of systems.  For example,  i t is common to have a global ly fixed  publ ic key value across 

devices to authenticate software updates.  However,  such  defaults must be clearly justified  as to why 

they cannot be unique assigned  per device.  I t is also required  that such common publ ic keys are kept 

unique to a specific type of device,  so that any compromise of the root key does not render insecure 

the entire suite of devices from one manufacturer.  This also ensures that code intended for one 

device type cannot be instal led  on  another device type from the same manufacturer –as this can  be 

used  as a method  for some attacks,  or violation  of business logic.  

 

2.2 A minimum password strength policy must be enforced for 

passwords that are used for access to sensitive services 

 

Description / guidance:  

Passwords are often  required  and implemented  to provide authentication  of users.  I f not set to a value 

that is sufficiently secure,  they can  be easily guessed  or brute-forced  to bypass this authentication,  

al lowing a bad-actor to gain  access to the services the passwords are supposed  to protect.  Many 

attacks on devices are based on  exploiting insecure,  or default,  password  values.  

 

Minimum levels for password  security to sensitive services must be enforced,  such  that there is less 

than  a 1  in  1 00,000 chance that any guess wi l l  be correct and  that attempts to brute force the 

password  domain  in  the device cannot be performed  in  less than 24 hours.  These protections may 

include combinations of password  strength  and  ‘back off’  timers on  any password  entry mechanisms 

to slow entry during  high volume password  entry attempts.  System designers should  consider the 

needs of customers to re-enter incorrect passwords cause through typographic errors,  along with  the 

need (or lack thereof) to support many hundreds or thousands of password  entry attempts within  a 

relatively short (e.g. ,  24 hour) period.  
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